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DRAFTING SUGGESTIONS FOR DEPARTMENTS PREPARING PUBLIC
REGISTER PROVISIONS

When legidation cresting a public register of information about identifiable
individuds is contemplated or being reviewed the information privacy implications
need to be consdeed. This note discusses how legidative provisons might be
drafted to resolve privacy problems. Careful attention mus also be given to
accompanying administrative or technical controls, which are not discussed in this
note.

Establishing public registers

A first issue is whether to establish the register as a (public registerOfor the pumposes
of the Privacy Act. Establishing the register as a Cpubllc registerOby listing the
statutory provision in Schedule 2 of the Privacy Act as a (oublic register provisionO
means tha the public register privacy princples, and other aspects of Part 7 of the
Privacy Act, will apply. However, it also means tha the Qpubiicly available
publicationQexceptionsto theinformation privacy prindples come into play.

Geneaadly aregister of pasond information aboutidentifiable individuds established
by law, carrying with it a specific public search right, should be created as a Gpublic
registerQ Therelevant provision(s) should be added to Schedule 2 of the Privacy Act
by statutory amendment or pursuant to an Order in Counal issued unde s.65 of the
Privacy Act.

Nature of access and use controls

Any proposl to create or continuea statutory register, and to provide a statutory right
to search, needs careful consdeation from a privacy perspective. The drafting
approach makes a consderable difference to whether privacy problems are created or
solved. The olde approach of establishing a public register by merely stating tha
certain doauments or information are to appear on a public register and be open to
public search leadsto a hog of privacy problems. A bdd statutory provision like tha
makes recondling the collection and disclosure of persond information with the
information privacy prindples difficult or impossible. However, a nunber of new
legidative provisions over the last few years demondrate innovdive drafting
techniques and legd controls tha may resolve theprivacy concerns

There are seven features in a modan public register provision that this office looks
for in seeking to resolve privacy concerns Not all of them would necessarily need to
be present in any paticular case. They are:

(a) statements of purposes, both for theregister itself and for the public search right
(b) alist of the permitted search references

(c) limitation ontheregister content available for search

(d) arightto search onaneed to knowObasis



(e) arestrictiononthebulk provision of information from theregister
(f) provisonfor suppression of certain persond detailsin exceptiond cases
(g) acontrol ontheuse of information obtained from the register

These features are described bdow, with illugrations provided, which may assist in
enabling departments to assess which of these features would be compaible with the
regime proposd.

(a) Statement of purposes

The legidation govening many existing statutory registers gives no indication as
to why Parliament established them. A key privacy desire for any collection of
persond information is that it be used only for the purposes for which it was
obtained. However, where large databases of persond information are available,
people inevitably think up new uses to put the information to. Thisis a privacy
risk.

It is desirable to identify the pumposes for any new public register and to state
thesein thelegidation.

There are two ways in which (ourposOis spoken of in this context. Thefirst is
the purpose for establishing the register. The secondis the purpose for giving a
right to search to people othe than officials. In some cases it may be
unnesessary to provide both explanaions Sometimes the purpose for public
search will be quite obvious from the context or can be derived from the
statement of purpose set out for establishing theregister. Surprisingly, thisis not
always the case and there are cases where officials maintaining registers are
perplexed at the reason why Parliament ever created a right for third parties to
search theregister.

Examples where laws set out the purpose of a public register in a trangaent
manne can befoundin:

Local Government Act 1974,s.1222(1)

Anima ProdudsAct 1999 ss.18, 52 73and 112

Chartered Professiond Engineers of New Zealand Act 2002,s.16(2)

Local Government (Rating) Act 2002,s.27(3)

WineAct 2003,ss.17(2), 47(2) and 73(2)

Motor Vehicle Sales Act 2003ss.53 and 74

Examples of legidation tha set out the purpo<e of theright of pulic search can be
foundin:

. Local Government Act 1974,s.1222(1)

. Persond Propety Securities Act 1999 s.173

. RadiocommunicationsAct 1989,s.28(1)

. WineAct 2003,ss.17(2), 47(2) and 73(2)

. Motor Vehicle Sales Act 2003,ss.53and 74
Careful thoughtshould also be putinto devising a meaningful purpose statement
if itisto beof any gudance to those tha are to administer or access the register.
Statements tha are so general tha significant changes in the use of the register
can be made, without changing the purpos statement, may be worthless in



(b)

promoting trangarency or giving guidance. In fact, a pooly devised pumpose
statement may even be postively misleading.

Content of register available to search

Wha persond informationis to be contained on aregister, and how much of tha
is to be publicly available, are key questionsto answver when deiermining the
risks to privacy and how these risks may be addressed. The content of the
register should be set out in the legidation. The information necessary for
behind-the-scenes administrative use does not necessarily all need to be made
publicly available. This needsto be carefully considered on the basis of what is
necessary for the purposes for which the register is set up, and for the right of
public search, aswell as any risks to privacy.

Examples of legidation tha lists the contents of aregister and specifies a subst
available for pubic search indude

* Dog Control Act 1996 ss.34 and 35

* Land Trangport Act 1998 s.199

People@ race or ethnicity is sendtive information and it is generally ingppropriate
for it to form pat of a statutory register. However, the appropriateness of any
information may depend uponthe purpose and context. For example, in relation
to the electora roll, there is the choice for eligible people to register ther Maori
descent.

Another issueis the timeliness of the information displayed on a public register.
For example, s.18(c)(iii) of the Chartered Professiond Engineers of New Zeaand
Act 2002 states, in relation to a disciplinary matter, tha only orders madein the
last three years agang aregistered person may beinduded ontheregister.

Residential addressis a significant detail tha may carry paticular privacy risksif
released. Several approaches have been tried to address this issue (see aso
suppression schemes at (f) bdow). Address details are not, for ingance, released
from the register of driver licences and such ddails are available from the dog
register in only limited cases.

For example, s.28(3)(a) of the Radiocommunications Act 1989 provides tha
residential address information of naura personswill only be released with the
authorisation of the individud, which is achieved by way of an ptoutO
provision. However, amore privacy respectful, and perfectly workable, approach
would be by way of an ptinOprovision.

Anothe example is found in s.1352) of the Social Workers Registration Act
2003, which provides tha the published register mug not contain the home
addresses of registered soda workers. In fact, many occupaiond registers offer
the choice of whether a person®home address is to be contained in the register.

Further, listing in the legidation the ability to indude Gany other particularsOin
theregister should be avoided unless there is either guidance from the purpose of
the register or a protective process (e.g. the othe particulars will be issued by
regulations which enables privacy issues to be consdered in the Cabing
processes) set outin thelegidation.



(c) Appropriate search references

Public register privacy principle 1 requires that persond information be made
available from a public register only by search references tha are congstent with
themanne in which theregister isindexed or organised.

Search references are essentialy required for ease of administration. Registrars
will logically order ther records which were origindly stored in filing cabings
congstent with tha ordering. Search references naturally flowed from the subject
matter of the register or from the way it was organised. To obtain information
from a public register a searcher will nomally quote (or electronically enter) a
search reference.

Themechanism of search references ensures protection of privacy in a pragmatic,
although impefect, way. Someone who can quok the appropriate search
reference might be thoughtto have some sort of busness seeing the relevant
information. For example, s.57 of the Motor Vehicle Sales Act 2003 expressly
lists the criteria by which the register can be searched and the search references
are amed at only alowing those with a legitimate reason for searching the
register to beable to do so.

Settling uponthe appropriate search references is an important pat of the task of
addressing public register privacy issues. It requires consderation of wha search
references are bdieved to be appropriate to achieve the purposes of anew register
and, for example, whether searches by name should berequired or prohibited.

The issue becomes extremely important as we are now in the electronic age
whereby public registers may be hdd on a computer database. Constraints of
filing systems no longe apply. Since the physcal condraints will not protect
privacy, thelegd and administrative congraints have heightened importance.

Examples of statutes tha expressy set out search referencesindude
* Loca Govenment Act 1974,s5.1224(5)
RadiocommunicationsAct 1989,s.28(2)

Persond Property Securities Act 1999 s.172

Local Government (Rating) Act 2002,s.27(6)

Motor Vehicle Sales Act 2003,ss.57 and 79

It isdesirable that search references be specified in thelegidation itself.

If specifying the search reference in the establishing legidation, it may be
appropriate to alow for further search references to be added by delegaed
legidation. Namely, further search references may be able to be added at a later
stage by regulations or by a code of practice unde the Privacy Act. This is
intended to recognise the fact tha circumstances can change and new seconday
uses may become desirable. The process for allowing change is flexible, but
bringstrangarency and public accounibility. These are essential safeguards if
therangeof search referencesisto be expandel. If legidation establishing anew
public register also sets out its purposes, this can guide the process of evaluaing
congstency of new search references with theregister® primary purpos.



(d)

Examples of legidation tha alows further search references to be added
indudes:

* Local Government Act 1974,s.1222(5)(c)

* Local Government (Rating) Act 2002,s.27(6)(c)

Search rights on Oreed to knowObass

Mog privacy concerns do not arise smply because a person has used a register
for the primary purpos for which it was established. Geneally, the public
interest case for its primary use has been thoroughly goneinto. Often thereisa
congenaus as to the need for a register and a right to search (or at least, in the
absence of conenaus a determindion tha the public interest requires a right to
search to prevail over competing privacy interests). For themog pat, the privacy
concerns aboutopen public registers relate to use for other purposes. Sometimes
these pumposes are directly or indirectly related to the primary purmpo<.
Sometimes they have nothing to do with it. On occasion secondary uses are
actudly incompaible with the primary pumpos (e.g. where they discourage
registration).

Accordingly, one of the best ways to reconcile privacy interests with privacy
conarns is to establish a regime whereby information is channdled from the
register to people who have a propa (need to knowOthe information, so that it
will be used for purmposes compdible with theregister. This approach bringsthe
opeation of a pubic register closer to the approach of the information privacy
prindples.

At theend of theday, this approach meansthat the statutory register will not have
the full, open and unrestricted naure of many olde existing public registers.
However, for users with an appropriate need for the information, registers will
remain open and accessible.

An example of a public register which was recongituted on this basis is the dogs

register, open to search unde s.35 of the Dog Control Act 1996. Briefly, theway

tha that register opaatesistha it is:

* openonan urrestricted basisto alist of designaed officials and bodes, but

« otherwise information identifying a dog owner® address is only released to the
genera public onasearch for certain approved purposs.

The permissible purposes are set outin the Act. A mechanism is provided so as

to enaure the public searches are for the specified purposes, requiring members of

the public to identify themselves and to declare wha ther search isfor. Search

forms have been issued by regulation.

When specifying classes of personswho may search a register, this may be the
place to set out access by govenment officials as well (although this is not
strictly a public access matter). An example of specifying classes of persons
induding officias, who may search aregister isto befoundin the

* DogControl Act 1996 s.35

* Persond Propaty Securities Act 1999 s.173

* Motor Vehicle Sales Act 2003,ss.58 and 80

Further, s.199 of theLand Trangport Act 1998differentiates between information
ontheregister for official purposes and that available for public search.



(e) Bulk provision of information

()

A notable privacy problem for some registers is requests from busnesses for
details of many or al entries on a register for commercial use outside the
purposes of theregister. A typical such secondary useisfor direct marketing.

An example of an attempt to address this problem by restricting bulk provision of
information from a public register can be foundin the Rating Vaudions Act
1998,s.52(f). Section 52(f) provides tha regulations may be made prescribing
limitations or prohibitions on the bulk provison of district vaudion roll
informationfor purposes outside the purposes of the Act.

Thisissue has also been addressed overseas. For example, in Manitobas.17(6) of
the Freedom of Information and Protection of Privacy Act provides:

O/olume disclosure from a public register

The head of a public body shall not disclose to an applicart under this
Part personal information in a public regstry on a volume or bulk
bags.O

See a0 the discussion at part (g) bdow on theuse of controls, which offers
another legd meansto tackle problematic bulk seconday uses.

Suppression of personal detailsin exceptional cases

The best approach from a privacy perspective is to establish a new public register
with a clearly stated pupos with machiney provisons (such as search
references) designed to promote release of information for those reasonsand to
discourage release for incompaible purposes. However, sometimes there really
will be a need for an absolutely open and unrestricted search right, and therefore
attention turnsto safeguardstha will work in tha environment. One approach is
to recognise tha certain people have paticular needs to have some of thar
details, such asresidential address, suppressed.

Theneed for, and workability of, such proposls dependsuponthe information to
be publicly displayed on the register. If the register is intended to include
residential addresses then some consderation should be given to alowing
individuds to establish a case on certain grounds to have thar address, or the
entry, suppressed or hdd on aconfidential register.

Examples of suppression mechanismsindude
* Tranort (Vehicle and Driver Registration and Licenang) Act 1986,s.19(5)
* RadiocommunicationsAct 1989,s.28(3)(a)

* Electora Act 1993s.115

* Domestic Violence Act 1995,Part 6

* FisheiesAct 1996,s5.102(@3), 129@Q)

* Soda Workers Registration Act 2003 s.1352).

Thegroundusudly specified for a suppression provisionisthe persond safety of
the person or his or her family. Sometimes other interests such as a fear of
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haassment, desire to preserve privacy, or naiond security, may aso be
specified.

Residential address is not the only sensitive detail.  Section 217 of the Building
Act 2004 provides an example of a provison where certain other details may be
specially controlled. That provided a restriction on public access to any plan or
specification (on a building consent file) tha has been marked as beng
confidential because of the requirements of the building owner relating to the
security of thebuilding.

The confidential register provisions are a ussful backstop, even if a privacy-
friendly regime as described above is established. It may be tha reasonable
privacy expectationscan be met throughoptions(a) to (e) above buttha persons
having special concerns for ther safety may still need something extra to
guaantee their pasond well beng However, confidential register provisions
aloneare no subgitute for the privacy approach mentionad in (a) to (e).

Congderation will need to be given with any new public register as to whether
the Domestic Violence (Public Registers) Regulations 1998 should be applied to
the register or otherwise amendad. If the regulations are applied to the register
certain prescribed forms become applicable. The regulations (issued unde the
Domestic Violence Act, s.121) can aso be used for varying suppression periods
or setting out circumstances whee public discloure is pemissable
notwithganding a suppression direction.

Use of information obtained from a register

Thetechniques mentioned earlier are directed towards specifying the content of a
register, establishing the purposes of puldic search, and setting controls on who
might be able to access persond information on theregister. Asan alternative to
establishing the register on a (heed to know basisO (or as a supplement), it is
possible to devise a regime tha would place specia controls on the subsequent
use of information so obtained, ensuring tha information obtained from the
register isnot misused in a particular way.

This approach has not generaly been adoped in New Zealand public register
provisons However, use controls offer a mechanism tha can bereconaled with
a genera free flow of information. The creation of such controls may link with
thearticulated purpose for which aregister is established or be based on observed
or anticipaed misuse of register information.

One could draft a provision tha indicates the uses to which information from the
register is permitted to be used. This is sometimes expressed negatively to the
effect tha information mug not be used except for stated pumposes. An
aterndive approach might be to identify a particular problematic use and to
prohibit only that use.

For example, some overseas adopton registers allow release information about
birth parents but may prohibit its use for making direct contact, except through
approved channds. An example is the Adopion Act 2000 (New South Wales),
s.164, unde which a person may be required to give a statutory undetaking to



refrain from contacting the birth parent before information from the register is
released to them.

Anothe example where this techniquehas been utilised in another jurisdiction, is
s.177 of the CorporationsAct 2001 (Audralia) which states:

“Use of information on registers
(2) A person must not:
(@) useinformation about a person obtained from aregister kept under this Chapter
to contact or send material to the person; or
(b) to disclose information of that kind knowing that the information is likely to be
used to contact or send material to the person.
(1A) Subsection (1) does not apply if the disclosure of holding of the information is:
€] relevant to the holding of the interests recorded in the register or the exercise of
therights attaching to them; or
(b) approved by the company or scheme.O

Theuse control in tha sectionis given effect in three ways:

* Firgt, thereisan offence of strict liability: subsection (1B)

* Second, a person who contravenes the provision is liable to compensate
anyonewho suffers loss or damage because of the contravention: subection
(2)

* Third, anyonewho profits from the contravention is liable to accountto the
company for tha profit: subsections(3), (4).

In New Zealand, s.116 of the Electoral Act 1993 providestha certain people who
have access to information from the electoral roll on computer tapes commit an
offence if theinformation is used for a purpo% other than one autharised in the
Act. Similarly, s.200 of the Land Trangort Act 1998 limits the purposes for
which officials may use phoobgraphsfromtheDriver Licence Register. These are
both examples of controls on use by specialy approved classes of agency having
privileged access to register information tha is not geneally available to the
public.

Blair Stewart

Assistant Commissioner
June2005(Updéae of anote origindly released in 1999)



