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Exchange of Social Security Information  with the Netherlands

_______________________________

Report by the Privacy Commissioner to the Minister of Justice and the Minister of Social Development and Employment pursuant to section 19(2A) of the Social Welfare (Transitional Provisions) Act 1990 in relation to mutual assistance provisions in the revised reciprocity agreement on social security between New Zealand and the Netherlands

______________________________
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Privacy Commissioner
Te Mana Matapono Matatapu




Summary

The Social Welfare (Transitional Provisions) Act 1990 empowers the Government to enter into reciprocity agreements for mutual assistance on social security with foreign governments.  The Act also empowers the Government to enter into transborder information matching programmes in support of these agreements.

The Government has entered into a social security agreement with the Netherlands. The agreement provides for information to be exchanged in relation to changes in circumstances, general adjustments in benefit rates, social security debt recovery and tax information.  The purpose of these matches is to ensure that beneficiaries are paid their correct entitlements, to recover debts owed by a beneficiary resident in one country and due to the other country, and to assist in the proper calculation of taxes due.

The Privacy Commissioner is satisfied that the agreement complies with the privacy principles and other relevant provisions of the Privacy Act 1993, having particular regard to the information matching guidelines and rules.  He is also satisfied that the Netherlands privacy law provides adequate privacy protection for that personal information about New Zealand residents which may be supplied under the agreement.
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1.
STATUTORY AUTHORITY AND INTRODUCTION 

1.1
The Social Welfare (Transitional Provisions) Act 1990 has established a framework for giving effect to new reciprocal social security agreements and information matching programmes between the Ministry of Social Development (MSD) and its overseas counterparts.
  Specifically, s.19(1) of the Act provides that:

“For the purpose of giving effect to any agreement ... with the government of another country providing for reciprocity in respect of matters relating to social security monetary benefits ... the Governor General may, by Order in Council,—

(a)
Declare that the provisions contained in any agreement ... set out in a Schedule to the Order in Council shall have force and effect so far as they relate to New Zealand:

(b)
Declare that the provisions of this Act and of the Social Security Act 1964 and of Part 1 of the New Zealand Superannuation Act 2001 and of the regulations and orders in force under those Acts shall have effect subject to such modifications as may be required for the purpose of giving effect to the agreement ...:

(c)
Revoke any previous Order in Council which applied in respect of any such agreement ... which is no longer in force or which is intended to be no longer in force on the commencement of the Order in Council.”

1.2 Section 19(2A) further states:

“If an agreement ... contains a provision of the kind referred to in section 19A(2), no Order in Council in respect of that agreement ... may be made under subsection (1) unless the Privacy Commissioner has first presented a report to the Minister and to the Minister of Justice on the following matters:

 (a)
whether the provision complies with the privacy principles set out in the Privacy Act 1993, having regard to the matters set out in paragraphs (a) to (f) of section 98 of that Act:

(b)
if the provision is of the kind referred to in section 19A(2)(b), the adequacy of the privacy protection given in the other country to information about any individual that may be supplied by New Zealand under the provision.”

1.3 Reciprocal social security agreements have been entered into between MSD and its equivalent in the Netherlands, Sociale Verzekeringsbank (SVB).  An Order in Council is being sought to implement those agreements, which contain provisions of the kind referred to in section 19A(2)(a) and (b).

1.4 This report is made pursuant to section 19(2A) of the Social Welfare (Transitional Provisions) Act 1990 which requires me to evaluate the relevant provisions which the proposed Order in Council will implement against the information matching guidelines and rules, and to assess the adequacy of the privacy protection given in the other country to information about any individual that may be supplied by New Zealand under the provisions.

1.5 I first reported to you in 2001 in relation to the Social Welfare (Transitional Provisions) Amendment Bill
 and subsequently in 2002 in relation to the Australian arrangement entered into pursuant to the resulting Act.
  The 2001 report presaged the proposed Netherlands agreement and reported on an examination of the framework legislation.  I now report on the settled New Zealand-Netherlands arrangements for mutual assistance in social security. 

1.6 MSD has supplied to me an Information Matching Privacy Impact Assessment report (“IMPIA”).  In developing the IMPIA, MSD has worked with my staff, discussing the assessment in its draft stages.  The IMPIA acts as a useful resource for my task of reporting to you, and the process of developing it ensures that the agencies which will operate the proposed information matching programmes approach and consider the privacy aspects of their plans in a systematic way.

1.7 Some of the activity covered by this report is already being carried out by MSD and SVB under existing arrangements which will be superseded by the new agreement, some is already established by statute, and the remainder is new.

1.8 The scale of the activities dealt with by the proposal is indicated by the following figures estimated by MSD:

New Zealand beneficiaries living in the Netherlands    
800

Netherlands beneficiaries living in New Zealand
                     1900

Annual notification (in either direction) of change of circumstances 
2000

Annual requests by Netherlands for New Zealand income details        
25

Annual requests by Netherlands for debt collection action                  
 25
2.
the Agreement on Social securiTy Between the Netherlands and New Zealand MADe at the Hague on 30 june 2000

2.1 On 30 June 2000 the Government signed a new social security agreement with the  Netherlands. The agreement set out arrangements for the cost-sharing of payments to the elderly and people with severe disabilities who have lived in the Netherlands or New Zealand during their working lives and now live in the other country.  A complex system of data exchange is required to give each government the information it needs to successfully operate the agreement

2.2
Subsequent to, and consequent upon, the June 2000 agreement, further and more detailed arrangements have been entered into between MSD and VSB to implement the agreement. The key documents are:

(a) Agreement on Social Security between the Government of the Kingdom of the Netherlands and the Government of New Zealand, signed in The Hague on 30 June 2000 (the “Agreement”);

(b) Administrative Arrangement for the application of the Agreement between the Netherlands and New Zealand on Social Security (“the Administrative Arrangement”);

(c) Supplementary Administrative Arrangement for the application of the Agreement between the Netherlands and New Zealand on Social Security, (“the Supplementary Administrative Arrangement”).

A
The Agreement

2.3
Article 2 of the Agreement states that:

· for New Zealand the Agreement covers the laws governing New Zealand superannuation, invalids benefits, widows benefits, domestic purposes benefits paid to widowers, and veterans pension;

· for the Netherlands, the laws governing sickness insurance, general old age insurance, invalidity insurance for employed and self employed persons, general survivors insurance, and children’s allowances, and for the application of Article 5 also its laws on unemployment insurance.

2.4
Article 20 deals with the ‘Exchange of Information’.  Section 1 states that the competent authorities ‘shall communicate to each other any information necessary for the application of the agreement or of their respective social security laws’.  Section 2 goes on to be more specific and state that information and ‘other assistance’ shall be provided for:

· the determination or payment of any benefit,

· the recovery of any social security debt;

· the determination or recovery of any taxes or contributions levied in relation to social security.

2.5 If an institution does not hold the information being requested but that information is held by that country’s tax authorities, then section 3 provides for that information to be obtained from the tax authorities for the requesting institution, and section 4 permits the use of that information for the making of an assessment of tax due or detecting tax fraud.

2.6 Section 5 allows an institution to request from the other institution any information that may be required to make a return required by the person or body authorised to monitor compliance with that party’s privacy laws.

2.7 Section 6 requires that the administrative arrangements are to specify the conditions and procedures that the parties shall comply with when requesting or supplying information under Article 20.  It states the administrative arrangement must: 

· include provisions that ensure, in relation to New Zealand, that the safeguards that are required under New Zealand privacy laws in information matching agreements are complied with and that the arrangements are consistent with the information matching rules under New Zealand privacy laws.

· list the information that each party may request under the article.

2.8
Section 8 requires that information sent in accordance with the agreement shall be protected in the same manner as information gathered as information obtained under the social security laws of the receiving Party.

2.9
Article 21 permits each institution to request the other to supply to the other available medical and documentary evidence of a claimant’s or recipient’s sickness, injury or disability.  In addition each party may request the other to undertake administrative checks and medical examinations of the claimants or recipients of their respective benefits.

2.10 Article 22 deals with assistance in the recovery of debt.  Various sections of the article go on to state that:

(a) it must be a social security debt;

(b) the administrative practices used will be in accordance with the administrative practices used to recover its own social security debt;

(c) the debt cannot be recovered by the imprisonment of the debtor;

(d) the chief executive of the requesting institution must certify:

(i) the amount of the debt in both currencies;

(ii) that the requesting institution has pursued all means available in its own territory, except where recourse to those means would give rise to disproportionate difficulty;

(e) the amount of a debt able to be recovered concerning a deceased person or from that persons estate is limited to the value of the estate or the property acquired by each beneficiary of the estate;

(f) except when involving a recovery of an overpayment of a benefit, when Article 23 applies, the requested institution is not required to act upon the request:

(i) if the requesting institution has not pursued all means available in its own territory, except where recourse to those means would cause disproportionate difficulty, or

(ii) insofar as it considers the claim for the debt to be contrary to the Agreement etc;

(g) a minimum amount of debt to be recovered may be specified in the administrative arrangement to be made in accordance with Article 29;

(h) the period limiting the time in which a debt can be enforced is governed by the laws of the requesting state, but the requesting country must not commence action to recover debts older than 5 years;

(i) except where Article 23 applies, the request for the recovery of a debt must be accompanied by

(i) a certificate under paragraph 3,

(ii) any other document required for recovery,

(iii) where appropriate a certified copy of any related decision issued by a court or administrative body;

(j) recovery of debt may be by instalment arrangements, the collecting party may charge and deduct its reasonable costs.

2.11
Article 29 authorises the parties to establish, by means of an administrative arrangement, the measures necessary to implement the agreement.

B
The Administrative Arrangement

2.12
The Administrative Agreement builds further detail upon the general terms of the Agreement, including itemised lists of the personal information which may be requested and supplied and fixing such variables as the minimum amount of a social security debt which may be passed to the other country for collection (this being €250 in the case of Netherlands debts).

C
The Supplementary Administrative Arrangement

2.13 Certain detailed operational matters such as file formats and frequency of data transfers had not been finalised between the parties at the time that the Administrative Arrangement was signed in 2002.  Those are now contained in a Supplementary Administrative Arrangement signed in June 2003.

2.14 The Agreement, the Administrative Arrangement and the Supplementary Administrative Arrangement, together constitute a comprehensive agreement between the corresponding social security institutions of the two countries which is the equivalent of an information matching agreement normally required by s.99 of the Privacy Act.
  This satisfies the requirement in section 19C(1)(d) of the Social Welfare (Transitional Provisions) Act 1990 that such an agreement must be put in place before a request for, or supply of, information is made under a reciprocal social security arrangement.

3.
THE INFORMATION MATCHING PROGRAMMES

Scheme of the information matching programmes

3.1
The proposed information matching programmes are of four types:

(a) advising grants of benefits and changes in circumstances of individual clients,

(b) advising of general adjustments in benefit rates,

(c) requesting debt recovery action on behalf of the other responsible institution,

(d) providing taxation information.

3.2
The advising of new grants, change in circumstances, and general adjustments:

· from SVB to MSD in respect of persons  resident in the Netherlands; and

· from MSD to SVB in respect of persons resident in New Zealand.

3.3 The tax information match will be between MSD and Inland Revenue Department (IRD) with MSD effectively acting as agent for the SVB in obtaining and forwarding to the Netherlands certain income information which SVB has requested regarding identified individuals. This is an authorised information matching programme which is already established by legislation.

3.4
The various activities involved in the information sharing arrangements (described below and depicted in the flow charts in Appendix 2) share certain characteristics which might raise privacy concerns.  They involve the disclosure of potentially sensitive personal information held by New Zealand agencies (MSD and IRD) which would, in the absence of authorising legislation, be prohibited by the Privacy Act.  They also involve the determination that an individual shown on one record is or is not the same individual as someone listed in another record, and that determination may lead to some adverse consequences for an individual who might be correctly or incorrectly matched. Finally, they involve the transfer of personal information to or from an entity outside the jurisdiction of New Zealand. 

3.5
Given the relatively small populations involved with the Netherlands social security mutual assistance, most of the activities covered by the agreement will be carried out by manual processing as opposed to an automated computer system.  Although this avoids certain additional concerns associated with reliance upon automated decision-making, the other features set out in the preceding paragraph still apply to warrant some form of monitoring of how these activities are conducted in practice.  Treating all of these activities as if they were authorised information matching programmes under Part 10 of the Privacy Act has the effect of applying a monitoring regime which is well-suited to addressing the concerns which would naturally arise.

3.6
Section 19D(3)(e) of the Social Welfare (Transitional Provisions) Act 1990 applies sections 100 to 102 and sections 104 to 106 of the Privacy Act to social security agreements that involve the supply between governments of information for social security purposes.
  The activities outlined above are of that nature.  

3.7
I will monitor the activities under each of these matching programmes through the receipt of regular reports from MSD, and will summarise my observation in my own annual report.  This should assist in maintaining Parliamentary and public confidence in the information handling processes involved.

A
The Initial Match

3.8
The first match undertaken for a particular beneficiary will, for new beneficiaries, be the advice of a grant of a benefit.  For existing beneficiaries this could be a change in circumstances or general adjustment match.  

3.9
An applicant for a benefit in either country is required to give details of any other income they receive, including benefits.  Where such a benefit is being received from another country, the applicant is required to give their reference number with that other country’s benefit authority.  The receiving party will record the other party’s reference number on their client database and, in the case of MSD, send the client a notice in the form of a letter advising them of the SVB reference number that has been recorded against their New Zealand benefit or pension record.  The notice fulfils the obligation upon MSD under section 19D(4B) of the Social Welfare (Transitional Provisions) Act 1990 and under s.103 of the Privacy Act 1993.  Its issue is triggered automatically by the new entry of an SVB reference number into the MSD client database.

3.10
The letter will also state that, in future, information concerning changes of circumstances will be transferred between the two countries using this reference number, and that adverse action (such as benefit rate adjustments, suspension and/or cancellation) based on this information may be taken without further notice.   In fact, any change in New Zealand benefit which has been occasioned by information about that individual coming in from the Netherlands will be notified to the individual in writing by MSD as part of the usual benefit administration process, and that notification would explain the reason for the adjustment.

3.11
The entry of an SVB reference number onto the MSD clients database takes effect only after a number of days have passed following the sending out of the notice, allowing time for the recipient of the notice to contact MSD and dispute that the quoted SVB reference number properly applies to them.  In the event of any such dispute, the matter will be inquired into and taken up with the individual (and, when necessary, with SVB) to re-check the information before the SVB number is fully entered into that person’s record in the MSD database.

B
The Change in Circumstances Match
3.12
When a New Zealand beneficiary resident in the Netherlands undergoes a change in circumstances (as detailed in the next paragraph) the SVB will prepare a liaison form which will be sent, either by post or facsimile, to MSD.  Similarly, MSD prepare and send to SVB a liaison form in respect of any changes in circumstances being entered on the MSD database in respect of persons who are recorded as receiving a Netherlands benefit.

3.13
The changes in circumstances that will be subject to notification are:

(a) grant of benefit or pension

(b) change of name

(c) change in marital status

(d) death of client or spouse or partner

(e) change in the number of dependent children

(f) change of bank account details

(g) change in country of presence

(h) change of service status (e.g. benefit suspended, cancelled, expired, resumed or declined).

3.14
The following information may also be communicated as required: 

(i) change in rate of benefit or pension payable (advised by electronic spread sheet files in response to requests)

(j) change of income (advised by individual liaison forms, upon request).

3.15
The liaison form will contain both SVB and MSD reference numbers, client name, address and date of birth, which will all be used together to ensure that the correct client is matched. 

3.16
This formalises an existing process and incorporates it into the overall mutual assistance activity between MSD and SVB.

3.17
Currently about 2,000 liaison forms a year pass in each direction.  MSD expects that the flow of information will continue at the existing rates. 

C
The General Adjustment Match

3.18
This match involves the bulk notification to one party of a change in general benefit levels paid by the other party.  It is carried out by electronic information matching.

3.19
New Zealand benefits and pensions are adjusted annually, while those of the Netherlands are usually adjusted twice a year and sometimes more often.  It is estimated that there are about 1,900 New Zealand residents who are receiving Netherlands benefits, and 800 Netherlands residents who are receiving New Zealand benefits.

3.20
Whenever one party is about to make a general adjustment of benefit rates, it will advise the other party.  That other party will prepare an electronic file with an entry for each individual to whom it pays benefits, and who is shown to be also in receipt of a benefit from the first party.  The file contains the respective individual reference numbers (unique identifiers for benefit purposes) of both countries. 

3.21
This electronic file is sent by courier to the party which is going to be making a general adjustment.  It is run by that party against its own database, identifying individuals by its own reference numbers, and the new amount of benefit payable by that party is appended to the incoming record of each individual. MSD and SVB have established, and will continue to monitor, rules by which only those benefits or parts of benefits which the other party needs for its own assessment of benefit will be reported.

3.22
If an entry on the incoming electronic file is not automatically and successfully matched against an entry in the receiving party’s database, an exception report will be generated.  This will result in a manual check and individual search for the correct matching entity.  

3.23
The electronic file, now updated with the adjusted benefit amount being paid by the second party, is returned by courier to the first party.  It is then run against that first party’s database, using that party’s own unique identifiers, to update the  database’s record of income received from the overseas benefit supplier.  A failure to make a successful automatic match will result in a manual check and search to identify the correct corresponding record. Exception reports will be generated and the matter checked manually where the amounts uploaded are greater than or less than the expected parameters.

D
The Debt Recovery Match

3.24
As part of the mutual assistance activity, each party is now to assist the other in recovering debts which are due to the other by an individual believed to be resident in the party’s country.  Assistance in the recovery of such debts has not previously been offered or requested.

3.25
The debts in question are those which have arisen from some past over-payment of a benefit, where the individual is believed to be living in the other party’s country, and where the creditor has exhausted reasonably available local recovery procedures. The debt must be above a set minimum amount, presently €250 or NZ$500.

3.26 The scale of this debt recovery assistance is expected to be small.  SVB has suggested that there will be no more than 25 cases a year in which it would seek MSD assistance.  Although the Agreement and the proposed Order in Council do allow for information to flow the other way, MSD has no plans at present to request such assistance.  

3.27
The process will operate by SVB providing MSD with details of the debt and the debtor and certifying that the debt is a social security debt, its recovery is enforceable under Netherlands law and does not contravene a five-year limitation rule, local remedies have been exhausted, and any review or appeal rights have been exhausted or expired.  SVB will also supply any documents required to enforce the debt, such as certified copies of applicable judicial or administrative instruments.

3.28 MSD will first establish whether the debtor is a current recipient of New Zealand benefits by matching the incoming debtor details against its database. In light of the small numbers involved, this matching will be carried out on a manual basis. It is expected that most of these debtors will be current recipients of New Zealand benefits, which opens the possibility of collecting the debt by deduction of repayment instalments from regular benefit payments.  Where the debtor is not a current beneficiary, MSD will pursue usual debt recovery measures. Before any such action is taken, MSD will write to the debtor, advising of the information received from SVB and giving an opportunity to dispute that the debt relates to the addressee.  That letter is intended to satisfy the requirements of s.103 of the Privacy Act.

E
The Tax Information Match

3.29
Some benefits payable by the Netherlands to persons who receive income from or in New Zealand are affected by that income.  The Netherlands require information from IRD of taxable New Zealand income for such persons.  Section 85B of the Tax Administration Act allows IRD to disclosure information on taxpayers to MSD where there is a social security agreement between New Zealand and another country providing for such exchanges.  Thus the legislative framework for this information matching programme is already in place, and it will automatically apply to this match once the Order in Council is made.

3.30 The transfer of information will be effected by SVB passing a request to MSD, which will obtain the requested information from IRD and pass it on to SVB.  MSD has no plans to make similar requests for tax information from the Netherlands, although the Agreement makes provision for this to happen.

3.31 It is estimated that there will be approximately 25 such requests a year made by SVB.  They will be dealt with individually on a manual basis by MSD and IRD.

3.32 Part 10 of the Privacy Act will apply to this match as an authorised information matching programme.  

4.
COMPLIANCE WITH INFORMATION MATCHING GUIDELINES (Section 98 of the Privacy Act)


Section 19(2A)(a) requires me to report upon whether the provisions of the Social Security agreement complies with the information matching guidelines set out in s.98 of the Privacy Act.

A
Whether or not the objective of the programme relates to a matter of significant public importance – section 98(a)

4.1
MSD states that these information matching programmes are vital to the implementation of the mutual assistance provisions of the revised Social Security Agreement with the Netherlands, and that this gives New Zealanders greater freedom in deciding where to retire.  It also ensures that the New Zealand and the Netherlands Governments share the costs of social security equitably.

4.2
I conclude that these information matches have as their objectives “matters of significant public importance”.

B
Whether or not the use of the programme to achieve that objective will result in monetary savings that are both significant and quantifiable, or in other comparable benefits to society -- section 98(b)
4.3 The operation of these information matching programmes is an integral part of the new arrangements for mutual assistance in social security between New Zealand and the Netherlands.  I am informed by MSD that the monetary benefit to New Zealand of those arrangements is estimated to be in the region of $7 million annually.  I understand that the Netherlands would have terminated the previous social security agreement had New Zealand not agreed to the new information sharing and debt recovery arrangements.  Had there been a delay in reaching agreement, the level of Dutch benefits paid to New Zealand residents would have been reduced from 2000 and stopped altogether in 2002 in the absence of a new agreement.

4.4 Additionally, there is an unknown further saving possible in that the new arrangements will produce information from the Netherlands about income received by individuals in New Zealand from Netherlands benefits which may not have been declared to New Zealand; factoring such income into the calculation of New Zealand benefits payable to those individuals should result in a saving to New Zealand.  I am informed that this information from the Netherlands could not previously be disclosed to MSD because of the Netherlands privacy laws, but will be lawfully made available in the course of implementing and operating the new Social Security Agreement. 

4.5
I conclude that these matches will result in monetary savings “both significant and quantifiable”.

C
Whether or not the use of an alternative means of achieving that objective would give either of the results referred to in paragraph (b) of section 98 – section 98(c)

4.6 The objective of implementing the Agreement with the Netherlands necessarily involves each side receiving information from the other, and applying that information in the administration of its own social security benefit systems.  The general adjustment information matching programme is the only one of the activities resulting from the Agreement which will be substantially automated.  The task is conducted in much the same way already. Moving to a less automated system would constitute a reversion to manual and inefficient methods of processing the data, with three annual workload peaks that would incur a substantial additional clerical cost. 

4.7
For the change in circumstances matches, the alternative method of relying on the client to provide the information was considered and rejected for the following reasons:

· the client would incur additional compliance costs;

· the slower speed of the likely information exchange would result in increased client debt because of larger overpayments;

· increased likelihood that a client would tell one agency and not the other with the result that their records would not be synchronised;

· increased administration costs to deal with such advices using a manual system.

4.8
In addition, the sending of notices to a client every time a change in circumstances or a general adjustment was advised, instead of relying upon the proposed method of using an established  match of the respective social security reference numbers, was also considered and rejected because of:

· the likelihood of increasing the size of overpayments as a result of the delay awaiting a response to a notice; and 

· the costs of sending such notices for twice annual Netherlands rate reviews.

4.9
In the circumstances I do not believe that there is a better alternative to these information matching programmes.

D
Whether or not the public interest in allowing the programme to proceed outweighs the public interest in adhering to the information privacy principles the programme would otherwise contravene – section 98(d)

4.10 MSD concedes that these matches may involve a departure from information privacy principles 2, 10 and 11 (involving respectively the use of personal information sourced from other than the individual concerned, using information supplied for one purpose for another, and disclosing information) but believes that this is justified by the public interest.  There may also be an issue in relation to principle 12.

4.11
I concur with MSD’s view that there is a public interest in allowing the programmes to proceed which, to the limited extent that these programmes can be said to contravene any of the information privacy principles, outweighs the public interest in adhering to those principles.

E
Whether or not the programme involves information matching on a scale that is excessive – section 98(e)
4.12
Most of the programmes involve only two agencies, MSD and SVB.  The Tax Information Match involves three agencies, MSD and IRD and SVB, but the presence of MSD (essentially as an agent or go-between) is required by the terms of the Agreement.  I consider that the scale of information matching in terms of the involvement of separate agencies is not excessive.

4.13 The scale of information matching in terms of the numbers of records which are disclosed and matched is minimal, in that only those cases which appear to require the transmission of information from one party to another are disclosed and matched.  This is a function of the character of these information matching programmes, which is quite different from the more usual pattern of information matching where many records are sent for matching with the object of detecting just a few cases where some action warrants being taken as a result of the matching.

4.14 I am satisfied that these information matching programmes do not involve matching on a scale which is excessive.

F
Whether or not the programme will comply with the information matching rules – section 98(f)


Rule 1
Notice to individuals affected

4.15
Clients are advised at the time of applying for a New Zealand benefit/pension that testing for any entitlement to an overseas pension is required and that they may take part in an information matching programme. The advice is given by means of notices printed on the application forms themselves.  MSD has also supplied assurances that “some form of publicity programme- including brochures, news releases” will be undertaken.


Rule 2
Use of unique identifiers

4.16
Both the SVB and MSD reference numbers are existing unique identifiers and their use is central to the operation of this match (it is the combination of these two numbers together with the date of birth that are central to the matching algorithm).  Thus their use is within the parameters of the purposes for which the unique identifiers are assigned, and their use in these information matching programmes is essential.  


Rule 3
On-line transfers

4.17
The matching programmes operate by a batch process conducted within MSD’s internal systems. There are no on-line transfers of information.


Rule 4
Technical standards

4.18
Draft Technical Standards Reports for all 4 matches were appended to the IMPIAs.


Rule 5
Safeguards for individuals affected by the programmes

4.19
The procedures that have been described to me provide me with assurances that MSD will make every reasonable effort to ensure that it does not use any information which may be in error.  


Rule 6
Destruction of information

4.20
Information received by MSD in these matching programmes which is used to grant, decline or adjust a benefit will be retained for the normal period agreed with the Chief Archivist.  Information received by MSD in these programmes which is not matched or used in this way will be destroyed as soon as practicable.


Rule 7
No new databank

4.21
No new databanks are being established as the result of these matches.


Rule 8
Time limits

4.22
The general adjustment match will normally be run three times each year, and will only be run when a general adjustment is to be notified by one country to another.  The other information matching programmes will operate on an ad hoc basis throughout the year as enquiries or notices of change are received.

4.23 Section19C(1)(d)(iv) provides that the information matching rules apply (with all necessary modifications) to the request for and supply of social security information for social security purposes under the Agreement.  Compliance remains a legal obligation.  It is my understanding that the Agreement, Administrative Arrangement and the Supplementary Administrative Arrangement, which collectively constitute the agreement between MSD and SVB for the operation of the information matching programmes, do conform to the information matching rules.  

4.24 In light of the above observations, I am satisfied that these information matching programmes will operate in accordance with the information matching rules.

5     COMPLIANCE WITH PART 10 OF THE PRIVACY ACT

5.1
Section 19D(3)(e) of the Social welfare (Transitional Provisions) Act 1990 provides that any provisions made by Order in Council which is of the type proposed here is subject to sections 100 to 104 and 104 to 106 of the Privacy Act, as if the provisions were an authorised information matching programme and  MSD were the only specified agency involved in the programme.

5.2
Section 100 is permissive and allows an agency to take adverse action against an individual on the basis of a discrepancy produced by an authorised information matching programme, subject only to limits imposed by other enactments or rules of law.

5.3
Section 101 sets out time limits within which the information produced by an authorised information matching programme must either be put to use or must be destroyed.  Compliance with this section depends upon what is to be counted as a “discrepancy” and an “adverse action” in these circumstances.  Both terms are defined in section 97.  “Discrepancy” means a result of an authorised information matching programme that warrants the taking of further action by an agency for the purpose of giving effect to the objective of the programme.  In this case, the “discrepancy” might simply be the recording of a new rate of benefit paid by the other country, because the objective of the programme is to provide communicate such information in order that each country may calculate and pay an individual’s correct benefit entitlements.  The new information warrants the taking of further action by way of benefit recalculation.  “Adverse action” generally means some action that may adversely affect an individual’s rights or benefits, and would be appropriate here where the incoming information is of a benefit increase by the other country which has the effect of reducing the benefit payable in the country of residence.  It is not so clear how s.101 would apply to a case where the incoming information is of a decrease in overseas benefit or some other change in circumstances which warrants a greater benefit being paid in the country of residence; the resulting recalculation might not normally be thought of as an “adverse” action.  However, the definition specifically allows for an adverse action to be “a decision … to alter the rate or amount of a monetary payment”, which catches even the cases where the resulting action is an increase in such payments.  On this basis, the intentions of MSD in the operation of these information matching programmes will comply with the requirements of s.101.

5.4
In the event that further consideration of the position of MSD under s.101 suggests that, in a particular case or class of cases, application of the section could have the unexpected effect of requiring MSD to destroy certain information derived from the information matching programme which ought normally to be kept for audit or other purposes, I have discretion under s.102 extend the s.101 time limit for destruction where I am satisfied that MSD cannot reasonably be required to meet the time limit.  Whilst I do not presently consider that this discretionary power will be needed here, I note that is potentially available in cases where an unexpected application of the terms of s.101 would produce an unexpected and administratively unacceptable outcome. 

5.5 Section 104 requires a specified agency to make reports to me on the operation of an authorised information matching programme.  Although the details of such reports have not yet been finalised, MSD should be in a position to report to me in the detail and with the regularity which I will require.  I note here that the agreement imposes an obligation upon SVB to provide MSD with information about the programmes which MSD might need in order to make its reports to me.  I am therefore confident that the programmes will comply with s.104.

5.6 Section 105 provides that I am to include in my annual report certain details concerning the operation of each authorised information  matching programme. I anticipate no special difficulty in doing so in respect of these programmes.  However, I ought to observe as a general matter that I have received no additional funding to carry out my oversight or reporting on these (or other) new programmes and this places a great pressure on my limited information matching resources.

5.7 Section 106 provides for me to carry out periodic reviews of the statutory authorities for information matching.  The application of s.106 to these programmes, effected via s.19D of the Social Welfare (Transitional Provisions) Act, anticipates the Privacy Commissioner making periodic review of the programmes covered by the proposed Order in Council every 5 years.

6
ADEQUACY OF PRIVACY PROTECTION IN THE NETHERLANDS

6.1
I am satisfied that the Netherlands law provides adequate privacy protection to information supplied under the Agreement.  There has been data protection law for many years in the Netherlands and this was recently strengthened by the enactment of a new Personal Data Protection Act (Wet bescherming persoonsgegeevens; Stb 2000, 300) which came into force on 1 September 2001.  This law fully implements the European Data Protection Directive.

7
SUMMARY OF CONCLUSIONS

7.1
I am satisfied that the information exchange arrangements, including the group of information matching programmes covered by the proposed Order in Council, are generally in accord with the information privacy principles.  Where the proposals do not comply with the principles, I am satisfied that they are justified having regard to the matters set out in the information matching guidelines.

7.2 I am also satisfied that the operation of the information matching programmes will comply with the requirements of ss.100 to 102 and 104 to 106 of the Privacy Act, these provisions being applied to the programmes by s.19D of the Social Welfare (Transitional Provisions) Act as if the programmes were authorised information matching programmes in terms of Part 10 and the Third Schedule of the Privacy Act.

7.3
I am satisfied that the Netherlands law does provide adequate privacy protection in respect of the personal information which will be transferred to that country under the provisions of the Agreement. 

B H Slane

Privacy Commissioner

3 July 2003

Appendix  1

Social Welfare (Transitional Provisions) Act 1990

19
Adoption of reciprocity agreement with other countries

(1)
For the purpose of giving effect to any agreement or Convention with the government of another country providing for reciprocity in respect of matters relating to social security monetary benefits, or to any alteration thereto, the Governor General may, by Order in Council,—

(a)
Declare that the provisions contained in any agreement or Convention or alteration thereto set out in a Schedule to the Order in Council shall have force and effect so far as they relate to New Zealand:

(b)
Declare that the provisions of this Act and of the Social Security Act 1964 [and of Part 1 of the New Zealand Superannuation Act 2001] and of the regulations and orders in force under those Acts shall have effect subject to such modifications as may be required for the purpose of giving effect to the agreement or Convention or alteration thereto:

(c)
Revoke any previous Order in Council which applied in respect of any such agreement or Convention which is no longer in force or which is intended to be no longer in force on the commencement of the Order in Council.

(2)
The Governor-General may, by the same or a subsequent Order in Council, specify the date on which any Order in Council made under subsection (1) of this section is to come into force, which may be a date before or on or after the date on which the Order in Council is so made.

[(2A)
If an agreement or Convention or alteration to an agreement or Convention contains a provision of the kind referred to in section 19A(2), no Order in Council in respect of that agreement or Convention or alteration may be made under subsection (1) unless the Privacy Commissioner has first presented a report to the Minister and to the Minister of Justice on the following matters:

(a)
whether the provision complies with the privacy principles set out in the Privacy Act 1993, having regard to the matters set out in paragraphs (a) to (f) of section 98 of that Act:

(b)
if the provision is of the kind referred to in section 19A(2)(b), the adequacy of the privacy protection given in the other country to information about any individual that may be supplied by New Zealand under the provision.

(2B)
Subsection (2A) does not apply to a provision that relates solely to the recovery of moneys paid under the agreement or Convention in excess of that to which the recipient was entitled under that agreement or Convention.]

(3) and (4) [omitted – concern repeals and revocations]

[19A
Inclusion of mutual assistance provisions in reciprocity agreement

(1)
In this section and in sections 19B to 19D,—

agreement means an agreement or Convention with the government of another country of the kind referred to in section 19, or an alteration to an agreement or Convention of that kind

competent institution means an institution of a party that is responsible for the application of the agreement

party means a government that has entered into an agreement

requested institution means the competent institution of a party to which a request is made by the competent institution of the other party

requesting institution means the competent institution of a party that makes a request to the competent institution of the other party

social security laws, in relation to a party, means the laws of that party relating to social security, including laws relating to taxation or other contribution levied specifically for social security

social security purposes include—

(a)
the administration of the social security laws of a party:

(b)
the collection of the social security debts of a party:

(c)
the maintenance of the social security laws of a party, including the prevention, detection, prosecution, and punishment of offences under those laws:

(d)
the enforcement of any social security laws of a party imposing a pecuniary penalty:

(e)
the conduct of any proceedings under the social security laws of a party before any court or tribunal.

(2)
An agreement may contain—

(a)
provision for the governments of New Zealand and the other country to provide each other with assistance in the recovery of social security debts; or

(b)
provision for those governments to supply each other with information for social security purposes; or

(c)
both provisions described in paragraphs (a) and (b).

(3)
No provision of the kind referred to in subsection (2)(a) may be included in an agreement unless it [is subject to] the terms and conditions set out in section 19B or terms and conditions to the like effect.

(4)
No provision of the kind referred to in subsection (2)(b) may be included in an agreement unless it [is subject to] the terms and conditions set out in section 19C or terms and conditions to the like effect.

(5)
Nothing in section 19(2A) or this section prevents an agreement containing other provisions for mutual assistance if those provisions are not of the kind referred to in subsection (2).]

[19B
Terms and conditions for recovery of social security debts

(1)
The terms and conditions referred to in section 19A(3) are—

(a)
assistance to recover any social security debt of a party may be provided by the other party only in respect of a debt—

(i)
that has been found or determined to be owing in the country concerned by a court or tribunal having jurisdiction in the matter, or by a person, body, or organisation in that country acting administratively within the terms of his, her, or its lawful authorisation; and

[(ii)
in respect of which any right of review or appeal of the determination of the debt, under the law under which the debt was determined (other than a right of judicial review or complaint under laws relating to administrative decisions generally, or under human rights laws),—

(A)
has been exhausted or has expired; or

(B)
if there is no time limit for the exercise of any such right, has not been exercised, or has been exercised and the review or appeal has been finally determined; and]

(iii)
that may be lawfully recovered under the laws of that country; and

(iv)
that was first found or determined to be owing less than 5 years prior to the date that the request for assistance is made, except as provided in subsection (2):

(b)
when providing assistance to recover any social security debt of a party, the party giving the assistance is not required to—

(i)
give priority to the recovery of social security debts of the other party; and

(ii)
take any measures for recovery not provided for under the laws relating to the recovery of debts of that party:

(c)
a party may not seek to recover a social security debt by imprisonment of the individual by whom it is owed or of any other individual:

(d)
any recovery of a social security debt of a deceased individual is limited to the value of that individual's estate:

(e)
any institution, court, or tribunal involved in the recovery of a social security debt may defer recovery of the debt, or may order or arrange for the debt to be paid in instalments, if—

(i)
the institution, court, or tribunal has the power to do so; and

(ii)
it is its normal practice to do so:

(f)
a party may give assistance only in respect of a social security debt that the requesting institution has certified is of a kind described in subparagraphs (i) to (iv) of paragraph (a):

[(fa)
if a party gives assistance in respect of any social security debt for which there is no time limit for exercising any right of review or appeal of the determination of the debt under the law under which the debt was determined, or for which there is a time limit but a right of review or appeal may be exercised after its expiry in the discretion of the court or tribunal or body or person concerned, or in the discretion of any other person,—

(i)
the requesting institution must immediately advise the requested institution if any such right is exercised; and

(ii)
the requested institution must defer recovery of the debt until notified by the requesting institution that the review or appeal is finally determined:]

(g)
the party requesting assistance to recover a social security debt must pay the costs of the other party of recovering the debt, including court costs or other fees payable under the laws of that party.

[(1A)
For the purposes of subsection (1)(a)(ii), a right of review or appeal under the law under which a debt was determined has expired—

(a)
if the right has not been exercised within the time limit provided for its exercise; and

(b)
irrespective of whether the court or tribunal or body or person that would have jurisdiction in respect of the review or appeal, or any other person, retains a discretion (however expressed in that law) to allow the right of review or appeal to be exercised after that time.]

(2)
Where any institution, court, or tribunal defers the recovery of a social security debt, or orders or arranges for a social security debt to be paid by instalments, the 5-year period referred to in subsection (1)(a)(iv) is extended by the period of deferral or, as the case requires, the period over which the debt is to be paid by instalments.]

[19C
Terms and conditions for exchange of information for social security purposes

(1)
The terms and conditions referred to in section 19A(4) are—

(a)
a request for information relating to an individual may be made only for social security purposes:

[(b)
the requested institution of a party may supply to the requesting institution any information about the person to whom the request relates that it holds or is lawfully able to obtain:]

(c)
the requesting institution of a party (the requesting party) to whom information is supplied by the requested institution of the other party may supply that information to the taxation authorities of the requesting party for either or both of the following purposes:

(i)
making an assessment of the tax due by any person under the laws of the requesting party relating to taxation:

(ii)
detecting tax fraud or tax evasion under the laws of the requesting party:

(d)
every request for and supply of information made by and to the competent institutions of the parties must be made in terms of an agreement between the competent institutions of the parties that—

(i)
specifies the types of information that the competent institutions may supply to each other; and

(ii)
limits the supply of information to the types of information specified; and

(iii)
subject to subparagraph (iv), in relation to New Zealand, contains, with all necessary modifications, the safeguards required to be set out in an information matching agreement within the meaning of section 99 of the Privacy Act 1993; and

(iv)
in relation to New Zealand, requires the information matching rules set out in clause 4 of the Schedule 4 of the Privacy Act 1993, with all necessary modifications, to be applied; and

(v)
in relation to New Zealand, has been agreed to by the Privacy Commissioner under the Privacy Act 1993, the Commissioner having had regard to the information matching guidelines in section 98 of that Act:

(e)
Subject to paragraphs (b) and (c), any information supplied by a party to the other party must be subject to the same privacy protections as any other personal information obtained under the social security laws of the other party:

(f)
no party that receives, under the agreement, personal information about any individual from the competent institution of the other party may supply that information to any other country without the prior written consent of that competent institution or the individual concerned:

(g)
a party must supply the competent institution of the other party with any information required by that institution to answer any questions or to make any report or return required by a person or body authorised to monitor compliance with that party's privacy laws.

(2)
In relation to New Zealand, section 99(4) of the Privacy Act 1993 applies, with any necessary modifications, to an agreement between the competent institutions of the parties under subsection (1)(d).]

19D
Actions by chief executive under mutual assistance provisions

(1)
Where an Order in Council is made under section 19 in respect of an agreement which contains a provision of the kind referred to in section 19A(2)(a),—

(a)
any social security debt of the other country may, in accordance with and subject to the provision and to the extent that it has not been recovered in the other country, be recovered by the chief executive under section 86(1D) of the Social Security Act 1964 as if it were a debt due to the Crown; and

(b)
any amount so recovered may, after the deduction of the costs of collection, be paid to the other country without any further appropriation than this paragraph.

(2)
For the purposes of subsection (1)(a), a certificate signed by an authorised officer of the competent institution of the other country that the debt is of a kind described in subparagraphs (i) to (iv) of section 19B(1)(a) is, in the absence of proof to the contrary, sufficient evidence of the existence of the debt.

(3)
Where an Order in Council is made under section 19 in respect of an agreement which contains a provision of the kind referred to in section 19A(2)(b),—

(a)
the chief executive may supply any information in the department's possession about any person to, or receive information about any person from, the competent institution of the other country in accordance with, and subject to, the provision:

(b)
the chief executive may from time to time, in accordance with arrangements made in an agreement with the Commissioner of Inland Revenue, supply any information received from the competent institution of the other country to the Commissioner for either or both of the purposes referred to in section 19C(1)(c):

(c)
if any information received from the competent institution of the other country under the provision has produced a discrepancy and the chief executive proposes to take action against an individual as a result, the chief executive must give that individual written notice—

(i)
specifying particulars of the discrepancy and of the adverse action the chief executive proposes to take; and

(ii)
stating that the individual has 5 working days from the receipt of the notice in which to show cause why that action should not be taken:

(d)
the chief executive may not take any adverse action against an individual to whom a notice has been sent until the expiry of the 5 working days referred to in paragraph (c)(ii):

(e)
sections 100 to 102 and 104 to 106 of the Privacy Act 1993 apply in respect of the provision as if the provision were an authorised information matching programme and the department were the only specified agency involved in that programme.

(4)
Nothing in paragraph (c) or paragraph (d) of subsection (3) prevents the chief executive from taking adverse action against an individual if compliance with the requirements of subsection (3)(c) would prejudice any investigation into the commission of an offence or the possible commission of an offence.

[(4A)
Subsection (4B) applies if—

(a)
an agreement contains a provision of the kind referred to in section 19A(2)(b); and

(b)
the social security purposes concerned are wholly or principally the administration of the agreement itself; and

(c)
the parties to the agreement are likely to frequently exchange information about individuals for the purposes of granting or paying benefits under the agreement, calculating the rates of benefits payable under the agreement, or calculating the rates of other benefits that are affected by the rates of benefits payable under the agreement.

(4B)
If this subsection applies, if any information received from the competent institution of the other country under the provision contains identifying information about any individual (including the unique identifier assigned to that individual by that institution) who has applied for a benefit payable under the agreement in either country and produces a discrepancy with information already held about that person by the chief executive, and the chief executive has not previously given notice under this subsection, the chief executive must give that individual written notice—

(a)
specifying particulars of the discrepancy and of the action the chief executive proposes to take as a result of that discrepancy; and

(b)
specifying the unique identifiers assigned to that individual by the competent institutions of both countries; and

(c)
informing him or her that information received from the other country about that individual will be matched with information in the department's possession using those unique identifiers; and

(d)
specifying the kinds of information about the individual that the chief executive is likely to receive from the other country under the agreement; and

(e)
specifying the kinds of actions that the chief executive may take as a result of information about that individual received at any subsequent time from the other country under the agreement; and

(f)
specifying the likely consequences of those actions for any benefit payable to that individual under the agreement or otherwise; and

(g)
stating that the individual has 5 working days from the receipt of the notice to show cause why the chief executive should not take the action referred to in paragraph (a) or actions of the kinds referred to in paragraph (e).

(4C)
Despite subsections (3)(c) to (e) and (6), if subsection (4B) applies, after the expiration of the 5 working days referred to in subsection (4B)(g), the chief executive is not obliged to comply with subsection (3)(c) and (d) in respect of any information that is—

(a)
subsequently received from the other country under the provision; and

(b)
received for a purpose set out in subsection (4A)(c); and

(c)
matched against information held by the chief executive using the unique identifiers assigned to the individual concerned by the competent institutions of both countries.]

(5)
Subsections (3) and (4) of section 103 of the Privacy Act 1993 apply to any notice to be given to any individual under subsection (3)(c) [or subsection (4B)].

(6)
Where the chief executive fails to comply, in relation to any individual, with the provisions of subsection (3)(c), the failure is considered, for the purposes of Part 8 of the Privacy Act 1993, to constitute a failure to comply with the provisions of Part 10 of that Act.

(7)
In this section, expressions defined in section 97 of the Privacy Act 1993 have the meanings so defined, with any necessary modifications.]
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Appendix 2B

General Adjustment Match
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 Appendix 2C Debt Recovery Match


[image: image4.wmf] 

SVB Debt

 

Certificate

 

Couriered or

 

faxed to MSD

 

SVB Debt

 

Certificate

 

MSD checks

 

SWIFTT

 

Section 103

 

Notice

 

On MSD

 

Ben

efit?

 

SWIFTT database

 

Challenge?

 

Negotiate

 

Debt

 

Recovery

 

Send s.103

 

Notice

 

Resolve

 

Identity

 

Challenge

 

Identity

 

Confirmed?

 

Re

-

investigate 

identity, report 

back to SVB

 

MSD sends s.103

 

to address advised to

 

MSD by SVB

 

Section 103

 

Notice

 

Replied?

 

Challenge?

 

 

Negotiate

 

Debt

 

Recove

ry

 

Prepare

 

Reminder

 

Letter 1

 

Reminder

 

Letter 1

 

Replied?

 

Prepare

 

Reminder

 

Letter 2

 

Reminder

 

Letter 2

 

No

 

Yes

 

Yes

 

No

 

No

 

Yes

 

Yes

 


Appendix 2D Tax Information Match
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Appendix 3

APPLICATION OF PRIVACY ACT PROVISIONS

IN THE

SOCIAL WELFARE (TRANSITIONAL PROVISIONS) ACT 1990

	PRIVACY ACT 1993
	SOCIAL WELFARE (TRANSITIONAL PROVISIONS) ACT 1990

	Sections
	Sections applying

Privacy Act directly
	Sections substituting

for Privacy Act provisions

	Section 13(1)(f)
	
	Section 19(2A)

	Section 66 (1)(a)(iii)
	
	Section 19D(6)

	Section 97
	Section 19D(7)
	

	Section 99

· Subsection (1)

· Subsection (2)

· Subsection (3)

· Subsection (4)
	Section 19C(2)

Section 19C(2)
	Sections 19A(2), (4) and 19C

Section 19C(1)(d)

Section 19C(1)(d)(iii)

	Section 100
	Section 19D(3)(e)
	

	Section 101
	Section 19D(3)(e)
	

	Section 102
	Section 19D(3)(e)
	

	Section 103

· Subsection (1)

· Subsection (2)

· Subsection (3)

· Subsection (4)
	Section 19D(5)

Section 19D(5)
	Sections 19D(3)(c) and (d), (4A)-(4C)

Section 19D(4)

	Section 104
	Section 19D(3)(e)
	Section 19C(1)(g)

	Section 105
	Section 19D(3)(e)
	

	Section 106
	Section 19D(3)(e)
	


�	Sections 19 to 19D of the Social Welfare (Transitional Provisions) Act 1990 are set out at Appendix 1. 





� 	Report of the Privacy Commissioner to the Minister of Justice,  “Mutual Assistance in Social Security: International Exchange of Personal Information”, 18 April 2001.


� 	Report of the Privacy Commissioner to the Ministers of Justice and Social Services, “Mutual Assistance in Social Security: Revised New Zealand-Australian Social Security Agreement”, 18 April 2002.


� 	These documents or parts of some of them, are also equivalent in certain respects to the information matching provision and Technical Standards Report of an ordinary authorised information matching programme.





� 	Section 85B of the Tax Administration Act 1994 is listed as an information matching provision in the Third Schedule of the Privacy Act .


� 	See Appendix 3 for a table showing provisions of the Privacy Act that are applied directly to the programmes and certain provisions which equate to requirements of the Privacy Act.


� 	See Appendix 2A.


� 	See Appendix 2B.


�	See Appendix 2C.


� 	See Appendix 2D.
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