@ VMO MATCAIG SALETI

Don’t take action because of a name!
A name is an uncertain thing, you
can’'t count on it! Bertold Brecht, A
Man’sa Man, 1931)

Were dl awae of the may
posshbilities for mis-spelling our own
names. This poses serious difficulties
for information matching based on
peopleé's names. To see how Sgnificant
these chdlenges ae, try searching
“data matching” in Google. You'll get
back many advertisements and entries
for companies dl saying why they can
do the |job better than ther
competition.

Michad Dunkerley wrote an aticle on
Advisor.com® highlighting the problem
of the nonsandard nature of names
and their spdlings and the chdlenge of
information  matching  with  large
databases. We recommend that anyone
interested in the subject read the whole
aticle,

When a person's name is entered into a
computer system there is a degree of
eror and vaiation Dunkerley says
that because there are no rules for
names, they cannot be relied on to
verify identity. He goes on to say that
vaiations that occur in names ae
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dgnificat.  They
nicknames, anglicsation, initids,
truncation, abbreviation, missing
names, extra names and diases
Dunkerley uses the name Johnstone as
an example. Other spdlings of the
same name include Johnson, Johnsen,
Johnsson, Johnston and Jonson.

indude  spelling,

Dunkerley quotes an  interesting
datigtic, that dthough there are over
25 million firg names in use in the
United States, as many as 80% of the
populaion may have names from a
sHection as few asfive hundred.

Because of this, it is difficult to
mantan a high dandard of daa
quaity when it comes to name
infformation. Even with controls in
place to limit erors, usars can be
unaware they ae entering incorrect
data. Data qudity is even more
problematic when accepting
information from individuds via a web
based interface. There is often a
reduced level of control over daa

qudlity.

Ancther  complication is individuds
who purposdy change ther detals in
some way to reduce the chances of
being maiched while ill being able to
clam abenfit or use asarvice.

Recognisng these  problems  with
names, most of our authorised



information maitches use a combination
of name, address, date of birth and ID
numbers. Some assign a confidence
rating or match qudity levd for the
matched records. The Minigry of
Education use match qudity leves
when meatching DIA’s birth
information agang ther  Nationd
Student Index (NSI).

Dunkerley tadks about the trade off
between accuracy and rdiability. Some
people may know of these as precison
and recdl. An dgorithm that only
dlows for exact matiches may provide
excdlent accuracy but may miss a
number of vaid meaiches. On the other
hand, to ensure you get dl posshle
maiches, you'll have to sort through
lots of fase-pogtives.

The advent of matching traveller
names to terorist watchligs further
highlights the difficulties  with
matching large volumes of names
Tens of thousands of travelles have
been improperly matched. It doesn't
matter who you are either. The New
York Times reported in August 2004
that a watchlis dedayed Senator
Edward Kennedy at an airport.

Dunkerley’s advice is aso supported
and reinforced in a report produced by
the US GAO?. They reported last year
on difficulties in mantaning the
accuracy of digible voter regidrations.
Sae officdas were unable to identify
which of severd voters of the same
name had died because of the lack of a
birth date on some state death records.

Its too bad we can't do dl data
matching using people. As Dunkerley
points out, the best data matchers are

2 United States Government Accountability
Office, “Elections — Views of selected local
election officials on managing voter
registration and ensuring eligible citizens can
vote”, September 2005.

humans. They ae able to use dl the
avalable daa and intuitivdy draw a
concluson. Humans ae ale to
compensate for error and variation in a
manner tha is difficult for a computer
programme to replicate.

The trend towards larger databases and
online savice ddivery increases the
reliance government and business has
on data matching software to correctly
identify individuas

Veifying mach results and giving an
individud the opportunity to chdlenge
the results of a match before taking
adverse action agang them ae
important safeguards  built  into  the
Privacy Act.

Inaugural mesting of the
Information Matching Interest
Group

The firg meeting of the IMIG was hdd
on 16 August 2005. About 40 people
atended, covering most of the
Widlington based agencies involved in
information matching.

Geoff Oldhan from IRD gave a
presentation on the condrants on use
of IRD information generdly and how
information  matching has  been
judtified in some cases. He adso talked
about and diagranmed the typicd
devdopment of an  information
matching programme from bright idea
to post-implementation review and
solicited suggestions from the audience
for improvements to the diagram.

Colin Trotter and Lindy Siegert (OPC)
gave a presentation on  “Online
trander goprovds wha we know
now.” The audience was encouraged to
submit ideas for further meetings such
a dmilar informaion sessons, fidd
trips, larger meetings including palicy,
legd and IT daff. Lindy announced



that the OPC was developing a training
workshop on information  matching
and hoped to be able to ddiver the first
one by the end of the 2005/06 year.
She said they expected it to be ahdf-
day workshop and the presentation on
online tranders were developed as
one module for that workshop.

Privacy Impact Assessment Seminar,
Wednesday 29 March 2006 at BP
House, Wdllington

Blar Stewart, Asssant Commissoner
and Bob Stevens, Bariger, will
present a seminar on the Privacy
Impact Assessment (PIA) process. A
CD-Rom of the Privacy Impact
Assessment Handbook will be provided
as part of the seminar fee.

Pleese note that this is a gened
introduction to the process and does
not cover the specidised area of
Information Matching PIAs. For more
information and regidrations, please
vigt our website or contact this Office.

Privacy I'ssues Forum, Thursday 30
March 2006 at Te Papa, Wellington

This Office is hoging the above forum.
Guest  gpeskers  include  Audrdian
Privacy Commissoners dong with loca
and internationd guests with an interest
in privacy. Topics incude “ldentity and
Privacy — checking identity” and
“Technology devdopments’ For more
information and regidrations, please vist
our webdte, contact this Office or emall
to Forum2006@privacy.org.nz

Contacts:

Wellington

109-111 Featherston Street,
gen-i Tower, 4™ Floor

PO Box 10-094,
Wellington, New Zealand
Telephone 64-4-474 7590
Facsimile 64-4-474 7595
Internet
http://www.privacy.org.nz

Lindy Siegert

Team Leader (Technology)
E-mail: lindy.siegert@privacy.org.nz
Direct Dial: 64-4-494 7082

Colin Trotter

Data Matching Compliance Adviser
E-mail: colin.trotter@privacy.org.nz
Direct Dial: 64-4-494 7087

Jim Whitman

Policy Adviser (Technology)
E-mail: jim.whitman@privacy.org.nz
Direct Dial: 64-4-494 7083

Auckland

Level 8, Gosling Chapman Tower,
51-53 Shortland Street

P O Box 466, Auckland, New Zealand
Telephone 64-9-302 8680

Facsimile: 64-9-302 2305

Blair Stewart
Assistant Commissioner
E-mail: Blair.Stewart@privacy.org.nz




