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Proactive release of submissions on the draft Biometric Processing
Privacy Code

The Office of the Privacy Commissioner (OPC) has proactively released
submissions received during the consultation on the draft Biometric
Processing Privacy Code. The proactive release is to supplement the
summary of submissions report and provide an accurate representation of the
feedback OPC received.

In calling for submissions on the draft Code, we advised submitters:

OPC will proactively release all submissions made on this statutory
consultation and publish them on our website. We will not release your
contact details or your name if you are a person submitting in a private
capacity. If you don’t want your submission, or part of your submission, to be
released publicly, please let us know and explain why you don’t want it

published.

We have redacted or withheld names and contact details of private individuals
to protect their privacy. Where submitters have requested this, we have made
redactions or withheld submissions in full and noted the reason for doing so.
We have also redacted the phone numbers of individual employees if included
in agency submissions.

The submissions have been split into those made by private individuals, those
made by government agencies and those made by businesses and other
organisations. This PDF contains submissions received by private individuals.
The submissions appear in no particular order.



















































The system should be fully and satisfactorily tested before being rolled out, and any flawed
results investigated and repaired.

2. Yes, people should be told clearly and obviously that data/ their personal 'biometrics' are being
collected, and their fully informed consent sought and their answer respected. Yes, plain English
(or their first language) information and alternatives should be easily visible.

3. Biometrics should never be used for non consented (by the public, or members of the public)
activities or to create robots - this could 'create' 'double-gangers' with the possibility of
effectively stealing the persons identity, or at least having the risk of the person being accused of
being in a situation where they are not, and possibly therefore being unjustly accused or
punished.

No, biometrics should not be used for anything other than the intended and consented situation.
Safeguards are necessary, though time and again various private (personal and business)

information has been 'leaked’, so | can not see safeguards being effective. | do not believe that
any safeguards are sufficient; the nature of people always eventually takes advantage of
other people and situations - with regard to 'biometrics’, this is particularly

alarming.

The legal concerns provided to you (part thereof below) by Ben Keith, Barrister are also very concerning:

'Rights and interests in the collection and use of biometric data 3. The starting point in assessing the
compliance of the Draft Code with human rights obligations is to understand the ways in which the
collection and use of biometric data may impact upon those rights. 4. In short: 4.1. The extent of data
that is or can be collected in practice is increasingly broad and detailed. 1 That data collection — much of
which occurs through conscious, unconscious or even mandated self-provision of data by individuals,
whether about themselves or others2 — can be broadly divided into two categories:3 (a) What can be
termed “physical/physiological characteristics” — that is, concrete data such as facial images, fingerprints
and DNA; and (b) What can be termed “behavioural characteristics”, ranging from walking patterns to
remote sensing of individual cardiac rhythms to forms of verbal expression. 4.2. The use of that collected
data has also expanded markedly. In addition to the longstanding use of biometric for authentication of
identity — that is, confirming the identity of a given individual by one-to-one comparison to retained
fingerprints or photographs — current and emerging technologically enabled uses of biometric data
extend into several further broad and in part overlapping categories:4 (a) Identification / “one to many
comparison”: compilation of biometric data to allow matching of an individual’s data against an
identifying database, for example allowing facial recognition in a crowd; (b) Categorisation: automated
extraction or approximation of physiological characteristics, such as sex or age, from biometric data (c)
Profiling: use of biometric data to connect the individual concerned to other data held about that
person; and (d) Statistical inference / correlation: use of biometric data to infer or approximate
characteristics of the individual concerned. 4.3. These further, and increasingly powerful and/or more
readily available, uses are often controversial and/or problematic. For example: (a) Even for relatively
straightforward use, such as authentication, the fact that biometric information is for the most part
immutable — individuals cannot alter their fingerprints — raises the risk of persistent identify theft; 5 and
(b) The further categories of use can be unexpected, intrusive and/or otherwise harmful.6 A survey by
Conde and Svantesson published earlier this year notes uses and/or claimed uses of facial recognition
technology to infer both:7 (i) Information such as age, gender or ethnicity — which may be less surprising
but can also be error-prone and/or enable unlawful discrimination; and (ii) Further, likely less foreseeable
and potentially highly sensitive information or approximations as to, for example: “... occupation,
attractiveness, humorous[ness], perfectionism, self-reliance, openness to change, warmth, reasoning,
emotional stability, dominance, rule consciousness, liveliness, sensitivity, vigilance, abstractedness,
privateness, apprehension, social boldness, sleep disorder ... sexual orientation, social relations, kinship,
body mass index, mental health disorder, openness, conscientiousness, extraversion, agreeableness,


















Part 1, 2(b). | disagree with the delay in the code coming into force for current biometric users.
Part 1, 4(3). | disagree with this

Part 1, 5. | think that the review should be sooner.

Part 2, Rule 1(1). | disagree

Part 2, Rule 1(2). | disagree

Part 2, Rule 1(4). | disagree

Part 2, Rule 2(2). | disagree

Part 2, Rule 3(5). | disagree

Part 2, Rule 3(6). | disagree

Part 2, Rule 4(b). | don’t think that biometric information should be permitted to be collected from
children and young persons.

Part 2, Rule 5(a). | think the phrase ‘reasonable in the circumstances’ should be replaced by stronger
wording, i.e a stronger requirement for security.

Part 2, Rule 8. | disagree with the disclosure part as | don’t believe that agencies should be permitted to
disclose biometric information except to the individual concerned.

Part 2, Rule 10(2). I strongly disagree.
Part 2, Rule 10(3). | disagree

Part 2, Rule 10(6). | disagree

Part 2, Rule 10(7). | strongly disagree.
Part 2, Rule 10(8). | disagree.

Part 2, Rule 10(9). | disagree

Part 2, Rule 10(1). | disagree

Part 2, Rule 11(1). | disagree.

Part 2, Rule 12(1). | disagree

Part 2, Rule 12(2). | disagree

Part 2, Rule 13(2)(b). | disagree

Part 2, Rule 13(5). | disagree.












4. This

recognises the specific cultural perspectives Mdori have around use of biometrics

due to the special significance attributed to the body and the different effects the use

of biometrics may have on Mdori people, including profiling, discriminatio

| actually find this insulting that there seems to have been this singling out of Maori. All of us feel this
cultural impact, all of us have identity, my identity likewise comes from my ancestors who fought for the
freedoms we have today in this country. | find it offensive that Maori have been singled out as the only
one. | know they have cultural impact as do all of us kiwis.

5.

is the HIPC going to be updated for biometric collection and processing?

This is really important, if we are excluding health agencies from the code, they are not the government,
they are not the intelligence units, they are providers of healthcare. There needs to be a robust and full
proof legislation around our biometric data in health industry just as there is in this code. What different
health agencies are we actually talking about, how big is the range?

6. Definitions.
No comment

7. Questions about who the Code applies to.

(Q1) Do you agree that the Code should apply to any organisation using

biometric processing (as opposed to a specific sector or type of

organisation)?

| am wondering about that, are more industries risky where collection and use of the biometric data
would be very high risk. | cannot think of anything right now but | am sure there are some.

(Q2) Do you agree with the exclusion for health agencies?

| am not sure | agree with them being separate, but this may be one of the industries that are high risk as
they may have a lot more data collected that could be used for other purposes. This is an industry that
will need robust and full proof legislation for biometrics.

Q6. Do you agree that there should be a longer commencement period of nine-

months for organisations already using biometrics to bring their activities

and systems into alignment with the rules in the Code

Companies need more time (so 9 months is good), but they need to go through a permission process
notifying those they hold data on and get permission from them if they have not got it before for
biometric processing.

9. Questions about rule 1

Q12. Do you agree that as part of assessing whether using biometrics is
necessary, the organisation must examine its effectiveness and check if
there are alternatives?

Absolutely. This needs to be quantified.

Q13 Do you agree that organisations must consider whether the processing is

proportionate to the impacts? Do you agree with the factors that go into this

assessment (degree of privacy risk, the benefits, any cultural impacts on

Maori)?

| don't like the proportionate statement at all as it really is subjective. Somehow the assessment needs
to be quantifiable. | think these factors are quite weak. | think there should be other factors that go into
this assessment, impact to community, impact to children, and | am sure there are a few more. | think
agency assessments should be approved by an oversight committee before biometrics can proceed or
have really stringent quantifiable check points. Proportionality is so airy fairy.



Q14 Do you agree with the requirement to adopt reasonable safequards? Do
you agree with our decision to list safeguards in guidance as opposed to the
Code? Or is helpful / clearer to provide examples in the Code itself?

Might be better in the code as easily seen and not forgotten.

Q15 Do you agree with the new trial provision?
Yes

Can you see any risks or benefits

of this provision?

Do you agree that the rest of the rules should apply while
a trial is being conducted?
Yes.

Questions about Rule 2

Do not agree with web scraping, from Linkedin or elsewhere. This data is in the public domain but it will
be used to identify you, verify you or categorise you so you should know someone has taken it for that
purpose.

Rule 3 introduces a new notification obligation clarifying that, at a minimum, an

organisation must tell people three things before the biometric information is

collected:

The agency needs to tell the person about fallback if the system does not work, what will happen.
Nowhere in the code has there been any mention of fallback if the biometric processing is not working,
for example door won't open.

Q19 Do you agree with the new minimum notification rule, that requires, at

minimum, clear and conspicuous notice of a few key matters

Notice and decision points are critical for the public. Both should be used to ensure that dual personal
consent (collection and use) is given before biometrics are captured and used.

Q23 Do you agree that an organisation should have to tell the individual what
form of biometric information they hold about them?
Absolutely by law.

Rule 10

There would be four general exceptions to these restrictions on using biometrics,

intended to permit the use of biometric categorisation, emotion recognition or

| am assuming these four general exceptions include a consent by the individual for collection and use of
biometric data as a prerequisite for the exceptional use? That would be required, i.e. special permission.

We’ve added an exception to the health information restriction on inferring

health information using biometrics for individual informed consent. This

reflects the policy rationale for this restriction it would be unjustified to

collect information about someone’s health from the way they look or

behave in a non-health context without their knowledge or consen

Knowledge is not sufficient, informed consent must occur before collection and use.

Q27 Do you agree there should be a restriction on the use of biometric
information to collect or generate health information outside of a health
context?



Yes

Do you agree with the exception where the individual has given

their express consent?

No, they may not be aware of impacts and the biometric result information may be used against them.
Do you anticipate risks or beneficial uses?

Risks. If a non-health company wants to do that they need to get explicit approval from an oversight
committee. | am not in favour of this at all and believe it should just be a straight No. If we open it up like
this it really could be abusive to the general population.

Q28 Do you agree there should be limits around using biometric emotion

recognition? Are you aware of high-risk or beneficial use cases?

Absolutely.  am not in favour of this type of technology at all as it is unproven and | think it is extremely
risky for the general public. It's acting God-like and also if Al is involved now or down the track it could
really backfire on humanity. It should be completely restricted under all circumstances. Public health
safety is not enough reason to use it. Individual consent is not enough to use it. It should be completely
restricted and not done at all except perhaps in research in the lab with informed consent participants -
even that is risky these days....take covid.

Q29 Do you agree there should be limits on using biometrics to categorise

people into certain sensitive groups? Are you aware of any high-risk or

beneficial use cases?

Absolutely. Restrictions should definitely apply. Independent oversight committee should review and
approve or deny this proposed activity in the agency proposal based on guidelines set out yet to be
developed by your office. Guidelines/check points need to be done by your office.

Q30Do you agree with the general exceptions to the limits (the exceptions for

accessibility, preventing a serious threat to health or safety, and research

purposes)?

Not at all. I think that they are excuses for allowing this type of biometric activity to occur. It should not
be occurring at all only in research if that.

Do you think there needs to be other exceptions, and if so,

why?

Not at all.

Rule 12

Q34. Do you agree that organisations should ensure that adequate safeguards,
reflecting those in the biometrics Code, are in place if sending biometric
information overseas?

Why is it being sent overseas anyway?

Further comments

1. declarations in NZ employment contracts that biometrics are in operation, where they are in
operation and for what purpose, what is required of the individual and opt out/manual fallback options.
2. Who has the oversight for an agency's assessment, its approval, its audit, its monitoring, its
governance, is it a crown entity?

3. Name and address of companies who collect the data. | would say that they need to supply their
registered company number. Addresses change.

4. All biometric information should be voluntarily supplied by the individual. It should never be a
mandate.

5. In the code it says....

If an agency corrects biometric information or attaches a statement of correction to

biometric information, that agency must, so far as is reasonably practicable, inform every














