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The Office of the Privacy Commissioner (OPC) has proactively released
submissions received during the consultation on the draft Biometric
Processing Privacy Code. The proactive release is to supplement the
summary of submissions report and provide an accurate representation of the
feedback OPC received.

In calling for submissions on the draft Code, we advised submitters:

OPC will proactively release all submissions made on this statutory
consultation and publish them on our website. We will not release your
contact details or your name if you are a person submitting in a private
capacity. If you don’t want your submission, or part of your submission, to be
released publicly, please let us know and explain why you don’t want it

published.

We have redacted or withheld names and contact details of private individuals
to protect their privacy. Where submitters have requested this, we have made
redactions or withheld submissions in full and noted the reason for doing so.
We have also redacted the phone numbers of individual employees if included
in agency submissions.

The submissions have been split into those made by private individuals, those
made by government agencies and those made by businesses and other
organisations. This PDF contains submissions received by private individuals.
The submissions appear in no particular order.
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of data be policed? Anyone can say they won't abuse your data - but they do. How could this be
stopped. There need to be massive penalties for leaking, onselling or otherwise abusing of data. There
also need to be agencies to monitor and police data protection in a stringent manner.

4. Section 7 says that an agency can breach privacy for "public safety or concern." What does this look
like? There needs to be detailed descriptions of what this means. Anyone could say they felt public
safety was at risk for the flimiest of reasons. This should be tightened up much more so agencies and the
public are crystal clear about it.

5. Section 8 says that agencies can use someone's data if they believe that person has given consent.
How? There should be clear guidelines in how consent is obtained and how that data is used. What will
the penalties be for misuse of data? They should be severe or noone will be deterred from doing so.
What comeback will people have if their data is misused?

6. Technology is not perfect and people who look similar could be accused of something they are
innocent of. For example, identical twins, family members who look alike, although strangers could look
alike. There should be back up and additional measures which people can utilise legitimately.

7. When someone passes away there should be a way of wiping all their data so it cannot be abused by
someone for nefarious means.

8. There needs to be tight controls, especially regarding banks, in what can be collected for fraud
prevention. Most people do not commit frauds and the draconian measures which banks are asking
seem to far outstrip the benefits.

9. Employers should be tightly controlled in any use of biometrics in the workplace and the employees
rights to not be constantly surveilled should be written in law. Otherwise workplaces will become very
stressful. If people cannot relax at all that would be harmful to their productivity and mental health.
10. This Code needs to be put out to public debate in a transparent manner and discussed for at least a
year.

11. The public cannot be expected to trust everyone who collects data to keep it safe and not abuse it.
People should also be able to opt out and have a right to see all their data.

Nothing good will come out of this plan, dies no one have the foresight or ability to see other nations
this occurs snd the detrimental effects ?

Not only an invasion and breach of privacy but out right dangerous in terms of storage, sharing and
control as to who can utilise this and for what purposes?

Can we opt out?

Unfortunately mankind is too clever for their own good , too greedy for power and evil for control, this
will be to the detriment of all so halt progress while we can.

Please listen to the people fir once, those who will be directly affected, fir should the tables turn, it won't
end well.

Dear Comissioner,

| am writing because | am concerned with the use of biometrics and how it can be used too easily in
harmful ways. Traditional methods of ID have been working so why do we need biometrics?

If biometrics is used how can one opt out?

| believe it is a technology we don't need and | don't want.

Thank you,

Sorry | ran out of time to read fully, but here are my responses to the major additional rules in the Code:

Should organisations assess whether using biometrics is proportionate, and be required to put in place
privacy safeguards if they do use biometrics?

Absolutely yes. These assessments should also be made available to the public. Maybe a summary of
why they are required and the privacy safeguards on their website, and on display on site. But able to
request more detail.



Should people know about the use of biometrics beforehand, and should organisations have to provide
additional information about the processing?

Again, absolutely yes. An example - Woolworths have a sign up by the door saying there is camera use at
some checkouts. It should be mandatory to have a sign at each specific checkout where a camera is in
use, advising customers. It should also say why it is necessary. In this example - weekly (or daily) reviews
of the footage could isolate any footage of a customer stealing or abusing staff - the rest should then be
destroyed.

Should there be limits on some uses of biometric information, like biometric emotion analysis and types
of biometric categorisation?

Yes. Those two examples and probably others.

But the most important thing | want to say is:

It should be illegal to make availability to goods and services dependant on submitting to biometric
analysis. That means a person could opt out of all biometric requests (they should all be requests not
requirements) and still be able to access their bank account, shop in a specific store, access health or
government services, travel freely, etc.

I would just like to say that | am not in favour of this change moving forward as | am very concerned
about the privacy issues and safe guards.

The government gives itself powers to override any privacy concerns and if they have access to
biometrics it would be worse.

We would like to register our objection to Biometric data collection. It doesn't matter how many rules
and regulations are put in place, once that data has been stolen or corrupted it is the point of no return.

It seems that no organisation is guaranteed to be safe from their computer systems being hacked as
demonstrated repeatedly over the years by global hacking of data from all sorts of systems including
Governments, banks, multi million dollar companies etc etc.

There is exponential risk now with Al generating voice reproductions, image reproductions etc etc.

There is no "changing" our fingerprints or eyeballs as we can currently "change" our passwords and sign
ins. Once biometric data is converted to digital for a computer to "read" it, that data can be
compromised.

In summary, just because we can doesn't mean we should! [f this Biometric industry is allowed to
proliferate, there should absolutely be the option to opt out.

I am writing in regard to the Biometrics Processing Privacy Draft Code.

| am very concerned about the concept of biometric information being gathered from Individuals by
anyone or any organization. Fundamentally to me it seems very un-human. This personal information is
part of the sovereignty of the individual human being. | do not understand the hypothetical need to
gather personal biometric information, it feelslike a matter of - because we can, let’s do it. There have
been many things invented over time by humans, that have not made the world a better place. What is
the purpose of biometric information other than gaining personal information from individuals which






The lack of clear consent and transparency surrounding its use, coupled with the potential for mass
surveillance and discriminatory profiling, is unacceptable.

Biometric data, being permanent, presents unique and severe risks in the event of a breach.
I urge the Commissioner to implement stringent privacy protections, including mandatory opt-out
mechanisms and explicit limitations on data usage, to address the inherent unreliability of emotion

recognition and the dangers of data repurposing.

Moreover, the risks associated with large biometric databases, such as government overreach and
corporate misuse, demand immediate attention.



Withheld to protect privacy, at submitters request.

Withheld to protect privacy, at submitters request.

I have not had the time or opportunity to study this issue in depth, but | did read through your proposed
Code and feel concerned about it.

First of all, do we really need the collection of this type of personal biometric information, in the first
place? (If so, why?)

I know that, for example, some banks (including in other countries) provide discounts or other benefits
or, at the very least, greater "convenience", if one is willing to register one's voice- or finger-print,

etc. This feels like an infringement of my rights.; it means that it is NOT a free choice, but rather, a
loaded one. | would much rather put up with a little inconvenience rather than have my personal data
on record. There is already too much data collection happening, as | understand it, e.g., via computers
and smartphones, without my express consent - | feel that we do not need any more.

| feel concerned about security - especially considering the various large-scale data security breaches
that have happened in recent years. Even if this data is ostensibly being collected for some relatively
benign purpose, there could easily be a leak, and the information could well be used for other, more
nefarious purposes.

| have one comment/feedback to provide.
Given that the definition can be technically complicated to apply, we think it may be useful to have a

tool that Agencies could use to work through to determine whether the Code would apply.

| am commenting privately on the Draft Privacy Code.
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The special provisions afforded to intelligence agencies, NZ Police, Border control or other ought to have
clear consequences for violation of fair use. We have already seen NZ Police use FRT where the Police
Commissioner wasn’t aware of it, and trial other invasive technology without public notification (E.g.
Pimeyes). | want clear accountability and real consequences for overreach. Personally, | think it’s highly
unfair to be living under a surveillance state where public organisations access and use invasive tech
where too often, health and safety, is used as an excuse for further restrictions on our freedom.

Concerning as well is the Government’s Social Wellbeing Agency which aims to use massive amounts of
our data for ‘targeted’ social investment. This agency better not use FRT or predictive analytics without
the utmost transparency and public scrutiny.

Furthermore, if ordinary people are wearing META sunglasses enabled with FRT, why do they not have
to comply with the CODE? If | see someone filming me with those glasses on | will snatch them off their
face, throw them to the ground, and smash them with my foot. Most people do not like being filmed in
public without their consent. In the above example, my response would be adequate given the highly
offensive and intrusive nature of those types of sunglasses.

3.Do you have any comments or questions about the interaction between the Code and other laws with
biometrics provisions?

| haven’t read other laws with biometric provisions so no comment. Regarding the HIPC, | totally agree it
should be revisited if insurance companies are itching to use FRT. Thanks to the insurance industry the
use of CCTV is now rampant. Awakening to the tech creep happening in our everyday lives from CCTV,
ANPR, and FRT has increased my anxiety tenfold. Every time | go out now, | am looking for where the
cameras are and wishing | could destroy all of them.

4.Do you have any feedback on the guidance on who the Code applies to? (See pages 11-13)

5.Do you agree that the rules in the Code should apply immediately to any organisation that starts using
biometrics after the Code comes into force?

Yes, for too long now New Zealanders have been left in the dark, more than a third do not understand
the tech, and over half of us are concerned about our privacy rights. The Code should apply immediately
to any organisation that starts using biometrics.

6.Do you agree that there should be a longer commencement period of nine months for organisations
already using biometrics to bring their activities and systems into alignment with the rules in the Code?

No, that is far too long a period. FSNI has been using FRT since as early as 2018 (conducted covertly at
that time). Their activities and systems contributed to harm then and are actively contributing to harm
now. Furthermore, FSNI is not getting informed consent and that’s wrong. The commencement period
for the Code must be immediate.

7.Do you agree with the definition of biometric information and related terms (biometric characteristic,
sample, feature and template and result)?

Yes, they are clear and understandable

8.Do you agree with the definition of biometric processing and related definitions (biometric verification,
identification and categorisation)?



Yes

9.Do you agree with the information types excluded from biometric information (biological, genetic,
brain and nervous system material)?

How does the Government’s desire for roadside random drug screening fit in with the biological
component of the CODE? Taking a sample of our DNA via a swab of our inner cheek (outside of a health
context) appears relevant to regulate as it could be used in biometric processing without our knowledge.

10.Do you agree with the processes excluded from biometric categorisation and the way they are
described (readily apparent expression and analytical process integrated in a commercial service)?

| agree with the exclusion for a commercial service but I’'m not sure about readily apparent expressions.
Detecting overt behaviours does create a risk they will be used to infer deeper psychological states.

11.Do you have any feedback on the guidance on what the Code applies to? (See pages 5-13)

| am relieved that our concerns are being taken seriously and there is work underway by your office to
protect our privacy (and human rights) against increasing surveillance. | wish Peter Thiel was never
granted NZ citizenship and that his business, Palantir, restricted its facial recognition technology product
to warfare use only. | wish the Labour minister at the time (Megan Woods) didn’t sign off on the master
agreement between DXC Technologies and DIA which allowed public and private organisations to bypass
the public tendering system. In doing that, the doors to using invasive tech were thrown wide open
resulting in the harm and misidentification of everyday New Zealanders just trying to buy their groceries.
| wonder greatly why the use of surveillance tools rose so quickly during and after the pandemic.

12.Do you agree that as part of assessing whether using biometrics is necessary, the organisation must
examine its effectiveness and check if there are alternatives?

Yes, assessments of effectiveness and checking for alternatives are a necessity for any organisation using
biometrics. For example, there were a number of KNOWN alternatives to use to protect against theft
and bad behaviour at our essential stores but Chris Quin, CEO of FSNI let his ego cloud his judgement
and trailed invasive technology with KNOWN bias and at settings that invited preventable harm and
racialised discrimination. He was warned but went ahead with the trial, and now they are claiming
success but misleading the general public pointing to 3rd party independent assessors which were not
independent at all. His general counsel, Julian Benefield, points to a customer survey showing 9/10
customers are OK with the trial but we all know the way questionnaires are designed can influence the
answers and when he was asked to share the survey, he did not. What are they hiding? Certainly, the
‘results’ of their trial have been skewed as well and what would be good to know is the ethnicity of all
those misidentified,

13.Do you agree that organisations must consider whether the processing is proportionate to the
impacts?

Definitely, in the case of FSNI their trial fails the proportionality assessment on 5 of 6 points. It is
astounding that after warnings from the Privacy Commissioner, Dr. Karaitiana Tuira, Consumer.org,
everyday New Zealanders like myself and many others, they still went ahead with it and unsurprisingly
caused preventable harm and racialised discrimination of a Maori woman. Not to mention all the other 9
misidentifications (that we know about).

So proportionally, their trial causes more harm than good. Their claims are not to be trusted and one
guestions why they didn’t use KNOWN alternatives instead of reaching for invasive tech.



Imagine the positive effect it would have if they paid all their employees and contractors living or
thriving wages instead of opting to invest money in surveillance tools used by Autocrats.
Shameful!!l

Do you agree with the factors that go into this assessment (degree of privacy risk, the benefits, any
cultural impacts on Maori)?

Not entirely. While | agree we definitely need to address the impacts on Maori and other dark skinned
people since we know these groups are treated differently by this technology, | want to recognise the
impacts on non-Maori, too. We must address the heightened anxieties people are experiencing because
of witnessing increasing use of invasive surveillance. We see in news articles about surveillance in the
workplace contributing to rising levels of anxieties, the same is true concerning its use in our essential
services and where public life convenes.

14.Do you agree with the requirement to adopt reasonable safeguards? Do you agree with our decision
to list safeguards in guidance as opposed to the Code? Or is helpful / clearer to provide examples in the
Code itself?

Of course safeguards must be required which is why | have raised a claim in the Human Rights Review
Tribunal naming FSNI as Defendant. Their so-called 15 month consultation period resulted in them
adopting settings which invited the preventable harm and racialised discrimination of a Maori woman.
Their weak safeguards failed her and the other mis-identified shoppers.

Even if FSNI implements robust safeguards to lower the risks, the collection is not proportionate. They
have already lost our trust. | want FRT out of our essential services and where public life convenes. It is
such a gross overreach.

Safeguard examples ought to be listed in the Code. For example, setting an alert threshold at 99% is a
start. FSNI had theirs at 87 or 90 and only after causing preventable harm did they raise it to 93. Still too
low!!! And, why even after the trail has ended are they still collecting, recording and storing our
biometric data. So they can grow their data set sizes to say, see it’s diverse and balanced so we should
be able to keep using it. GROSS. They are not getting informed consent and they don’t care because they
want to keep using their tech toys.

Chris Quin may think he has a clear purpose for using FRT (to reduce theft and bad behaviour) but there
are KNOWN LESS INVASIVE alternatives but he and the board ignored them.

15.Do you agree with the new trial provision? Can you see any risks or benefits of this provision? Do you
agree that the rest of the rules should apply while a trial is being conducted?

| see more preventable harm to be caused with the industry demand for this technology and a trial
provision will add to it, no doubt. CEOs and board members wanted a quick fix for rising theft and bad
behaviour ignoring the context for it (Pandemic/cost of living crisis). Too often, a grab is made for tech to
solve social problems but that’s lazy. So, yes, | see risks for a provision to trial the tech. Which is why
there MUST be a substantial monetary award when preventable

harm is caused. Which is why there MUST be informed consent, individually requested, before our
biometric data is collected.

Of course, all the rules should apply while a trial is being conducted. Why should innocent people pay
the price for an organisation’s poor planning and implementation?



Why are we leaving it up to the organisation to assess the effectiveness? FSNI is already misleading the
public about their trial. And, there should be no extensions. Period. If six months wasn’t long enough,
too bad.

16.Do you have any feedback on the guidance for rule 1? (See pages 21-63). In particular, do you have
feedback on our example use cases? We envisage developing a decision tree for rule 1, would this be
useful? Do you have any feedback on the section on the cultural impacts on Maori? For Maori individuals
or organisations, are there any other impacts we should discuss?

Sorry, but | can’t find those pages or example use cases. However | imagine a decision tree would be
useful. I'm not Maori and therefore can not speak to the cultural impacts but | can speak to the impact
on FRT on dark skinned people, particularly women. | was alarmed when | read about FSNI’S trail in Feb.
2024 and | felt livid when | read less than two months later about the preventable harm and racialised
discrimination it caused a Maori woman doing her shopping on her 47th birthday. So. very. wrong.

Questions about Rule 2

17.Do agree with the modification to the rule 2 exception to make it stricter?
Yes, let’s make it stricter.

18.Do you have any feedback on the guidance for rule 2? (See pages 63-74)
Questions about the notification obligations in rule 3

19.Do you agree with the new minimum notification rule, that requires, at minimum, clear and
conspicuous notice of a few key matters?

The minimum notification rule is too weak. | have already shared the first hand knowledge | gathered
while protesting in front of my local Pak N Save. People DID NOT KNOW they were providing consent for
their faceprints to be recorded, collected and stored. The posters on the windows are WHOLLY
INADEQUATE.

Here are some ideas from Co-Pilot

Digital Signage: Use screens and digital displays throughout the store to inform customers about the use
of facial recognition and how their data will be used.

Mobile Apps: If your store has a mobile app, include a section where users can read about the
technology and provide their consent within the app.

Website Notification: Post detailed information and consent forms on your store's website where
customers can review and provide their consent online.

Email Communication: Send an email to your customers explaining the use of facial recognition
technology and include a link to a consent form.

In-Person Explanation: Train staff to explain the technology and obtain consent at the point of entry or
checkout, ensuring that customers understand what they are consenting to.

QR Codes: Place QR codes around the store that customers can scan to access information about facial
recognition and consent forms.

20.Do you agree with the additional matters for notification? Do they require organisations to provide
useful information? Are they workable?



Absolutely | agree an organisation must share their proportionality assessment. It is their responsibility
to demonstrate WHY they are using invasive surveillance and HOW they came to reason it was the right
choice to make. Along with the additional matters outlined in the statutory consultation draft.

21.Do you agree with the removal of two notification exceptions?

| do not agree with the exceptions for statistical or research. | can see our Social Wellbeing Agency taking
advantage of this one.

Also, where the information will be used in a form where the person wouldn’t be identified is dubious as
we’ve seen how IRD thought our data was anonymised and it turns out that wasn’t true. Selling that data
to Fakebook is a disgusting breach of our privacy especially considering some of us have never signed up
to Fakebook.

22.Do you have any feedback on our rule 3 guidance? (See pages 74-87)

Posters on windows are so last century and are absolutely NOT gaining informed consent. The Maori
woman harmed by FSNI did not even know the store was trialing FRT and many of the shoppers | spoke
with did not know either. That is NOT ok. Digital signage and informed consent must be an absolute
minimum - no more posters on store windows!!!!

23.Do you agree that an organisation should have to tell the individual what form of biometric
information they hold about them?

Yes, of course an organisation should have to tell the individual what form of biometric information they
hold about them.

24.Do you have any feedback on our rule 6 guidance? (See pages 87-92)

27.Do you agree there should be a restriction on the use of biometric information to collect or generate
health information outside of a health context? YES absolutely Do you agree with the exception where
the individual has given their express consent? Let’s use the word, informed, rather than express. Do you
anticipate risks or beneficial uses? Yes | anticipate risks just like when | read in Feb. 2024 that FSNI were
conducting a trial | wrote to them to warn them of the bias inherent in FRT and less than two months

later my concerns were validated.

28.Do you agree there should be limits around using biometric emotion recognition? Are you aware of
high-risk or beneficial use cases?

There should be more than limits, it should be restricted.

29.Do you agree there should be limits on using biometrics to categorise people into certain sensitive
groups? Are you aware of any high-risk or beneficial use cases?

There should be more than limits, organisations should be restricted from using biometrics to categorise
people into certain sensitive groups. The concerns outweigh the benefits.

30.Do you think any other uses of biometric information should be restricted?

Here are some:



Surveillance and Monitoring:
eMass Surveillance: Restricting the use of facial recognition and other biometric technologies for mass
surveillance by governments or private entities without clear legal guidelines and oversight.

Law Enforcement:

ePredictive Policing: Limiting the use of biometrics in predictive policing, which can lead to biased and
discriminatory practices.

eUnauthorized Access: Preventing law enforcement from accessing biometric data without proper legal
authorization or oversight.

Employment:

eEmployee Monitoring: Restricting the continuous monitoring of employees' biometric data to avoid
privacy violations and potential discrimination.

eHiring Practices: Limiting the use of biometrics in hiring processes to prevent biased decision-making.

Consumer Tracking:

eBehavioral Profiling: Restricting the use of biometrics for tracking and profiling consumers' behavior
without explicit consent.

eTargeted Advertising: Limiting the use of biometric data for personalized advertising without the users'
informed consent.

Healthcare:

e|nsurance Discrimination: Preventing insurance companies from using biometric data to discriminate
against individuals based on health conditions or genetic information.

eUnauthorized Sharing: Restricting the sharing of biometric health data without patients' explicit
consent.

General Privacy:

eData Sharing: Limiting the sharing of biometric data between organizations without the individual's
consent.

eRetention Periods: Imposing strict guidelines on how long biometric data can be retained and ensuring
it is securely deleted when no longer needed.

31.Do you agree with the general exceptions to the limits (the exceptions for accessibility, preventing a
serious threat to health or safety, and research purposes)? Do you think there needs to be other
exceptions, and if so, why?

No, | don’t agree as | think these could be used as a loophole UNLESS there is clear oversight. Again, |
think our social wellbeing agency will want this for research purposes and | don’t think that’s ok as it
would depend on who sits on the ethics oversight panel. And, Define a serious threat. Words like serious
and health and safety are too broad and often used as loopholes.

32.Do you agree with the exceptions provided for using biometric information for different purposes in
rule 10(9)? Do you think there should be more exceptions or fewer?

| disagree with removing age estimation, it should remain in the CODE.
33.Do you have any feedback on our rule 10(5) guidance? (See pages 93-98)

Questions about Rule 12 34.Do you agree that organisations should ensure that adequate safeguards,
reflecting those in the biometrics Code, are in place if sending biometric information overseas?

















