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Dr Henry B Wolfe “Secondary usage and mobile devices”
Speech notes for “Privacy and Technology in the 21st Century”: a forum hosted by the Office of the Privacy Commissioner, 28 August 2007, Wellington.

The importance and pervasiveness of secondary usage will be discussed. It extends across a broad range of organisations worldwide. Where is your information being used and by whom? Did you give your permission? There are a couple of basic principles involved in this arena: 

- The holder of your information may not use it for any other purpose without your permission;
- The holder of your information may not disclose it to any 3rd party without your permission;
- The holder of your information must notify you of any information held by them about you;
- A person must be able to examine what is being held.
These are simple rules. You have to ask yourself: who owns my data? Privacy is not about hiding a wrong, concealment, or secrecy. It’s about protecting information about you from those who would abuse it without considering what you value or think and without asking your permission to use it.

The net result of privacy invasion is wide ranging. It has a chilling effect on free speech, free association, freedom of action, and contributes to the feelings of powerlessness and vulnerability.

Privacy law can help to some degree - if there is oversight and enforcement with commensurate penalties for violation. There have been several studies that show and prove that good people will do bad things if the circumstances are right. Privacy will be violated if there is no oversight and enforcement by the appropriate authorities (an example is the Stamford Experiment). Privacy will be violated if someone in authority directs it to be done - they absorb the guilt and responsibility (an example is the Milgram Experiment). 

The bottom line is that secondary usage must be clearly legislated and have the appropriate oversight, enforcement and penalties.
RFID (Radio Frequency Identification) describes a method of identifying physical things with either an active or passive transmitter attached to them. Why is this technology important to privacy? Because it will likely become ubiquitous in the very near future. When purchasing items, each will have the capability of being queried and responding with its unique identification number. It is possible to query passive RFIDs from a distance of at least 40cm. In other words someone can know the identity of every item that a person has with them, that is so tagged, without the target person knowing that this information has been gathered. If that information were to be matched against a loyalty program’s database for example on purchases, it would be possible to identify the person, when they bought the item, where they bought the item, how they paid, price they paid, etc. If these devices find there way into individual notes of currency, a mugger would be able to scan you to see how much money you have with you - to decide whether mugging you was worth the trouble. Passports from various countries that have incorporated RFID have been read from a distance and cloned (opening the way for identity theft). Privacy law should dictate that ALL RFIDs should be destroyed at point of sale. After that there is no valid reason for them to ever be used again.

Mobile devices are nothing more than transmitters and receivers. That means that all communications between them can be intercepted. Events of the past few years have shown that cryptographic techniques used by mobile phones to be trivially defeatable.  Physical locations of various mobile systems are routinely recorded during the polling process. There is a URL in the UK that offers to provide the location of any GSM phone - just type in the number. This information is clearly being abused. Privacy law needs to address this very important issue and provide oversight, enforcement and commensurate penalties for those who would violate this basic privacy.









