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Nigel Waters “The role of privacy impact assessments”
Speech notes for “Privacy and Technology in the 21st Century”: a forum hosted by the Office of the Privacy Commissioner, 28 August 2007, Wellington.
Privacy impact assessment (PIA) is an approach to striking the right balance between respect for privacy and other social objectives. PIA can be a useful diagnostic tool, but is not a cure.  It needs the right terms of reference and skills, independence, transparency and follow-up. 

Privacy is not dead!

Contrary to some rumours, the internet and other technologies do not mean that we all have to abandon the ‘quaint’ notion of privacy.  The fact that the technologies give us unprecedented opportunities to share information doesn’t mean we have to.  Surveys show that individuals – even Gen X & Y’ still want ‘personal space’ and control over the way information about them is used.

It is however pretty sick!

Because insufficient attention is being paid to privacy at the design stage, many developments in government and business are rapidly eroding privacy – resulting in a ‘Surveillance Society’ where our everyday movements and transactions are being monitored, often without our knowledge and usually without our consent.

Treatment is available

If we care enough, and can persuade our politicians and business leaders, we can enjoy the benefits and convenience offered by new technologies without losing so much of our privacy.  PIA is a key to this balance. In addition to PIA, several other tools are available.

Effective privacy laws: Our current laws have patchy coverage and experience has shown them to be deficient in key areas. They are currently under review by Law Reform Commissions on both sides of the Tasman.

Proactive and responsive regulators: Privacy Commissioners have a mixed track record – resolving individual complaints is necessary but not sufficient to be an effective bulwark against a surveillance society.  Commissioners need to be proactive in ‘blowing the whistle’ on unnecessarily privacy intrusive schemes.
Privacy enhancing technologies: Creative use of new technologies such as smartcards, e-tags and biometrics can help protect privacy as well as invade it, but will only do so if there are appropriate incentives and penalties.
#  Nigel Waters has been immersed in privacy for 23 years. First as an official privacy ‘watchdog’ in the UK and then Australia, and since 1997 as both a consultant and an advocate – with the Australian Privacy Foundation www.privacy.org.au.  Nigel also teaches and researches privacy at the University of New South Wales http://www.cyberlawcentre.org/ipp/index.html, and regularly comments on privacy in the media. 










