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Martin Cocker “The role of NetSafe: equipping people to think about privacy protection”
Speech notes for “Privacy and Technology in the 21st Century”: a forum hosted by the Office of the Privacy Commissioner, 28 August 2007, Wellington.
Increased freedom of information flow presents a strong challenge to privacy and is fuelling increased identity theft. NetSafe encourages people to think very carefully about how they can contribute to prevention of this crime. 

There are two main areas of focus for NetSafe: 

- Ensuring information that is divulged with the expectation of privacy is maintained as private by the institution that holds it and, 

- Encouraging users to understand and value their information, and the potential consequences of it becoming more public.

But they should not be seen as completely separate issues at a time when information is so easy to retrieve and aggregate. 

People need to understand the fundamental shift that occurred with the information age. We may have happily handed over significant chunks of personal information to lending institutions, government agencies, schools, and friends for some time - but that was before it was so easy to aggregate it back into a full profile.
NetSafe encourages technology users to accept more responsibility for maintaining their own privacy. The information age will continue to challenge privacy, but we can do more for ourselves than we are currently doing. Many web-based services are housed outside New Zealand and do not fall within our legislative jurisdiction. We must therefore work to educate users on how information about them can be gathered and used, and empower them to protect themselves.
For example

What seems like innocuous information divulged on a social networking site (such as FaceBook or MySpace) might not in itself be particularly valuable, but it can provide a foundation for the aggregation of further data. Users should choose services with better privacy options – and utilise them. 

Information posted online will be very difficult (if not impossible) to retrieve. People should think very carefully about the value of information they post – and how it could be used against them. Maybe it would be better exchanged through a different channel.

In addition, many providers of web services should give greater consideration to privacy than is currently the case.
This begins with greater use of pseudo-anonymous profiles for web services. These are profiles that allow people and institutions to maintain an ongoing relationship – but are not necessarily based on critical factual private information. In the event that it is stolen or retrieved by a third party, it can’t easily be matched to genuine information about the owner.

Organisations that store personal and private information must accept responsibility for protecting it. They should be very selective about the information they request and vigilant about protecting it. If information is not required for the delivery of a service, then it shouldn’t be requested. 










