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OFFICE OF THE PRIVACY COMMISSIONER 

A RESOURCE DOCUMENT ABOUT THE INFORMATION MATCHING GUIDELINES TO ASSIST DEPARTMENTS PREPARING INFORMATION MATCHING PRIVACY IMPACT ASSESSMENTS
Introduction

The Privacy Commissioner has the function under s.13(1)(f) of the Privacy Act 1993 to examine any proposed legislation which provides for the collection or disclosure of personal information which may be used for the purposes of an information matching programme. To enable this Office to carry out that examination, we require departments to produce an information matching privacy impact assessment (IMPIA) which explains the department’s case for any new programme in terms of the information matching guidelines.
  

The major part of any IMPIA is detailed analysis of the proposal in terms of the six information matching guidelines set out in s.98 of the Privacy Act. The purpose of this document is to indicate some of the Privacy Commissioner’s views on each of the information matching guidelines by quoting from reports submitted to the Minister of Justice.

The views expressed below will not be relevant to all proposed programmes. Each information matching programme is likely to differ in significant respects from those that have gone before. Each has to be considered on its merits. The quotations should be read in context and for that reason the paragraph numbers in the relevant reports to the Minister have been footnoted for those who wish to read further. An attempt has been made to record here those of the Commissioner’s views which may have general application - observations relevant only to the particular programme have not generally been included.

No attempt is made in this document to fully explain the entire meaning of the guidelines or speculate on matters which have not yet been the subject of a report. Departments preparing an IMPIA should, of course, not simply consider the matters touched upon in this resource document but will need to deal with all aspects of the guidelines relevant to their own particular proposal.

This note is updated from time to time as further reports are submitted to the Minister.

1.
The first information matching guideline

Whether or not the objective of the programme relates to a matter of significant public importance - section 98(a)

1.1
“Identification of the objective is vital. The subsequent guidelines depend upon the identification of the objective of the programme so that the costs and benefits can be assessed in relation to any alternative.”

1.2
“The objective or objectives must relate to matters of public importance (as against a benefit solely to an individual, private interests or perhaps a single agency).

1.3
“The objectives must be of significant public importance.”

1.4
“In relation to criterion (a) I am required to consider whether the objective of the programme relates to a matter of public importance. This part of the information matching guidelines does not actually require me to conclude whether the programme will actually achieve an objective of public importance. In a sense the first criterion simply requires the programme to be within the sphere of activity that is judged important enough of consideration.”

1.5
“I should add, that the ability of the matching programme to achieve that objective is not wholly irrelevant since consideration under the second and other guidelines is directed towards what the programme can actually achieve.”

2.
The second information matching guideline

Whether or not the use of the programme to achieve that objective will result in monetary savings that are both significant and quantifiable, or in other comparable benefits to society - section 98(b)

2.1
“...the criterion in (b) requires information matching programmes ... to identify the monetary savings and for those to be shown to be quantifiable and, once quantified, to be ‘significant’.”

2.2
“...a number of abstract benefits are often suggested to result from proposed information matching programmes such as the achievement of greater social equity, the reinforcement of moral values and the symbolic value in using every tool at the government’s disposal to attack dishonesty. However, such benefits do not really get to the heart of the test put forward in criterion (b).”

2.3
“The test in criterion (b) allows programmes to be judged on their merits, in advance and subsequently by review of results.”

2.4
“...the guideline does recognise ‘other comparable benefits to society’.  ... I have considered what sort of benefits to society can be seen as ‘comparable’ to those expressly recognised in the paragraph. There would be several possible approaches to this exercise. One approach might be to say that there is a certain quality to ‘monetary savings’ which is required to be present in order for another benefit to be said to be ‘comparable’. Monetary savings are clearly ‘quantifiable’ as are certain other types of non-monetary benefits. Money is also able to be converted into other liquid and non-liquid assets and therefore put to the general benefit of the Crown or the enhancement of a particular government activity.”

2.5
“It seems to me that criterion (b) is looking to judge something slightly different than just the significance [of the objective]. It seeks to confirm that the use of the programme to achieve that objective will result in benefits which are comparable to monetary savings which are both significant and quantifiable. If we look to comparable benefits I think we need to look to something that is quantifiable. If that is not possible then at least something that is solid, achievable and clearly recognisable.”

2.6
“With respect to deterrence ... I would emphasise that an information matching programme will have greatest benefit when its existence is made known to the relevant members of the public....  ... I recommend ... that to give real meaning to the deterrence side of the match that [the department] carefully considers the best ways to publicise the existence of this programme.”

2.7
“... an information matching programme could contribute to that deterrent effect. However, in accordance with [guideline (b)] I think that the department should give some thought as to how the deterrent value could be measured year-by-year to see if the government is getting ‘value for money’ in quantifiable terms.”
  

2.8
“To justify a case under guideline (b) a department should be able to present a cogent case for ‘savings’ that will result through the use of the proposed information matching programme to achieve the objective and those forecast monetary savings should be quantified and their significance explained.”



2.9
“It is not possible to project the likely savings with complete certainty and precision. To some extent the exercise is speculative. However, the attempt to quantify the savings is not intended to be an exercise in guesswork. It is expected that a department will do its best to quantify the savings and explain the underlying assumptions which have led it to forecast savings.”
  

2.10
“It is also expected that a department will support key assumptions with empirical data. Typically, the empirical data expected in relation to a proposed match will be a pilot statistical match using a sample of the actual data sets intended to be matched. [footnote: This exercise is permitted in terms of the Privacy Act through reliance upon the ‘statistical or research purposes’ exceptions to information privacy principles 2 and 11 so long as the exercise remains purely a research/statistical one, the results are not revealed in identifiable form and no adverse is taken against individuals].”

2.11
“The projected net benefit has been calculated using a set of assumptions. If the assumptions turn out to be invalid then the net benefit will turn out to be greater or lesser than that figure. Accordingly, in seeking to judge under guideline (b) that the monetary savings are both ‘significant and quantifiable’ I need to satisfy myself that the underlying assumptions are sound.”
 

2.12 “I commend the Department in this instance for undertaking a pilot match in advance and using a suitably large data set to allow credible assumptions to be derived from the statistical results.”

2.13 “However, previous experience suggests that frequently the benefits of new programmes are optimistically assessed by departments with the costs and implementation difficulties under-estimated.”
 
2.14 “It seems clear to me that this potential for disruption involves some form of cost, which is evidently not to be borne by the Crown or government, but ought to carry some weight in balancing the utility of the proposed information matching programmes.”
  

2.15 “Unless one were to take the view that much of the amount collected in by this system would otherwise never have been collected at all (and I have seen no claim to this effect), it is difficult to be certain that the cost of setting up and operating the proposed system will be recouped from the collections attributable to it.”

2.16 “For the results of the programme to be characterised as “savings” one must consider both sides of the ledger. Simply showing that money is brought into Government coffers, or that unwarranted payments out of Government coffers are avoided, is not sufficient. That money must be set against costs expended in operating the programme. Obviously, if the costs exceeded the recovery then the match will not have produced “savings”.”

2.17 “Concerning the argument that established debt would be a more appropriate indicator of the success of the match, I would note that simply “establishing” an overpayment is the easy part, the issue is to get that money repaid by the debtor.”

2.18 “As to the claimed benefits of acting as a deterrent of fraud, and achieving “social equity”, these cannot be meaningfully assessed until one knows the scale of fraudulent activity which might be affected by the operation and publicising of this programme. An indication of scale could be obtained from a suitable pilot run.”

2.19 “They need not be quantifiable in monetary terms and indeed the benefits may even be achieved at some cost to the Government, as is the case here. The benefits need to be measurable. In seeking to assess the value of the match the quantifiable benefits must be demonstrated to be sufficiently significant to outweigh the monetary and other costs of operating the programme.”
  

3.
The third information matching guideline

Whether or not the use of an alternative means of achieving that objective would give either of the results referred to in paragraph (b) section 98 - section 98(c)

3.1
“Guideline (c) requires an examination of alternative means of achieving the objective to see whether the use of an alternative means will result in monetary savings that are both significant and quantifiable or in other comparable benefits to society.”

3.2
“Intrusions on privacy are often justified for apparently sound public policy objectives. However, it can often be the case that those objectives can be achieved in ways that are quite consistent with individual privacy. The task of complying with the information privacy principles will often involve examining options and alternatives. The information matching guidelines simply puts this aspect of the process on a more formal and open basis.”

3.3
“... the fact that a department has failed to examine what would appear to be a reasonable alternative means of achieving the objective consistently with privacy will itself be a matter for critical comment.”

3.4
“...I would expect in future [information matching privacy impact assessments] that the sponsoring department supply an adequate analysis of identified alternatives with supporting data.”

3.5
“...I would normally expect a department to expressly address under guideline (c) why the status quo, ‘do nothing’ or ‘do little’ option would fail to achieve the objectives in 
guideline (b).”

3.6
“I do not expect the Department to produce a full cost benefit analysis in respect of every conceivable alternative. Sometimes alternatives can be presented but ruled out for reasons which clearly show that they will be completely unsatisfactory. However, I believe that the information matching guideline requires analysis of reasonable options”
 

3.7
“The Department is so confident of the merits of its proposal that it feels able to suggest that there are no alternatives, which is patently not the case. The Department may have good reason to be confident about the merits of its proposal. However, I suggest that that confidence ought to have been manifested in a willingness to properly identify, describe and compare available alternatives in terms of quantifiable and significant monetary benefits. This is what the guideline anticipates”.
 

3.8
“I believe the assessment would have been enhanced by setting out the assumptions used in analysing alternatives to the proposal and explaining why projected savings compared unfavourably to this initiative.”

3.9 “It occurs to me that without using matching to identify potential applicants, it would be possible through a publicity campaign to bring entitlements to the attention of potentially eligible people…”

4.
The fourth information matching guideline

Whether or not the public interest in allowing the programme to proceed outweighs the public interest in adhering to the information privacy principles that the programme would otherwise contravene - section 98(d)

4.1
“There is an assumption that information matching will fall foul of normal fair information practices. Such an assumption is usually valid since matching involves disclosing and comparing sources of data which have been obtained for quite different purposes by different agencies.”

4.2
“Guideline (d) would seem to have two purposes in mind:

· careful examination of each proposal so as to identify whether a departure from an information privacy principle is so extreme as to be unwarranted ...; and

· that a conscious effort is made in relation to the 12 information privacy principles to see whether the programme departs from each at all, or to what degree, in order that departments will, of their own initiative, bring programmes more into keeping with the principles if possible.”

4.3
“It is necessary to identify particular relevant public interests which may, or may not, be the same interests underlying the objectives of the programme identified under guideline (a).”

4.4
“If I have any criticism of the department’s analysis of the principles, it is that its approach in all cases where a principle contains exceptions, has been to argue that the proposal falls within an exception. However, while the arguments for the application of the exceptions is strong for those records ultimately matched, it is inapplicable for the other records for which there is no match. Accordingly, I do not think the answer is found in the exceptions and ... the focus should be on the primary obligations, whether the principle can be adhered to, or whether any public interests justify departure in a particular case.”

4.5
The various activities involved in the information sharing arrangements share certain characteristics which might raise privacy concerns. They involve the disclosure of potentially sensitive personal information held by New Zealand agencies (MSD and IRD) which would, in the absence of authorising legislation, be prohibited by the Privacy Act.
 
4.6
Treating all of these activities as if they were authorised information matching programmes under Part 10 of the Privacy Act has the effect of applying a monitoring regime which is well-suited to addressing the concerns which would naturally arise.

4.7
Principle 2 


“It is often reasonably practicable for a government agency to demand directly from the individual concerned the necessary verification of particulars supplied.”

4.8 
Principle 3 


“The information which is to be verified has originally been collected from the individual concerned.  ... in relation to fair information practices it is essential to look at the whole process of the handling of information from the collection right through storage, use, disclosure, retention and ultimate destruction. In considering this information matching proposal it should be recalled that the Registrar collects some of the information that will be used in the information matching programme directly from the individual concerned. The Registrar is obliged to ensure that there is compliance with information privacy principle 3.”

4.9
“In future IMPIAs I would like departments to attach relevant forms where these are already in use.”

4.10
Principle 4


“[T]his principle has two aspects, fairness and intrusiveness. I accept that there is no issue in relation to the fairness given the programme will be established by legislation and the Privacy Act and information matching rules provide a series of safeguards which go towards fairness.”


“In some respects information matching can be a ‘clean’ technological process whereby human beings, who can use and abuse personal information, only tend to see the data where it has been identified of being of potential relevance (that is, when there has been a ‘hit’ or ‘match’ between the two sets of data).”

4.11
Principle 8


“[One] concern tends to focus on the group of matches which subsequently turn out either to have been wrongly matched (such as for two people with the same name). The concern about such ‘mismatches’ is that adverse action may be taken against the individuals wrongly, or if the individuals are called upon to justify their enrolment, they are put to significant trouble, distress and possibly humiliation. The more reliable the data is, and the more suited to its task, the less of a problem would be anticipated in that respect.”


“With respect to principle 8 the reliability of ... data to be matched is critical. In my view, it is only if the Departments concerned can be satisfied about the basic reliability of that data that the programme should go ahead. Over-reliance should not be placed on individuals replying to notices of adverse action to establish their eligibility. ...The matching process should not be seen as a process for cleansing substandard data.


“It seems to me quite inappropriate in principle to use information which has been obtained for one purpose, after it has been allowed to become inaccurate and out of date, for a different purpose, especially where it is to be put to the use of the state in the serious task of seeking to enforce ... penalties.”


“I am not convinced that there is a public interest in allowing highly inaccurate data to be released for the purposes of ... enforcement action.”

4.12
Principle 12

“An action would be a breach of principle 12(2) if one of the agencies involved in this match were to ‘assign’ a unique identifier to an individual that had already been assigned by the other agency. The term ‘assign’ is not defined but ‘unique identifier’ is. In my view, to be considered to have ‘assigned’ a unique identifier to an individual an agency would need to have taken some positive act to have brought that identifier into use in that agency to identify the individual in relation to that agency for the purposes of an operation of the agency.”

“The use of the tax file number in the arrangement raises privacy issues. I was concerned from the outset to ensure that this scheme not be structured in such a way that the tax file number would become routinely used in circumstances unconnected with the operation of the tax system.”

4.13
General comments
“It is inevitably the case that some of the examination of proposed information matching provisions will be speculative since the details of programmes are rarely finalised on matters of practical implementation at the time that a bill is before Parliament.... Accordingly, an assessment of compliance with the principles involves, to a certain degree, assessing whether the programme as planned is able to be operated in conformity with the privacy principles. The specified agencies will need to ensure the programme in practice does actually comply.”

5.0
The fifth information matching guideline

Whether or not the programme involves information matching on a scale that is excessive, having regard to the number of agencies that will be involved in the programme, and the amount of detail about an individual that will be matched under the programme - section 98(e)

5.1
“Factor (e) requires me to look at whether the scale of the matching programme is ‘excessive’. The guideline further requires me to have regard to the number of agencies that will be involved in the programme and the amount of detail that will be matched. However, I do not read guideline (e) as limiting me solely to having regard to the number of agencies and the amount of detail if there is some other factor involved in an information matching programme which suggests that its scale is excessive.”

5.2
“Clearly there can be no suggestion that the involvement of two agencies alone is, in any sense, ‘excessive’.”

5.3
“Unless a purpose is established it would seem generally undesirable for more information to be disclosed than is needed for the matching programme.”

5.4
“The guideline directs me to consider whether the programme involves information matching ‘on a scale that is excessive’ having regard to ‘the amount of detail about an individual that will be matched under the programme’ [emphasis added]. The word ‘matched’ is not defined and I think it makes most sense in this context for the term to mean something like ‘used or disclosed’ rather than simply ‘compared’. . . It would be quite inadequate for me to judge whether a programme is ‘excessive’ solely on the basis of the details being compared if, as a result of that match, huge quantities of data on individuals are to be disclosed to the matching department in relation to successful hits.”
 

5.5 “I do not see the inclusion of information relating to the date on which the address held ... was most recently changed as being ‘excessive’. This detail is not found in other similar information matching provisions. However, the disclosure may enhance the operation of the match and help ensure that the resultant data that is used is up to date by avoiding the problem of assuming that a different address is necessarily a more recent address.”

5.6 “The numbers of agencies involved in any single programme must not become so numerous as to be excessive. It is important that the information in question is circulated amongst a finite, and tightly controlled, small group.”
    

5.7 “Both agencies collect a significant amount of the same biographical, relationship and income information that in theory should be the same. This commonality of information reduces the privacy concern about MSD acquiring an unwarranted and intrusive view of its client's affairs as a result of this match.”

5.8 “…, it would be possible, I suggest, for the scale of a match to become excessive if its frequency were far greater than can reasonably be supported.”
  
6.0
The sixth information matching guideline

Whether or not the programme will comply with the information matching rules - section 98(f)

6.1
“Some of the detailed mechanics of an information matching programme will only be gone into once statutory authority has been obtained and the departments concerned can get down to issues of detailed practical implementation. However, not all the issues under the information matching rules are of that type. Furthermore, I am required under section 13(1)(f) of the Privacy Act to examine the matter in relation to those rules while the programme remains as ‘proposed legislation’. The guideline anticipates the matter being examined before the legislation is finally enacted.”

6.2
“In the previous programmes that I have examined the departments concerned have not been sufficiently advanced to have prepared an information matching agreement. I am pleased that the Department in this instance has done so as it is often through the process of getting to grips with the detailed implementation issues that other, more fundamental, problems can be uncovered.”

6.3
“In examining the proposal to see whether or not the programme will comply with the information matching rules I have therefore considered the statements made, and undertakings given, by the Department in the IMPIA. Detailed examination in the absence of the agreement and TSR [Technical Standards Report] is difficult in some cases... No doubt there may be further issues uncovered when the information matching agreement and TSR becomes available. There is a need to work through these sorts of issues both in the legislative assessment phase, on which I am presently engaged, and during the operational phase, which continues for as long as the match exists.”

6.4
“Compliance with the information matching rules remains of importance even in the absence of adverse action.”
  

6.5
Rule 1 - notice to individuals affected


“... some additional steps might usefully be taken during the year, and in subsequent years, reminding people of the data matching in an appropriate way. The deterrence aspect of the information matching programme can only be sustained if the relevant people are made aware of the programme.”

6.6
Rule 5 - safeguards for individuals affected by results of programmes


“Usually I would expect a department whose legislation has already been introduced into Parliament to be well advanced in its thinking in relation to how it proposes to comply with rule 5.”

� 	See the “Guidance note for departments contemplating seeking legislative provision for information matching - information matching privacy impact assessments”, updated from time to time, current issue dated 12 May 1997.


� 	Report of the Privacy Commissioner to the Minister of Justice in relation to the proposed information programme contained in the Electoral Reform Bill, 3 October 1995, paragraph 3.1.1. This report is hereafter referred to as the Justice/Immigration report.


� 	Justice/Immigration report, paragraph 3.1.1.


� 	Justice/Immigration report, paragraph 3.1.1.


� 	Justice/Immigration report, paragraph 3.1.6.


�	Report by the Privacy Commissioner to the Minister of Justice in relation to the proposed Information


      Matching Provision contained in Clause 116 of the Tax Reduction and Social Policy Bill, 28 April 1996,


      paragraph 2.5. This report is hereafter referred to as the NZES/NZISS report.


� 	Justice/Immigration report, paragraph 3.2.1.


� 	Justice/Immigration report, paragraph 3.2.3.


� 	Justice/Immigration report, paragraph 3.2.3.


� 	Justice/Immigration report, paragraphs 3.2.1 and 3.2.2.
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� 	A report of the Privacy Commissioner to the Minister of Justice in relation to the proposed information matching provision contained in clause 71 of the Tax Reduction and Social Policy Bill (the ACC/IRD match), 26 April 1996, paragraph 3.2.2. This report is hereafter referred to as the ACC/IRD report.


� 	ACC/IRD report, paragraph 3.2.3.


�  NZES/NZISS report, paragraph 3.2.3.


�  Courts/IRD report, paragraph 3.2.2 and footnote 9.


�  Courts/IRD report, paragraph 3.2.2.


�  Courts/IRD report, paragraph 3.2.4.


�  Courts/IRD report, paragraph 3.2.9.


� Report by the Privacy Commissioner to the Minister of Justice in relation to the Courts and Criminal Matters Bill concerning two proposed information matching programmes to identify fines defaulters crossing the border, and a change to an existing programme between the Department for Courts and IRD. November 2003. Paragraph 1.3. Hereafter referred to as the Courts and Criminal Matters Bill: Information Matching Programmes.


� Courts and Criminal Matters Bill: Information Matching Programmes. Paragraph 2.12


� Courts and Criminal Matters Bill: Information Matching Programmes. Appendix A(b).


� Report by the Privacy Commissioner to the Minister of Justice pursuant to section 106 of the Privacy Act 1993 in relation to a review of the operation of the following information matching provisions: Penal Institutions Act 1954, section 36F;	Tax Administration Act 1994, section 82; Tax Administration Act 1994, section 83; Immigration Act 1987, section 141A. May 2002. Paragraph 2.3.2. Hereafter referred to as the S.106 Review, May 2002. 


� S.106 Review, May 2002. Paragraph 3.2.2
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� 	Courts/IRD report, paragraph 3.3.5.
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� Report by the Privacy Commissioner to the Minister of Justice and the Minister of Social Development and Employment pursuant to section 19(2A) of the Social Welfare (Transitional Provisions) Act 1990 in relation to mutual assistance provisions in the revised reciprocity agreement on social security between New Zealand and the Netherlands. Paragraph 3.4. This report is hereafter referred to as the Exchange of social security information with the Netherlands report.
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� Report of the Privacy Commissioner to the Minister of Justice on an examination of a clause 327 of the Accident Insurance Bill to establish an information matching programme to identify uninsured employers, 23 November 1998, paragraph 3.4.2-3. Hereafter referred to as the IRD/ACC Regulator report.
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�  Courts/IRD report, paragraph 3.5.6.


�  Report by the Privacy Commissioner to the Minister of Justice in relation to the Social Welfare (Transitional Provisions) Amendment Bill. April 11, 2000. Paragraph 3.5.3	


� Report by the Privacy Commissioner to the Social Services Committee in relation to an information matching programme proposed to be authorised by new section 68 of the Housing Restructuring and Tenancy Matters Act 1992. April 2006. Appendix E.


� S.106 Review, May 2002. Paragraph 2.3.5


� 	Justice/Immigration report, paragraph 3.6.1.
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