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Disclaimer 
This fact sheet provides only general information about the law and does not constitute legal advice. Anyone unsure about their legal obligations should seek advice from a solicitor or law centre.

A.
OVERVIEW
The Privacy (Cross-border Information) Amendment Act 2010, which commenced on 8 September 2010, inserted a new Part 11A (Transfer of Personal Information outside New Zealand) into the Privacy Act 1993.
The objective of Part 11A is to empower the Privacy Commissioner in exceptional cases to prohibit the onward transfer of personal information received from overseas. The power to prohibit transfers is intended to meet the expectations of NZ’s trading partners whose own laws limit cross-border transfers and can address the risks to individuals arising from transfer to third countries. 
Part 11A enables the Privacy Commissioner to prohibit a transfer of personal information from NZ to another State if the Commissioner is satisfied that: 

· the personal information has been received from another State and will be transferred to a third State where it will not be subject to a law providing comparable safeguards to the Privacy Act; and 

· the transfer would be likely to breach the basic principles of national application set out in the OECD Guidelines. 

The Part sets out certain matters that the Commissioner must consider in exercising the discretion to prohibit a transfer.  The Commissioner must consider the risks to individuals, the desirability of facilitating the free flow of information across borders and available international guidance as well as a number of other matters.

The Part sets out certain legal machinery to give effect to a prohibition.  The process summarised in figure 1 involves: 

· the Commissioner serves a transfer prohibition notice (TPN) on an agency;

· that notice takes effect at a certain time unless an appeal is lodged;
· a TPN can be varied or cancelled; 

· a TPN can be enforced by criminal prosecution for breach.  
Figure 1: Simplified TPN Process 
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	Breach of TPN subject to prosecution in District Court


B.
OPC APPROACH TO USE OF NEW POWERS
The Office of the Privacy Commissioner (OPC) intends to approach the exercise of its new legal powers as follows. 
OPC will act in a proportionate manner
The international approach to privacy law has twin objectives of protecting privacy and facilitating trans-border flows of data.  Part 11A brings these objectives into sharp relief.  OPC will not shy away from exercising the powers in appropriate cases.  However, the prohibition of a cross-border transfer is not a step to be taken lightly.  OPC will seek to take a proportionate approach taking into account other available options.   In crafting TPNs OPC will seek to ensure that the scope is not overly broad.  OPC will keep TPNs that have been issued under review so that, if warranted, they will be modified and, if no longer needed, revoked. 

Preventing harm to individuals
OPC will be particularly minded to act where there are risks to individuals or a likelihood of misuse of information. 

Cooperation with overseas privacy enforcement authorities  
While OPC is equipped and willing to act on its own initiative, it anticipates that matters will sometimes be drawn to its attention by overseas privacy enforcement authorities.  OPC will give special attention to requests from overseas privacy enforcement authorities in cases where a TPN might be an appropriate response.  

Transparency 
OPC expects to make a public announcement at the appropriate time in relation to every TPN in effect.  Consideration will be given on a case by case basis as to whether the announcement should be at the time that the notice is served or at a later time when a TPN is in effect.  It is expected that TPNs will normally be posted on the OPC website. 
C.
SECTION BY SECTION COMMENTARY 
This part of the guide briefly discusses the following sections in Part 11A: 
· 114A – Interpretation;

· 114B – Prohibition on transfer of personal information outside New Zealand; 

· 114C – Commissioner’s power to obtain information;

· 114D – Transfer prohibition notice;

· 114E – Commissioner may vary or cancel notice;

· 114F – Offence in relation to transfer prohibition notice; 

· 114G – Appeals against transfer prohibition notice;

· 114H – Application of Human Rights Act 1993.

Part 11A does not stand in isolation from the rest of the Act.  Amongst other provisions, the following sections interrelate with Part 11A: 

· section 2: Interpretation – which contains key definitions applicable throughout the Act; 

· section 10: Application of principles to information held overseas – which provides that the Privacy Act continues to directly apply where a NZ agency holds information that has been transferred out of NZ by that agency or another agency; 
· Schedule 5A: Basic principles of national application set out in Part 2 of OECD Guidelines – our own information privacy principles are derived from the eight OECD principles. 

Particular regard should be had to section 10.  If a NZ agency continues to hold the information once it has been transferred out of New Zealand there will be continued application of information privacy principles 5, 8, 9, 10 and 11.  

Section 114A: Interpretation 

This section defines terms used only in Part 11A.  Definitions in section 2 of the Act of course also apply (e.g. ‘agency’). 

The OECD Guidelines are defined.  These are the same guidelines referred to in the Long Title to the Act.  The basic principles of national application are set out in a new Schedule 5A. 

The definition of ‘State’ includes not only countries but also parts of countries.  Examples include states in Australia, provinces in Canada, or Hong Kong which is a special administrative region of China.  It is not uncommon in federal countries for privacy laws to apply at State rather than national level.  


Transfer prohibition notice is abbreviated in this note to TPN.

Section 114B: Prohibition on transfer of personal information outside New Zealand 
This section provides that the Privacy Commissioner may prohibit a transfer of personal information from NZ to another State if satisfied that: 

· the personal information has been received from an overseas State and will be transferred to  a third State where it will not be subject to a law providing comparable safeguards to the Privacy Act; and 

· the transfer would be likely to lead to a contravention of the basic principles of national application set out in the OECD Guidelines. 

The table below at F shows legal regimes that might be thought likely to offer comparable safeguards to the Privacy Act.
Before exercising the discretion to prohibit a transfer, the Commissioner must consider: 

· the matters set out in section 14 of the Privacy Act; 

· whether or not the proposed transfer of personal information affects, or would be likely to affect, any individual; 
· the desirability of facilitating the free flow of information between NZ and other States; and 

· any existing or developing international guidelines relevant to trans-border data flows (including the OECD Guidelines and the EU Data Protection Directive). 
The Commissioner’s power to prohibit a transfer, as set out in section 114B, may be conveniently simplified as a series of questions as set out in figure 2. 
Figure 2: Decision tree
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Section 114C: Commissioner’s power to obtain information 
When determining whether to prohibit a transfer, the Commissioner can use the investigative powers in Part 9 of the Privacy Act in the same way as if the Commissioner were conducting an inquiry under section 13(1)(m).    

Once a TPN is issued, OPC has the normal powers associated with inquiries under section 13(1)(m) if it needs to inquire into possible non-compliance with the notice etc. 
Section 114D: Transfer prohibition notice 

Section 114D authorises the Commissioner to prohibit a transfer of personal information by serving a Transfer Prohibition Notice (TPN) on the agency proposing to transfer that personal information.

In some circumstances, OPC may explore suitable terms of a proposed notice with the agency concerned (e.g. in relation to a complaint that has been thoroughly investigated with assurances against repetition being offered by the agency).  In other cases that may not be feasible or appropriate where, for instance, it is a matter of serious public risk and urgency.  There is process to vary the notice under section 114E if need be.  

There is no prescribed form although the section sets out the matters that the notice must include.  The section also specifies time periods for appeals and sets out when a TPN takes effect.  

Normally when an appeal is lodged a TPN does not take effect until the appeal is determined or withdrawn. However, in special circumstances the Commissioner can provide for the TPN to come into effect as a matter of urgency notwithstanding the lodging of an appeal. 

Section 114E: Commissioner may vary or cancel notice 
Section 114E provides that the Commissioner may vary or cancel any part of a TPN on the Commissioner’s own initiative or on an application by the agency on which the notice is served.  A variation or cancellation might be contemplated if it was no longer necessary that the notice be complied with in order to avoid a contravention of the basic principles of privacy and data protection.  

Section 114F: Offence in relation to transfer prohibition notice 
It is an offence carrying a maximum $10,000 fine to fail without reasonable excuse to comply with a TPN.  

Section 114G: Appeals against transfer prohibition notices 
An agency on whom a TPN is served may appeal to the Human Rights Review Tribunal.  The section sets out the relevant machinery including: 
· what may be appealed against;

· the deadline for filing appeals;

· the powers of the Tribunal. 

Such appeals are governed not only by section 114G itself but also by certain provisions of the Human Rights Act referred to in section 114H. 
Section 114H: Application of the Human Rights Act 1993

Section 87 and Part 4 of the Human Rights Act apply to appeals with all necessary modifications.
D.
OTHER RESOURCES 
This basic list of resources is hyperlinked to some useful documentation.  
OECD Guidelines 

EU Directive, list of EU States, binding corporate rules, guidance to assessing adequacy 
Council of Europe Convention No. 108, list of ratifications 
APEC Privacy Framework 

SSC Government Use of Off-shore ICT Service Providers: Advice on Risk Management 

E.
LAWS THAT MAY OFFER COMPARABLE SAFEGUARDS 

This table is designed to assist as a starting point in identifying whether a third state has a law providing comparable safeguards to the Privacy Act.  While the circumstances of any particular case might need to be assessed on its own merits, it might generally be assumed that a national law that meets the requirements of one of the principal international instruments on privacy will provide comparable safeguards to the Privacy Act.  
The table also mentions associated schemes established under the international instruments which, although not being privacy laws of a State, may nonetheless provide comparable safeguards because they have been recognised as meeting the requirements of those instruments (such as the US Safe Harbor) backed up by contract law or trade practices law.  The EU also recognises the laws of third countries that have been assessed to meet the requirements of the EU Directive.  A law of a third country that has been found to be adequate for the EU will provide safeguards comparable to the Privacy Act. 

	International instruments
	National laws
under those international instruments
	Other arrangements
under those international instruments

	OECD Guidelines (1980)


	National laws 
	

	EU Directive (1995)  


	1. EU States 

2. EFTA States 

3. Third countries having adequate data protection 
	1. US-EU Safe Harbor 

2. Binding corporate rules 

3. Model contracts
4. Other arrangements formally recognised 

	Council of Europe Convention No.108 (1981)


	National laws 
	

	UN Guidelines (1990)


	National laws 
	

	APEC Privacy Framework (2005) 


	Economy laws 
	Cross-border privacy rules (not yet in effect)


This guidance material is designed to provide some assistance with queries raised by the Privacy Act. It is not legal advice. If you require more specific information about the Act, please contact this office or seek legal advice. We welcome comments on this fact sheet.

Issued by the Privacy Commissioner, PO Box 10-094, Wellington 6143, September 2010
Freephone:  0800 803 909
Email:  enquiries@privacy.org.nz
Internet:  www.privacy.org.nz
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