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If you’re a business person thinking about using
the cloud, read on...

Shifting to the cloud can make good business sense, but there’s a lot to weigh up. One
question that often worries businesses is whether their client and staff information will be

safe if they switch to cloud services.

We’ve developed a privacy checklist to help you to answer that question. The checklist and
its supporting material set out the most important privacy queries you should think about,

and ask your cloud provider about.

Why does it matter? Because whether personal information is held on your own computers,
in a shared datacentre in New Zealand, or offshore, you’ve got legal obligations to protect
it. Also, your clients trust you to get it right — and loss of trust is loss of business. So it's

worth spending some time to think things through.

Let us know if these resources are helpful, or if there is any other information that you need

about managing privacy in the cloud.

Contact us:

enquiries@privacy.org.nz or 0800 803 909

http://www.facebook.com/PrivacyNZ and follow us on Twitter (@NZPrivacy).



mailto:enquiries@privacy.org.nz
http://www.facebook.com/PrivacyNZ
https://twitter.com/nzprivacy

Cloud computing checklist for small business

1. Figure out which cloud services will work for you and what
your current risk level is
Cloud computing comes in many shapes and forms. Know what you need, so you can

evaluate your options.

Different cloud services carry different risks and responsibilities. Think of what risks you
currently have with handling personal information. Will using the cloud increase or
decrease those risks? The cloud will not always be a riskier option — if you have
personal information on a poorly secured server sitting in the back room of your office, it

might be safer stored with a trustworthy cloud provider.

2. Know what information you’ll be sending to the cloud
Work out what information you’ll be putting into the cloud, so you know what to focus

on and what you can relax about.

If none of the information is personal information, then privacy isn’t an issue.

If some of it is personal information, could it harm your clients if the information was
lost, deleted, stolen or misused? The more harm it could cause, the more care you

have to take to check it’s protected.

3. Recognise that the responsibility is ultimately yours
All cloud services involve trusting someone else with your clients’ personal information
to some extent. Your cloud provider might have some responsibility for handling the
information safely — check the contract. But if you’re putting client information in the

cloud, you’re still responsible for it. The buck stops with you. Period.

4. Security - lock it down
Make sure the information is protected both while it travels and when it’s at the
provider’'s end. Encrypting your data is the easiest and most reliable way of doing this.
If it’s encrypted, it’s unlikely to get misused, or to cause harm if it gets hacked or lost.

So encrypting the information takes a bit of pressure off you.

5. Check out your provider
Do an internet search on the cloud provider you’re thinking of using — along with words
like “breach” and “privacy”. If the provider has had problems in the past, it might show
up. Check how well they dealt with things. Are they regularly and independently
audited?
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New Zealand-based providers may be signed up to the Institute of IT Professionals
(IITP) CloudCode, which requires them to provide information on a set list of important

issues.

Know exactly what you’re signing up for
You may not have much clout when it comes to negotiating contract terms, but you

probably have a choice of providers — compare the protections they’re able to offer.

Be clear about what the contract says. You don’t want things to fall through the cracks.
For instance, make sure you know what will happen if the provider goes under, or is
bought out. Where will your information go? What if there’s a data breach — will you get
told?

Be as up front with your clients as you can
Wherever you can, tell the people concerned what you’re doing with their personal
information. Also, work out how you would respond to a customer’s request to see

information about themselves.

Location - where will the information be?

If possible, work out where your information is going and what privacy laws apply.

Not all providers will tell you where their data centres are. But at least make sure that
they tell you how they deal with government requests, whether they demand a search
warrant before giving access to information on their servers, and your rights to be
notified if they pass the information on to somebody else. Also find out who you would

complain to if something goes wrong.

Use and disclosure — who sees the information and what will it be used for
Make sure you know if your cloud provider will be passing the information to a third
party. It’s very common for cloud providers to contract out key parts of their services.
The protections for the information should be equally strong whoever is providing the

service. What come-back do you have if the third party contractor stuffs up?

Who will be able to see or use the information? Make sure you know what the provider

will be doing with the information (if anything).

Ability to exit, and deleting information
Can you get the information out, in a form that you can use, if you decide to switch

providers? Will the provider delete the information or will they try to keep it?



What do we mean by cloud computing?

If you’re sending personal information outside your business to overseas servers or if

you’re storing it with a third party within New Zealand, this guidance is relevant to you.

Cloud computing comes in many different forms. It can involve storing your information
with another company. It can involve a full replacement for desktop software, or just some

space on a server.

What matters in terms of privacy is what is happening to the information — where it goes,

where it’s stored, who can see it and who can use it.

Formal definitions of cloud computing tend to be technically complex. The reason for this is

that there are numerous computing solutions that can bear the name “Cloud”.

In practice, you might not care whether you’re using something that’s technically “the
cloud” or not. The services are just part of your business. But if you are after a formal
definition, the National Institute of Science and Technology in the US has one that is
broadly accepted by most cloud providers. That’s available here: (NIST link). The IITP
CloudCode also provides a simplified version of the NIST definition designed to be more

easily understandable by a non-technical audience (IITP link).


http://csrc.nist.gov/publications/nistpubs/800-145/SP800-145.pdf
http://www.nzcloudcode.org.nz/wp-content/uploads/2012/05/NZCloudCode.pdf

What is “personal information”?

The Privacy Act covers “personal information”. If you’re using personal information in your

business, whether in the cloud or not, you need to comply with the Privacy Act.

Personal information is any piece of information that relates to a living, identifiable
KXPDQ EHLQJ 3HRSOHYV QDPHV FRQWDFW GHWDLA(
DQ\WWKLQJ WKDW \RX FDQ ORRN DW DQG VD\ 3WKLV L

Even if their name doesn’t appear, it could be personal information. The question is
whether there’s a reasonable chance that someone could be identified from the
information. Also, it does not need to be “secret” or “sensitive” — it just needs to be about

them.

Information about your business practices or policies, your trade secrets, and aggregated

statistical information that cannot identify individual people _



