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CREDIT REPORTING PRIVACY CODE FACT SHEET 4
Credit reporting “freeze”: What you need to know

The Credit Reporting Privacy Code gives you the right to request that a credit reporter suppress, or freeze, your credit information if you believe you are at risk of identity fraud. This fact sheet explains credit freezing (referred to as “suppression”) and sets out the process.

What is identity fraud?

Identity fraud involves obtaining goods or services – such as credit – through use of a false identity. Sometimes a criminal will take over a real person’s identity to commit the fraud, perhaps assisted by having tricked the innocent person to reveal their personal information or by stealing or copying their identity documents. 
In such cases, the innocent person whose identity has been taken over by the criminal becomes a victim of the identity fraud and can face a number of problems as a result. For instance, it may not at first be apparent to the company that has provided the goods and services that a crime has been committed and the company may demand that the innocent victim pay for the goods or services – and may call in the debt collectors when payment is not forthcoming. The bad actions of the criminal may tarnish the reputation of the innocent person, for example by resulting in defaults being loaded in credit reporting systems against the identity used in the fraud.
Even where fraud is established and companies try to sort things out, problems can sometimes persist and affect victims. This is because aspects of the fraud may continue to be recorded in systems against the real identity used in the transaction.  Getting these problems sorted out can in some cases be a long and stressful process. Suppression is designed to assist, in certain circumstances, to prevent further fraud and get things sorted out.

What is suppression?

Case study: Rangi has his credit report suppressed
After the loss of his wallet and thefts from his letterbox, Rangi became aware from an approach by a debt collector that someone had opened store credit in his name. Although this was eventually sorted out Rangi feared that the fraudster would try the same trick again.  As a victim of identity fraud, Rangi approached several credit reporters and had his credit report suppressed.

Suppression allows you to contact credit reporters and ask them to suppress the credit information they hold about you. Once the credit information is suppressed, the credit reporter must not share this with any new credit providers. This should make it more difficult for a fraudster to obtain new credit in your name, as credit providers will usually not grant new credit where they are unable to do a credit check on someone. 
! We’ve also published a fact sheet – Things to consider when deciding whether to request a credit reporter to freeze your credit report – which explains when suppression is likely to help you. You can find this fact sheet at www.privacy.org.nz or click here.
What can credit reporters do with credit information when it’s suppressed?
Your credit report contains information about your credit accounts, like your credit cards, home loans or mobile phone credit accounts. Credit reporters keep this information updated to ensure that any credit checks you authorise give an up to date picture of your creditworthiness. 

Suppression prevents the credit reporter from giving new credit providers access to your credit information. In other words, when your credit information has been suppressed, no one will be able to do a normal credit check on you for the grant of new credit. 

However, suppression does not stop the credit reporter from updating information it holds on the credit accounts you had before you asked for the suppression. The credit reporter needs to be able to keep updating that information so it’s complete and accurate for the benefit of credit providers that have already lent to you and in case you want to apply for further credit during a period of suppression (see below for information on how to make a release request). 

This means that during the suppression your existing credit providers can continue to share information about your repayments, or any defaults, on existing accounts with the credit reporters. Before they do this though, the credit reporter must be reasonably satisfied that these current accounts have not been affected by the fraud. 

The process in a nutshell
The code lays out a careful process for obtaining suppression. There are several steps (which are explained in more detail later):

1. A rapid initial request provides an automatic two week (10 working day) suppression.

2. An extension request can be lodged for longer term suppression (a minimum of 12 months). 

3. Sometimes, you may need the suppression to be lifted so that you can seek new credit. In those cases, you must make a release request. 

4. When you are no longer at risk, you can make a cancellation request to permanently lift the suppression.

! A credit reporter cannot charge you to make any of these requests. 

! There is more than one credit reporter in New Zealand, so make sure you ask all of them to suppress the credit information they hold about you. 

Identity verification requirements – Are you really you?
The credit reporter must take reasonable precautions to verify your identity when it receives any of the requests listed above. After all, the fraudster could try to contact the credit reporter and stop you from protecting yourself. 

Initially, the credit reporter needs to ask you to provide some proof that you are who you say you are, like a passport or driver licence. Once it has this proof, it must give you a password or Personal Identification Number (“PIN”). You then need to use this password or PIN when you want to make further requests about your suppression. 

! Credit reporters can charge you to provide a replacement password or PIN, so make sure you look after it and keep it confidential. 

The initial request – 2 weeks, no questions asked
Your first request to a credit reporter to have your credit information suppressed is called an “initial request”. The credit reporter must suppress your credit information for 10 working days from the day that it receives the request. It cannot refuse, except where you have failed to satisfy them that you are who you claim to be. 
! A “working day” is Monday to Friday and does not include statutory holidays or the summer break – 25 December to 15 January.

If you have made an initial request before, the credit reporter is permitted to treat your new request as an extension request. The process for an extension request is set out below. 

The extension request – Are you still at risk?
If, as the time approaches for the initial suppression to end, you believe you are still at risk of fraud, you can ask the credit reporter to extend the suppression. At this point, you may be asked to provide some proof that you are at risk, like a police report or a letter from your bank or insurer. If the credit reporter decides to extend the suppression, then it must do so for at least 12 months. The credit reporter can refuse in certain circumstances, explained below.
What the credit reporter must do

If you make an extension request, the credit reporter must continue to suppress your credit information until it makes its decision.  The credit reporter must also notify your current credit providers that you have made an extension request. This step helps the credit reporter to verify that the accounts it currently has listed are legitimate and not affected by fraud.
If the credit reporter extends the suppression…

If the credit reporter decides to extend the suppression, it may do so for a fixed period of at least 12 months or for an indefinite period. The credit reporter must tell you this as soon as it can and tell you:

1. which current credit accounts it has listed in your name (these are likely to continue to be updated);

2. the process for making a release or cancellation request; and

3. the process for making further extension requests.

If the credit reporter refuses to extend the suppression…
! The credit reporter can refuse to extend the suppression if it has good reason to believe that you have not been, or are not likely to be, a victim of fraud. The credit reporter can also refuse if it has good reason to believe that you have not made the request in good faith. 

If the credit reporter refuses to extend the suppression, it must tell you this as soon as it can and tell you:

1. the reason for the refusal; and

2. how to complain about the refusal (there are more details on complaints below).

The release request – “Hang on, I need a home loan!”
Case study: Emma seeks new credit

Emma was a victim of identity fraud - store credit was fraudulently opened in her name. She had her credit reports suppressed. Emma also had two credit cards and a mortgage that were unaffected by fraud. Her regular payments to these accounts were updated with the credit reporters. Six months later she wanted to open a credit account with a mobile telephone company. She arranged with the credit reporter to release her records to the company for this purpose. Her credit report was up to date with her regular payments to her other three credit accounts, helping to show she was a good credit risk.

While your credit information is suppressed, you may still need to apply for credit. To do this, you will need to ask the credit reporter to release your credit information to a nominated credit provider or for a set period of time. This will mean that the credit provider you approach for credit will be able to do a credit check on you. You will need to provide the credit reporter with your PIN to make this request, so make sure you keep it safe.
The credit reporter will have allowed your existing credit providers to update records about your current credit accounts, so the credit report released should be up to date. 

The credit reporter might refuse a release request if it does not think the request is legitimate. Remember, the credit reporter has to make sure that a fraudster is not asking for the suppression to be lifted so that they can obtain new credit in your name. This is why it is important to use your PIN.
! It might be a good idea to ask the credit reporter early on what their processing time is for a release request. You can then factor this in to your timing with the credit provider you want to obtain credit from. 

The cancellation request – When the risk has passed
At any time you can ask the credit reporter to permanently cancel the suppression.  
The credit reporter will need to be satisfied that it is a genuine request. Again, providing the credit reporter with your PIN will help to satisfy it that the request is genuine. 
Termination – the credit reporter can end the suppression if you provided false information
The credit reporter can end the suppression at any time if it has good reason to believe that you obtained the suppression by giving it false information. This is called “misrepresentation”. If the credit reporter decides to end the suppression, it must tell you this as soon as it can. You can complain about this decision. 
Want more detail? The credit reporters have to give it…

The code requires credit reporters to make their processes and requirements clear on their websites, so this is a good place to go before making a request. Credit reporters must give you guidance on the sort of evidence they might require, their criteria for deciding on an extension request and the likely processing times for requests. 
Need to complain about any part of the process?

If you believe a credit reporter has made the wrong decision on any of your suppression requests, you should first approach that credit reporter directly. Each credit reporter must have its own complaints procedure, and a person who specialises in helping to resolve complaints. If your complaint is not resolved, you may complain to the Privacy Commissioner, who has powers to investigate the matter.

Regularly check your credit report! 

Finally, remember, one of the best ways to protect yourself against identity fraud is to check your credit report regularly to make sure there are no unusual defaults or missed repayments that do not relate to you. You have the right to request a copy of your credit report from credit reporters free of charge (though the credit reporter can charge for an urgent request) and to dispute information on it. 
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This guidance material is designed to provide some assistance with queries about credit freezing. It is not legal advice. If you require information about when to seek a credit freeze, see Credit Reporting Privacy Code Fact Sheet 3: Things to consider when deciding whether to request a credit reporter to ‘freeze’ your credit report. If you require more information about ID fraud you may wish to contact a lawyer for advice. 
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