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Rethinking privacy safeguards for emerging technologies and research in genomics
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Do you think you will truly be able to maintain your anonymity in the face of emerging research and technologies that can extract your genomic information from your blood, saliva or hair?

Anonymisation, in the sense of irreversible de-identification of personally identifying information, has been regarded as giving maximum protection for the privacy of research participants by preventing them from being re-identified. However, anonymisation in genomic research might not be sufficient or in keeping with participants’ interests or wishes, and indeed might not be truly achievable in the near future.

Advances in genomic technologies with sequencing individual genomes, recent findings from health research involving genome-wide association studies (GWAS), and changing societal and ethical expectations, are triggering a rethink about privacy safeguards. Overseas debate is surfacing about the need to re-contact participants to allow reporting back of research results or incidental findings to individual participants, or to enable participants the option to withdraw from future unspecified research.

Last year, the co-discoverer of the double helix structure of the DNA, Jim Watson, received data that encompass his personal genome. His was the first full genome to be sequenced (ie six billion bases) using new technology in less than two months, for about US$1 million. The race is escalating for bringing the costs down considerably, with the ‘$1000 genome’ being the touted goal and prompting hopes for sequencing individual genomes as part of routine care in the future.

In about one week after that, the UK Wellcome Trust Case Control Consortium (WTCCC) released findings of their £9 million study of the genetic basis of seven common diseases. This genome-wide association study (GWAS) examined DNA samples from 17,000 people in the Great Britain, involved over 50 UK research groups, and reportedly was undertaken over a period of two years by 200 scientists analysing almost 10 billion pieces of genetic information. 

“We are now able to effectively scan most of the common variation in the human genome to look for variants associated with diseases,” said a researcher with the WTCCC. The significance of such research can be stated in the following way. While previous kinds of studies were like fishing with a rod and line, GWAS have been likened to trawling the sea with huge nets.

These two separate but related announcements reveal the growing ability to sequence individual genomes more rapidly and cheaply, and to scan for variants associated with common diseases. Together, they point to the increasing possibility of developing tests for genetic susceptibility to common diseases and raise the prospect for genetic screening. It would not be fanciful to say that, as part of health care, the impending future holds out the likely ability to sequence, scan and screen individual genomes.

The fast changing developments raise many issues that influence societal and ethical expectations about ongoing and future genomic research. Re-contacting participants about research or incidental findings, or enabling participants the option to withdraw from future unspecified studies, would preclude the use of anonymisation techniques. If latest trends hint at the speed and cost of sequencing genomes that will be realised soon, it is conceivable that the anonymisation of an individual’s genome – in itself a unique identifier – might no longer be truly achievable. Suggestions for new or additional privacy safeguards will be offered for discussion in anticipation of the legal, ethical and policy dilemmas that are looming.
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