[image: image1.jpg]INTERNAL AFFAIRS ,’





KEYNOTE SPEECH
Data Safety Workshop: Preventing and managing privacy breaches
Privacy Awareness Week 2013, Privacy Commissioner workshop

Colin MacDonald, Government Chief Information Officer and Chief Executive Department of Internal Affairs
1 May 2013
Thank you for the opportunity to be here today.
I want to help set the scene for today’s conversations by talking about the importance of maintaining public trust in government services, the expectations Ministers and the public have for the services we provide, and why we need to have good governance and controls to ensure security and privacy.

When you look at what government does, information management is the corner stone of most of our activities. The information we manage takes many forms and varies greatly in its sensitivity and how we classify it for security purposes. It ranges from classifications like ‘Secret’, where its release could damage national interests in a serious manner, or ‘In-confidence’, where its release would adversely affect an individual’s privacy, to open data, which contains no personal information and is not sensitive.

The consequences of mishandling this information vary, but good information management should be fundamental to everything we do. It’s about managing information in the right way, and the same principles should apply right across all types of information.

Robust information management practices involve good security, sound processes and a culture that reinforces why it is important to manage information in the right way. When you have all of them in place, you will protect the privacy of our customers and citizens.

Privacy issues have gained real urgency in recent months, which is why we are all here. It will continue to be a big part of my role as Government Chief Information Officer, and the recent privacy breaches have also taken a lot of Marie’s and her team’s time too.
There are significant challenges in protecting personal data in the digital age. Information security in the paper age was relatively straight-forward — we could use padlocks and other physical security tools. Information security is more complex in the digital age, and can increase the scale of potential privacy breaches from an individual to an entire database.
And while there is little tolerance in our society for people who physically break into a filing cabinet, we seem more sanguine about unauthorised access through a website.

Occasionally you will see people ask whether privacy is an outdated concept. Much of what we do in society involves us sharing personal information. As more of us have taken to the online life for shopping, socialising and dealing with the government, we have chosen to share our personal information to more people and organisations than we did in the old offline world.

Our concepts of privacy are a social construct and they change over time. There is no doubt they have changed over the generations, and the boundary between our public and private lives has moved quite considerably. We can already see a generational shift with younger people more readily sharing personal information on social media sites — although we are also seeing young adults frantically trying to erase aspects of their digital footprint when they start looking for a job.
Choice is a crucial factor in the sharing of personal information. Some sharing is not negotiable — the information required by the state in the census, your tax return or your birth record — but the rest you generally share by choice because there is some benefit to you.

The main issue is one of public trust and confidence. As government agencies, we must be able to be trusted to keep people’s private information private. However, the risk of a privacy breach is always with us.

Privacy and security are a bit like workplace health and safety. As long as we have no accidents where someone gets hurt, we can pat ourselves on the back and say we have a safe workplace. But is that a matter of good management or good luck? How many near misses were there? Do we know? If you want to know where the balance between good luck and good management lies, have a look at an organisation’s response to an accident or privacy breach. If the organisation brings in a bunch of new rules in response to the problem it’s just had, you can assume they’ve decided they need more management.

Trust is a fragile thing. It’s hard to earn, easy to lose, and very hard to regain when you’ve let someone down.

The assurance of privacy that meets individuals’ expectations and concerns is essential to innovation in government and commerce. Our licence to operate in efficient and effective ways could be withdrawn if we do not satisfy those concerns.
People have a right to their privacy and they have a right to expect that the government keeps private the personal information we hold about them. In light of the recent breaches, we need to restore the public’s confidence that they can trust us with their personal information.
The Government has set a series of results it expects the public service to deliver. If we are going to reduce long-term welfare dependency, support vulnerable children, boost skills and employment, reduce crime and improve interaction with government, we are going to have to use and share personal information.

The Prime Minister has made it clear that the Government’s expectations have not shifted in response to the recent breaches. The targets and the programme for digital services are the same. The only response they expect from us is to get better at managing privacy and security.
Integral to the development of new services that deliver the results the Government wants is that services are digital by design, so that all new services are offered digitally by default.
Fundamental to this transformation is that privacy and security must be built in from the start. Increasing digital services must not mean increasing privacy breaches.

People expect to be in control of their information, yet also expect to be able to tell government something once — as in changing address — and have that information filter across the system. However, information sharing brings with it a range of risks and must be done in a privacy-protected way.
We need to ensure an appropriate balance between privacy, efficiency and access to services and information. Critical to this is ensuring clear and deliberate choices and that decisions are being taken at the right level when striking this balance.

Good governance is essential if we are to improve privacy and security of our services and systems. Recent breaches have shown that there are gaps in security policies and procedures in agencies and they need to improve. We need to put in place management and governance that will create the confidence that agencies, the public and the Government need in digital services.

This approach has three components — controls, oversight and assurance. Our reliance on our people to always get it right isn’t enough — we must support them with sound processes and robust assurance. We have to acknowledge that human error is a common cause of privacy breaches. Anyone can make a mistake and systems often make it possible for people to do so. A culture of privacy and security means people identify and prevent mistakes before they happen. We need to reduce the likelihood of a mistake through training, awareness and by supporting staff with good processes. Privacy and security is everyone’s responsibility.

Information security and privacy risks are not IT issues. They must be treated as business issues. Senior executive teams need to be involved and understand the security and privacy risks as part of their wider risk management frameworks. This should be a regular part of their discussions.

The owners of business systems need to be accountable for ensuring they are secure when they are built, and for remaining secure. They can’t pass all the responsibility off to the security experts in IT. As owners, they are accountable for ensuring security is kept up to date.

This could be a significant culture change for some organisations. However, all agencies need to make sure they meet the highest standards and can provide assurance they are doing so.
As part of the response to the recent breaches, the State Services Commissioner recently put together the Information Privacy and Security Reference Group. I’ve been asked to chair this group and I’ll be working with colleagues across the state sector to ensure our security and privacy policies and practices meet citizens’ expectations and stay ahead of the changes we will be making as we put more services online.

In closing, I would like to encourage you all to be open in your discussions today about the challenges of striking the balance — providing excellent costumer services in a privacy-protected way. If the old adage that we learn more from our mistakes than our successes is true, it should be a very informative session.

Thank you.
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