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Dear Minister 

FOUR MONTHLY REPORT OF THE PRIVACY COMMISSIONER FOR THE PERIOD 
1 MARCH 2016 TO 30 JUNE 2016 

Highlights 

During the reporting period we have continued our mission of "making privacy easy" and 
improving our service by assisting in the development of information sharing initiatives, 
promoting understanding of the rights and obligations in the Privacy Act with online tools, 
awareness campaigns, media activities and regional visits. 

Some of our other notable accomplishments during the reporting period include: 
• A successful Privacy Week in May, with a number of well attended public events and 

good levels of media coverage. 
• Lowering our complaints file load aged over 6 months to 8.7% of work in progress while 

receiving very high results on external reviews of quality. 
• Participating in the OECD Ministerial Meeting on the Digital Economy. 
• Launching the new online access tool, AboutMe. 
• Launching new online interactive FAQs - Knowledge Base. 
• Appearing as an intervenor in Supreme Court proceedings R v GJA SC12/2016. 

Complaints and investigations 

In the year to date, we received 7,786 enquiries from the public, broadly in line with 
projected workloads. Use of our online complaints form has increased steadily. As at the end 
of this reporting period, 37% of complaints received were submitted online. We received 148 
data breach notifications in the twelve months to 30 June, 25% of which were received in the 
last quarter. 

In the year to 30 June we received 970 complaints. This is 20% higher than expected 
volumes and reflects an upwards trend in the number of complaints received by the Office. 
Despite this, the quality and timeliness of our complaints investigations has improved, with 
94% of complaint files externally reviewed receiving 3.5 out of 5 or better (our target is 85%) 
and only 8.7% of cases older than 6 months. Both results are improvements on 2015/2016 
results. We continued in our efforts to progress complaints efficiently and with a focus on 
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resolution. At the end of the year, our settlement rate was 49% (which equated to a total of 
461 complaints settled), well above our KPI of 35%. 

Policy 

We provided advice to government and private sector agencies on a diverse range of policy 
initiatives and privacy issues over the reporting period. Providing support to government 
agencies on initiatives that involve information sharing was one of our highest priorities. For 
example, we provided support and advice on: 

• an approved information sharing agreement being developed by the Ministry of 
Social Development to support the delivery of the Youth Services programme; 

• an approved information sharing agreement for the Gangs Intelligence Centre; 
• the privacy impact assessment being developed by the Social Investment Unit; 
• joint training with Child Youth and Family Services for agencies participating in the 

Integrated Safety Response pilot, a multi agency team-based approach to incidents 
of family violence; and 

• the information sharing summit for public protection agencies organised by the 
Department of Corrections. 

Examples of other areas on which we provided advice include: 

• the review of intelligence and security legislation; 
• the Statistics Legislation Review; 
• New Zealand Customs Service powers to search electronic devices at the border; 
• proposals from the Ministry of Transport regarding a new regulatory system for the 

small passenger services sector; 
. a proposal announced by the Revenue Minister to enable Inland Revenue to provide 

tax debt information to Credit Reporters to help inform business lending decisions; 
• the independent inquiry into foreign trust disclosure rules, regarding improving 

disclosure of information and information sharing between government agencies; 
• implementation of the New Zealand Business Number system by the Ministry of 

Business, Innovation, and Employment, including information sharing with Inland 
Revenue; 

• operational arrangements between Immigration New Zealand and the Australian 
Department of Border Protection to implement advance notice of criminal removals 
and deportations between the two countries; and 

• a review of access to Births, Deaths, Marriages and Relationships Register 
information being carried out by the Department of Internal Affairs. 

Projects that have been completed or progressed during the reporting period include: 
. the development, in collaboration with the Inspector General of Intelligence and 

Security, of an international oversight network; and 
• the provision of reports to you, as required under section 106 of the Privacy Act, on 

reviews of a number of information matching provisions. 

We made submissions to Select Committees on the following Bills or other matters: 

• the Substance Addiction (Compulsory Assessment and Treatment) Bill and 
• the New Zealand Horticulture Export Authority Amendment Bill. 
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We also participated in the annual Global Privacy Enforcement Network (GPEN) Privacy 
Sweep for 2016. The theme for the 2016 Privacy Sweep was the Internet of Things (with a 
focus on accountability). Results will be publicised next quarter. 

Our KPIs are on-track for the financial year. 

Legal 

We sought and were granted leave to appear as an intervenor in the Supreme Court 
proceeding R v GJA 5C12/2016, a pre-trial criminal appeal. Leave was sought and granted 
on the issue on appeal that involved the relevance of the Privacy Act in respect of the Police 
gathering evidence - in this case whether the electricity consumption records were 
improperly obtained for the purposes of the admissibility rule in s 30 of the Evidence Act 
2006. We appeared in person to provide impartial submissions on whether the Privacy Act 
should be relevant to the question of admissibility and, if so, how. The matter was heard on 
16 June 2016 and the Chief Justice noted the Court was grateful for the Commissioner's 
contribution. 

We also appeared (as of right) in the Human Rights Review Tribunal proceeding Taylor v 
Chief Executive of Department of Corrections HRRT025/15 that concerns withholding of 
employee's names. We provided submissions on the law without directly addressing the 
merits. 

Our major focus continues to be contributing to various law reform initiatives. In particular 
work continues on the Privacy Bill, supporting the Ministry of Justice and Parliamentary 
Counsel Office. This has included a workshop on drafting modernisation issues and 
contributing to briefings on the reform. In addition we have been involved in other legislative 
initiatives including the information sharing and Privacy Act aspects of the intelligence and 
security agencies reform and various information sharing proposals among public protection 
agencies, such as the proposed Criminal Activity (Public Protection Agency Information 
Sharing) Bill. 

We are working with the Ombudsman Office to develop a standardised process for both the 
transfer of complaints and the mandatory consultations required between our offices. 

Education and communications 

The focus of the reporting period was Privacy Week during May. One highlight of the week 
was New Zealand's first 'Right to Know Day' and the launch of the AboutMe online access 
tool. The tool enables users to submit an access request for personal information to any 
public or private sector agency. In the course of developing the AboutMe, the Office 
engaged widely with core government agencies and corporates (many of which are included 
in a curated list). 

During the Privacy Week we ran popular Privacy Forums in Wellington and Auckland, public 
seminars on technology, and released a range of new resources through the week, including 
public opinion survey results, case notes, and art works produced through the community art 
project. 
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We are continuing an active programme of engagement with regional centres 
(Tauranga/Rotorua, Whangarei and Gisborne during the period) and a full programme of 
outreach and public presentations. 

At the end of the reporting period we launched Knowledge Base — an interactive online FAQ 
bank, which will enable the public to have ready access to legally robust advice and 
guidance on privacy and data protection questions. Developing Knowledge Base has been a 
significant piece of work for the wider office during the reporting period. We will continue to 
develop the resource over coming months as we add further content and refine the answers 
in response to user engagement and interest. We anticipate that this new resource may, 
over time, transform the incoming workstream for our enquiries team. It is an efficient and 
readily accessible resource that enables full integration of other online forms, materials and 
guides. 

International 

The Privacy Commissioner is the Chair of the Executive Committee to the International 
Conference of Data Protection and Privacy Commissioners (ICDPPC) and the Office 
continues to provide the ICDPPC Secretariat. In this capacity, the Office has been involved 
in preparing for the annual meeting in Marrakesh late in 2016 and in selecting a host for 
2017. I chaired Executive Committee meetings in March and May. 

In May, the Office hosted a visit by the United Nations Special Rapporteur on the Right to 
Privacy. The costs were shared with the Australian Information Commissioner who hosted a 
visit the following week. In addition to this being a drawcard for this year's Privacy Week 
activities, the invitation also fulfilled my responsibilities as ICDPPC Chair in relation to the 
International Conference's Resolution on Cooperation with the UN Special Rapporteur on 
the Right to Privacy. 

In June I participated in the OECD Ministerial Meeting on the Digital Economy. I gave a 
presentation at the panel on managing security and privacy risk and also addressed the 
stakeholder forum organised by the Business and Industry Advisory Committee (BIAC) to 
the OECD. 

In June, we prepared a supplementary report to the European Commission as part of 
ongoing monitoring of the adequacy of NZ law for the purposes of maintaining New 
Zealand's recognised status under the EU Data Protection Directive. 

Corporate Services 

The year-end financial position is a higher than expected deficit of $358,000. The figure may 
reduce in the audited accounts due to some late accruals. The deficit has a number of 
drivers which are not out-year drivers. The table below identifies some of these areas of 
variance. 
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Account Variance Analysis of major contributors to deficit 

Personnel costs $257 

($176) 

• Four 	new 	positions 	established 	to 	meet 	work 
demands and maintain service levels. Three of these 
positions were for fixed term contracts with only one 
extending post year end, for a further six months 

• Savings were made in this area due to higher than 
expected staff turnover ($110,000) leaving vacancies 
for short periods resulting in an effective variance of 
$176,000 for the year end deficit 

Contract services $170 • Additional 	contracted 	services 	were 	required 	to 
maintain service levels impacted by staff turnover 
($83,000) 

• Development and delivery of Better Public Services 
initiatives ($87,000) 

It should be noted that the higher than budgeted surplus from last year is being used to meet 
the operating deficit and there is no financial risk in the balance sheet to the Office. The 
matter has been well anticipated in previous reports and in discussions with the auditors. 
Though reducing significantly, it will be an ongoing issue as we progress through our work 
programme over this and the following financial year as my Office undertakes a number of 
initiatives which, due to timing of the law reform process, were deferred from last year. 

Yours sincerely 

John Edwards 
Privacy Commissioner 

End: 	Appendix A: 	Financials for period ending 30 June 2016 
Appendix B: 	Performance against Statements of Service Performance - Year to Date 
Appendix C: 	Trend Analysis 
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Appendix A: Financials for period ending 30 June 2016 

Statement of Comprehensive Income 
For the 12 Months to 30 June 2016 

Prey. Year 
YTD 

Actual 
$000 

June 2016 
YTD 

Actual 
$000 

Jun 2016 
YTD 

Budget 
$000 

Year-End 
SPE 

Forecast 
$000 

YTD 
Var 
$000 

YTD 
Var 

cyo 
Revenue 

5,170 Revenue from Crown 4,970 4,970 - 4,970 
274 Other Income 262 261 1 0.4 261 
68 Interest 48 55 (7) (12.7) 55 

5,512 Total revenue 5,280 5,286 (6) (0.1) 5,286 

Expenditure 
109 Marketing 92 120 (28) (23) 120 
28 Audit Fees 29 29 29 

144 Depreciation 171 192 (21) (10.9) 192 
383 Rental 400 438 (38) (8.7) 438 

1,042 Operating 	1 1,142 919 223 24.3 919 
3,165 Staff Costs 	1 3,804 3,552 252 7.1 3,552 
4,871 Total expenditure 5,638 5,250 388 7.4 5,250 

641 Net surplus / (deficit) (358) 36 	(394) (1,094) 	36 

Statement of Financial Position 
As at 30 June 2016 

Jun 2016 
	

Jun 2016 
	

Year-End 

	

Actual 	Budget 

	

$000 	 $000 

YTD 
Var 

$000 

SPE 
Forecast 

$000 

885 	840 45 840 
42 	42 - 42 
22 	11 11 11 
58 	12 46 12 

1,007 	905 102 905 

228 	169 59 169 
213 	180 33 180 
441 	349 92 349 

566 	556 10 556 

419 	720 720 
126 
545 	720 (175) 720 

72 72 
1,039 	1,276 (237) 1,276 

1,397 	1,240 157 1,240 
(358) 	36 (394) 36 
1,039 	1,276 (237) 1,276 

ASSETS 

Current Assets 
Cash & Cash Equivalent 
Debtors and Other Receivables 
Inventory 
Prepayments 

Total Current Assets 

Current Liabilities 
Creditors and other payables 
Employee Entitlements 

Total Current Liabilities 

Working Capital 

Non-Current Assets 
Property, Plant and Equipment 
Intangible Assets 

Total Non-Current Assets 

Non-current Liabilities 
Net Assets 

Public Equity 
Opening Balance 
Accumulated Surplus 

Total Public Equity 



Statement of Cash Flows 
As at 30 June 2016 

Jun 2016 

Actual 
$000 

Jun 2016 

Budget 
$000 

Year-End 
SPE 

Forecast 
$000 

Cash Flows from Operating Activities 
Cash was Provided from: 
Government Grant 4,970 4,970 4,970 
Other Income 264 278 278 
Interest 48 55 55 

5,282 5,303 5,303 
Cash was Applied to: 
Payments to Suppliers 1,710 1,492 1,492 
Payments to Employees 3,729 3,534 3,534 
Payments of GST (10) 105 105 

5,429 5,131 5,131 
Net Cash Flow applied to 
Operating Activities (147) 172 172 

Cash Flows from Investment Activities 
Cash was applied to 
Purchase of Fixed Assets 	2 20 240 240 
Net Cash flows applied to Investing 
Activities 20 240 240 

Cash was Provided from: 
Sale of Fixed Assets 

Net Cash Flow from Investment 
Activities 20 240 240 

Net Increase/(Decrease) in Cash Held (167) (68) (68) 
Cash brought forward 1,052 908 908 
Closing cash carried forward 885 840 840 

Cash made up of: 
Cash on hand 
National Bank - Cheque 485 40 40 
National Bank - Deposit 400 800 800 

885 840 840 

Notes: 
1 	A re-allocation has been made to the prior year comparatives for both staff costs and operating costs to 

ensure they are comparable with the current year actuals and budget. The difference is due to a change 
in the way contract services, recruitment and staff development are allocated. These are now included 
within the budget for operating costs and not staff costs. The total expenditure reported at June 2015 
has remained unchanged. 

2 	Lease incentive received from the Wellington office landlord which has been applied as a negative fixed 
asset purchase. This was initially included in the October 4 monthly accounts and carries through to 
these accounts. The impact is that purchases of fixed assets appear smaller than they actually are for 
the year. 
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80% 

Achieved 

Not achieved 
Currently 45% have 

increased their 
understanding in the 

Health 101, Privacy 101 
and PIA modules. 

A further 24% scored 
100% in the tests both 

before and after 
completion of the 

course. 

Achieved 

Appendix B: Performance against Statements of Service Performance - Year to Date 

Output 1 - Guidance, education and awareness 

Measure 

Guidance, education and awareness: Quantity 

Number of people completing education modules on the 
new on-line system 

Presentations at conferences / seminars 

Public enquiries received and answered 

Media enquiries received and answered 

Achieved 
As at 30 June 

  

Expectation 
As at 30 

June (as per 
SPE) 

 

       

Significantly achieved 
2,414 people have 

completed the Health 
101, Privacy 101 and 

PIA on-line modules to 
date. (Completion has 

been assessed as those 
who have completed the 

post course quiz.) 

  

2,500 

 

 

There have been a total 
of 8,797 registrations for 

these 3 modules. 

In addition, there have 
been 111 registrations 
for the AISA modules. 

   

       

 

96 

  

45 

 

       

 

7,786 

  

7,000 

       

 

218 

  

250 

 

Guidance, education and awareness: Quality 

Evaluations following on-line training indicate increased 
understanding by the participant in 80% of evaluations. 

Website contains up-to-date copies of all privacy codes and 
commentary, all formal statutory reports of the Privacy 
Commissioner, all current published guidance from the 
Privacy Commissioner, and additional resources to support 
compliance with the Act. 

The office engages with a wide range of stakeholders both 
nationally and internationally. 

 

Achieved. The Office 	Achieved 
runs a programme of 

regional outreach visits; 
is readily accessible to 

media; is active on 
social media; runs a 

well-used public enquiry 
line and online help; 

leads and engages in a 
number of international 
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Measure 

Expectation 
As at 30 

June (as per 
SPE) 

Achieved The "ease of use" of the website is assessed and 
improvements considered as a result of comments received. 

Achieved 
As at 30 June 

privacy organisations 
and forums. 

Achieved. 
During the year, an 

external entity 
conducted user 

experience (UX) testing 
of the website for ease 
of use and navigation. 
Recommendations are 
being considered and 

actioned as appropriate. 

 

Guidance, education and awareness: Timeliness 

    

Respond to all enquiries within 1 working day. 

 

96% 

 

100% 

      

 

Guidance materials are produced within agreed timelines as 
set out in the work plan. 

 

Achieved 

 

Achieved 

Output 2 - Policy and Research 

Measure 

Policy and Research: Quantity 

New policy files opened during the year 

Identifiable progress in international efforts in which we are 
actively engaged to work towards a more sustainable 
platform for cross border co-operation. 

Cross-border enforcement laws and practices in place 

Policy and Research: Quality 

Achieved 
As at 30 June 

Expectation 
As at 30 June 
(as per SPE) 

Achieved - 232 
(This includes both 

external agency 
initiatives (208) as well 
as Office initiatives (24 

files)) 

80 

Achieved 
During the year, the 

Office, as Secretariat to 
the ICDPPC, launched 

the Global Cross Border 
Cooperation 

Arrangement. 

Achieved 

Work has progressed on 
law reform in this area. 

Achieved 

Survey of recipients of policy advice indicate that at least 
80% are satisfied with the service they received from the 
Privacy Commissioner. 

 

To be measured through 
annual survey — results 

due next month. 

  

80% 

       

Our participation in the law reform process is valued by the 
Ministry of Justice. 

 

To be measured through 
annual survey — results 

due next month 

 

Achieved 

 

An external review of a sample of advice provided on policy 	The external audit is still 
	

85% 
files rates 85% as 3.5 out of 5 or better on the quality of 

	
taking place. Results due 

analysis, focus on important issues, clear communications 	next month. 
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Measure 

 

Achieved 
As at 30 June 

 

Expectation 
As at 30 June 
(as per SPE) 

    

and good working relationships. 

To be measured through 
annual survey — results 

due next month 

To be measured through 
annual survey — results 

due next month 

100% 

90% 

90% 

100% 

Achieved 
As at 30 June 

56 

1 

Expectation 
As at 30 June 
(as per SPE) 

55 

5 

Not achieved 
	

100% 
There were two 

information matching 
reports due during the 
year under s106. The 
first met all statutory 

requirements, including 
timelines. The second 

met all statutory 
requirements except 

timeliness. It was 
completed by the end of 

the financial year, but 
not within the 5 year 

period required by the 
Act. 

S105 reporting will be 
included within the 

Annual Report. 

100% 

 

100% 

To be measured through 
annual survey — results 

due next month 

 

80% 

Policy and Research: Timeliness 

Advice on proposals provided within agreed timeframes. 

Requests for input into the law reform is made available 
within agreed tinneframes. 

% of reports provided in a timely manner to the Select 
Committee as per Act/Cabinet Manual. 

Output 3— Information sharing/matching 

Measure 

Information sharing/matching: Quantity 

Information matching programmes monitored 

New information sharing or matching programmes 
assessed 

Better Public Services: Quality 

All statutory obligations (including timelines) to report on 
information matching met 

All information matching programmes that are assessed to 
be non-compliant are discussed with the relevant agencies 
and recommendations made where necessary. 

Recipients' satisfaction with the service they received from 
the Office is rated as "satisfactory" or better in 80% of 
responses to a survey of recipients receiving information 
matching/sharing advice in the period. 

Provide advice and training to key stakeholders regarding 
	

To be measured through 	Achieved 
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To be measured through 	100% 
annual survey — results 

due next month 

Better Public Services: Timeliness 

Requests for advice on information sharing agreements are 
made available within agreed timelines. 

Output 4 - Compliance 

Measure 

Compliance: Quantity 

Number of complaints received 

Achieved 
As at 30 June 

Expectation 
As at 30 June 
(as per SPE) 

Achieved - 970 
	

800 

Expectation 
As at 30 June 
(as per SPE) 

Measure Achieved 
As at 30 June 

information sharing to provide an understanding across the 	annual survey — results 
Public sector of how information can be shared to achieve 

	
due next month 

results and minimise risks, including the use of technology. 

10% Increasing use of the on-line system for registering of 
complaints (to be measured as a % of total complaints 
received). 

Compliance: Quality 

Complainants' and respondents' satisfaction with the 
complaints handling process rated as "satisfactory" or 
better in 80% of responses to a survey of complaints 
received and closed in the preceding period. 

Of the complaints processed, an increasing % are closed 
by settlement between the parties 

Amendments to codes of practice meet all statutory 
requirements 

An external review of a sample of complaints investigations 
rates 85% as 3.5 out of 5 or better on the legal analysis, 
correctness of the legal conclusions, soundness of the 
investigative procedure and timeliness of response 

Compliance: Timeliness 

% of files greater than 6 months old at the year end 

Review of the operation of Credit Reporting Code 
substantially progressed. 

Achieved - 37% 

The Office has 
undertaken a project 

during the year to 
improve survey 

processes. As at the 
date of this report, 

results are only 
available for 6 months of 

the year. 
Full year results are due 

next month. 

Achieved - 49% 

100% 

Achieved - 94% 
(Based on external 

reviews covering the 9 
months to March 2016. 
Final quarterly review to 
be undertaken over the 

next month). 

Achieved - 8.7% 

Not achieved 
This is currently still in 

80% 

35% 

100% 

85% 

10% 

Achieved 
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Expectation 
As at 30 June 
(as per SPE) 

Measure Achieved 
As at 30 June 

progress with the public 
phase due to commence 

shortly after the year- 
end. 
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SP OTLIGHT 
REPORTING 

OFFICE OF THE PRIVACY COMMISSIONER 
APPENDIX C - TREND ANALYSIS - JUNE 2016 

Prepared 18 July 2016 
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OFFICE OF THE PRIVACY COMMISSIONER - APPENDIX C - TREND ANALYSIS - JUNE 2016 	 NON - FINANCIAL KPIS - INVESTIGATIONS AND ENQUIRIES 

Complaints received 
	

% complaints greater than 6 mths old 
	

Closure through settlement 

120 Number • Complaints received 2015 II Complaints received 2016 	20 % • % complaints files • Target 	125 Numbed% • Closed by settlement 111 % closed by settlement 
Total complaints closed 

JUL AUG SEP OCT NOV DEC JAN FEB MAR APR MAY JUN 
	

JUL AUG SEP OCT NOV DEC JAN FEB MAR APR MAY JUN 	 JUL AUG SEP OCT NOV DEC JAN FEB MAR APR MAY JUN 

To provide a comparison with the level of complaints received year on 	To show the % of complaints work in progress greater than 6 months old 	To show the number and % of files closed through settlement between the 
year. 	 against target and the previous year. 	 parties. 

Media Enquiries received 

30 Number 
	 • Media enquiries received 

24 

18 

0 
JUL AUG SEP OCT NOV DEC JAN FEB MAR APR MAY JUN 

To show the number of media enquiries by month. 

40 	

50 

025 

The figures above have been compiled from information provided to us. The compilation of figures has not involved the verification of the information. 	 Page 2 of 3 
This report and the contents herein are the property of Office of the Privacy Commissioner and cannot be used or copied without express permission. 
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POLICY, COMMUNICATIONS AND BREACHES OFFICE OF THE PRIVACY COMMISSIONER - APPENDIX C - TREND ANALYSIS - JUNE 2016 

Policy files opened 

  

Numbers of users of the on-line modules 

    

     

     

     

45 Numbers of files a  Files created 2015/16 • Files created 2014/15 10 Numbers of users (000) • Privacy 101 • Health 101 L. AISA 

36 

27 

18 1 	 

  

 

 

 

     

JUL AUG SEP OCT NOV DEC JAN FEB MAR APR MAY JUN 

To identify the number of files opened in the month compared to the prior year. 

JUL AUG SEP OCT NOV DEC JAN FEB MAR APR MAY JUN 

To identify the numbers of users to date for each if the on-line modules. Note that these are cumulative figures to 
date and not the numbers per month. 

Visits to the website 	 Breach notifications 

25 Numbers of visits (000) • Total number of visitors • Number of unique visitors 15 Number of files • Public • Private 

   

JUL AUG SEP OCT NOV DEC JAN FEB MAR APR MAY JUN 	 JUL AUG SEP OCT NOV DEC JAN FEB MAR APR MAY JUN 

To show the number of visitors to the website on a monthly basis over the past 12 months. 	 This shows the trend in breach notifications relating to public and private entities. 

The figures above have been compiled from information provided to u.s. The compilation of figures has not involved the verification of the information. 
This report and the contents herein are the property of Office of the Privacy Commissioner and cannot be used or copied without express permission. 
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