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This report deals with the privacy law aspects of the New Zealand Post Lifestyle Survey (“the survey”), focusing in particular on awareness, fairness, intrusiveness, transparency, purpose, authorisation, and harm.

Principle 1: Purpose of collection of personal information

Principle 1 provides that where an agency collects personal information, the purpose for its collection must be lawful, it must be connected with a function or activity of the agency, and it must be necessary for that purpose. In short, the collection of personal information must be (reasonably) necessary for the purpose for which it is collected, and that purpose must always be relevant to a function or activity of the agency.

The most significant issue raised by the survey in relation to principle 1 is its inherent undermining of the aim of the principle. Principle 1 is a fundamental principle within the scheme of the information privacy principles in s 6 of the Privacy Act because it establishes the basic framework upon which many of the other principles depend for their operation. This is because principle 1 requires that personal information must be collected for a purpose, which then in turn determines, inter alia, to what uses it can be put, and to whom it can be disclosed. The concept of “purpose” is a key concept in connection with the application of the information privacy principles.

The concept of “purpose” and its role in the scheme of the Privacy Act

The emphasis on the concept of purpose in relation to the collection of personal information was originally made in response to concerns raised by the indiscriminate collection of personal data. Principle 1 implements part of para 7 of the OECD Guidelines, the “Collection Limitation Principle”, which provides that “There should be limits to the collection of personal data”.

The OECD Expert Group was particularly concerned about personal data “which, because of the manner in which they are to be processed, their nature, the context in which they are to be used or other circumstances, are regarded as specially sensitive”: Appendix to the OECD Guidelines: Explanatory Memorandum (Paris, 1980), para 50. Accordingly, the OECD Expert Group grappled with how limits might be imposed on the collection of such data. It noted that:

… it is both possible and desirable to enumerate types or categories of data which are per se sensitive and the collection of which should be restricted or even prohibited. There are precedents in European legislation to this effect (race, religious beliefs, criminal records, for instance). On the other hand, it may be held that no data are intrinsically ‘private’ or ‘sensitive’ but may become so in view of their context and use. This view is reflected, for example, in the privacy legislation of the United States (Ibid.).

In the end, the Expert Group was not able to define in advance which types of data might be regarded as “sensitive” in all contexts. Accordingly, it enunciated the principle that there ought to be limits on the collection of personal data. It explained that:

… this represents an affirmative recommendation to lawmakers to decide on limits which would put an end to the indiscriminate collection of personal data. The nature of the limits is not spelt out but it is understood that the limits may relate to:

• 
data quality aspects (ie, that it should be possible to derive information of sufficiently high quality from the data collected, that data should be collected in a proper information framework, etc);

• 
limits associated with the purpose of the processing of data (ie, that only certain categories of data ought to be collected and, possibly, that data collection should be restricted to the minimum necessary to fulfil the specified purpose) …. (Appendix to the OECD Guidelines: Explanatory Memorandum (Paris, 1980), para 51)

New Zealand privacy legislation has adopted the purpose-limitation approach, and principle 1 should be approached with that legislative aim in mind. This approach reflects New Zealand’s implementation of what has been called the “minimality” principle, which is a fundamental data protection principle. 

In New Zealand, as elsewhere, the minimality principle is non-derogable, that is, there are no exceptions to it, not even with the data subject’s authorisation. As with a few of the other information privacy principles, there is no provision for individuals to “contract out” of this principle, or to give their consent to release agencies from being bound by it. This indicates that the principle is of fundamental importance among the information privacy principles, and that it would be contrary to the policy of the legislation to admit of any exceptions to it. 

The minimality principle has been described as follows:

A … core principle of data protection laws is that the amount of personal data collected should be limited to what is necessary to achieve the purpose(s) for which the data are gathered and further processed. This principle is summed up here in terms of “minimality”, though it could also be summed up using a variety of other terms, such as “necessity”, “non-excessiveness”, “proportionality” or “frugality”. (Lee A Bygrave, Data Protection Law: Approaching its Rationale, Logic and Limits, Kluwer Law International, 2002, pp 60-61)

In principle 1 of New Zealand’s Privacy Act, the minimality principle is expressed as prohibiting the collection of personal information unless it “is collected for a lawful purpose connected with a function or activity of the agency”, and  “the collection of the information is necessary for that purpose.” To similar effect, the European Union Directive provides that personal data must not be “excessive in relation to the purposes for which they are collected” (article 6(1)(c); cf. article 5(c) of the Council of Europe Convention for the Protection of Individuals with Regard to Automatic Processing of Personal Data). Likewise, the APEC Privacy Framework provides that “The collection of personal information should be limited to information that is relevant to the purposes of collection” (clause 18). The official commentary to that clause states that 

This Principle limits collection of information by reference to the purposes for which it is collected. The collection of the information should be relevant to such purposes, and proportionality to the fulfilment of such purposes may be a factor in determining what is relevant.

The purpose of the survey’s information-collecting exercise

The ostensible purpose of the survey is reasonably clear, though the extent to which respondents are made aware of it is not entirely transparent. The survey form states that its purpose is to “[offer the householder] the chance … to … customise the messages you receive from organisations, and to make them more relevant.” The internet description of the survey, which is expressed from a business-to-business perspective, correspondingly states that the information collected through the survey “can enable your organization to drive marketing costs down and potentially increase marketing return, though specifically targeted marketing campaigns, and the ability to deliver relevant messages.” Accordingly, the purpose of the survey is to collect personal information from individuals that can then be on-sold to businesses for use in targeted marketing campaigns.

There are two related issues arising from this purpose for collecting personal information from individuals. One is whether the purpose of the survey (misleadingly expressed as it is) is sufficiently specific for the requirements of the Privacy Act, the other is whether it is a legitimate purpose at all under the Privacy Act. 

It is an open question how closely defined a “purpose” needs to be for the requirements of the Privacy Act. The European Union Directive on the processing of personal data requires that personal data must be “collected for specified” and “explicit” purposes (article 6(1)(b)), but the Privacy Act is silent on the level of detail required for describing purpose. 

Aside from the collection of personal information for the subsequent purpose of compiling a database that can then be used for direct marketing purposes by others, the specific purpose(s) for the collection of the personal information in the survey is not specified, nor can it be if the ultimate purpose(s) for the collection and the users of the information are as yet undetermined at the time of collection. Moreover, the survey collects information that may or may not even be used. The purposes here cannot be known until the information is processed and on-sold. Despite this, the survey attempts to collect a large amount of personal information, much of which could be classified “sensitive”, such as detailed personal financial information, information about children, birth dates, ethnicity, and marital status.

It is therefore doubtful whether, in terms of principle 1, the collection of the considerable amount of detailed and, in some instances, highly personal information could be described as “reasonably necessary” for the purpose since the actual purpose(s) has yet to be determined. Instead, the information is being collected on a “just in case it can be on-sold” basis, which is arguably inconsistent with the requirements of principle 1 and its role in establishing the whole framework in respect to the handling, use, and disclosure of personal information. 

The present position concerning the survey therefore raises a conceptual and policy issue as to how the Privacy Act should apply where the purpose is itself to collect as much personal information as possible, just in case it might be of some use, before any more specific purpose has been determined, in order that some or all of it may be on-sold to direct marketers, who will then use it for specific purposes that they subsequently determine. The issue here, therefore, is whether the collection of personal information itself can constitute a legitimate purpose in terms of principle 1. And if direct marketers can do it, what is to prevent the Police from doing it? What is to prevent a whole industry that just specializes in collecting information and compiling profiles from arising (as is presently the case)?

The background to and underlying policy of the Privacy Act, as discussed above, suggest that the collection of personal information itself cannot constitute a valid “purpose” under principle 1, because the concept of “purpose” is supposed to operate as a limitation on the collection of personal information, not as a justification for collecting personal information within the scheme of the Privacy Act. As Bygrave (above, p 341) notes, “Rules giving effect to [the minimality] principle will have an impact upon profiling practices by restricting the amount of personal data upon which profiles can be generated.” It would be perverse if the minimality principle were to be used to confer legitimacy on the collection of a large amount of personal information, some of it highly sensitive, where the specific uses and users are as yet unknown.

Therefore, under the New Zealand legislation, the collection of personal information for profiling cannot be done for open-ended purposes as is the case with the survey, but it must be done with an already-determined purpose. As the specific purpose(s) for the profiling (as well as the future users of the information) have yet to be determined as at the time of collecting the personal information, such profiling without any purpose other than the profiling itself would arguably breach principle 1. Because the information is being collected for an indiscriminate and yet-to-be determined direct marketing purpose at the time that it is being collected, its collection is likely to be impermissible under principle 1. 

Principle 2: Source of personal information

One aspect of the survey is the collection of personal information by proxy. A number of the questions in the survey ask for information about the householder’s partner, which the survey states may be provided for use by other agencies. The Guidance notes advise the householder completing the survey that “When you provide information about your partner or other members of your household please have them read the survey and get their permission to provide the answers on their behalf.”

In addition to information about partners, it should be noted that the survey also collects personal information about the householder’s children under age of 12 (month and year of birth, as well as gender).
Since New Zealand Post is not collecting this information directly from the individual concerned, one of the exceptions to principle 2 must apply, which means that New Zealand Post must believe, on reasonable grounds, that the exception applies (principle 2(2)). A number of exceptions to principle 2 could be relevant, but there are problems in their application. These are discussed below:

· The individual concerned authorises collection of the information from someone else (principle 2(2)(b)). New Zealand Post would have no “reasonable grounds” for believing that in each individual case, the householder’s partner has given his or her authorisation to the collection of personal information. Just because New Zealand Post advises householders to obtain authorisation from their partners does not mean that they actually will do so, assuming that they have even read the Guidance notes to the survey. Accordingly, New Zealand Post would have absolutely no grounds at all to believe that individuals have authorised the collection of their information by the householder. 

· Non-compliance would not prejudice the interests of the individual concerned (principle 2(2)(c)).  Again, New Zealand Post would have no grounds at all for believing that the interests of the householder’s partner would not be prejudiced by the indirect collection of personal information about the individual concerned. Given that the eventual use and the agency to whom the information may in due course be provided are unknown at this stage of the information handling process, there are no grounds to assume that any information that is provided will be innocuous.

· Compliance would prejudice the purposes of the collection (principle 2(2)(e)). Given that the purpose of the collection of information is for possible future use, there would be no prejudice to the purpose of the collection if principle 2 were complied with. If information is sought about the householder’s partner, a separate survey could be addressed directly to “The Householder’s Partner”, and the information collected directly from him or her. Compliance with principle 2 would not prejudice the purposes of the collection of information, it would only double the cost of collecting the information sought, which is quite a different thing. 

· Compliance is not reasonably practicable in the circumstances of the particular case (principle 2(2)(f)). Compliance with principle 2 would be reasonably practicable in the circumstances. There would be a cost to the compliance (see above in principle 2(2)(e)), but the cost of an information collecting exercise is not the same thing as “reasonable practicality”. 

· The information will not be used in a form in which the individual concerned is identified (principle 2(2)(g)(i)). While the survey form does not ask for identification of the householder’s partner, it does ask for identification of the householder. Given (again) that the precise direct marketing purposes to which the information will or may be used are unknown at the time of collection, New Zealand Post is not in a position to reasonably believe that the information will not be used in a form in which the householder’s partner is identified. The partner could be identified in any number of ways (“Mr”, “Mrs”, “Ms”), including by use of the expression “Mr and Mrs”, “The Smith Family”. 

The High Court in Sievwrights v Apostolakis (2008) 8 NZBLC 102,200 found that use of a last name on its own to denote a husband and wife can serve to identify one partner alone for the purposes of the Privacy Act.. In that case, a letter to a trustee about the insurance status of a building owned by a couple was found to constitute personal information about the wife (who brought the claim), even though only the couple’s last name (Apostolakis) was used in the subject heading of the letter to refer to the couple.
Accordingly, the survey is likely to have breached principle 2 by collecting personal information about partners from survey respondents, rather than directly from the partners themselves. 

This conclusion is strengthened by other considerations. Firstly, it would be consistent with para 7 of the OECD Guidelines, which provides that personal information needs to be collected with the authorisation or consent of the individual concerned. Paragraph 7, the Collection Limitation Principle, provides, inter alia, that “There should be limits to the collection of personal data and any such data should be obtained … where appropriate, with the knowledge of the data subject”. The Appendix to the OECD Guidelines: Explanatory Memorandum (Paris, 1980), para 52, relevantly elucidates para 7 as follows:

 … Paragraph 7 contains a reminder (“where appropriate”) that there are situations where for practical or policy reasons the data subject’s knowledge or consent cannot be considered necessary. Criminal investigation activities and the routine updating of mailing lists may be mentioned as examples. Finally, paragraph 7 does not exclude the possibility of a data subject being represented by another party, for instance in the case of minors, mentally disabled persons, etc.

It should be noted that instead of the relatively lax test suggested by “where appropriate” of the OECD guideline, principle 2 of the Privacy Act makes provision for tightly defined circumstances where compliance is not required. 

Secondly, s 9 of the Privacy Act made provision for the phasing in of the application of the Privacy Act to direct marketing activities. Section 9 allowed the continued disclosure of personal information collected before the Privacy Act came into force on 1 July 1993, until 1 July 1996, by which time direct marketers were expected to have updated their lists, having by then obtained the authorisation of the individuals concerned. As the Privacy Commissioner noted at para 2.17.1 of Necessary and Desirable: Privacy Act 1993 Review (1998):  

This provided a “breathing space” whereby direct marketers could, for example, contact individuals on such lists and inform them of their options, such as to remain on the list or to be removed, to begin the construction of brand new lists in conformity with the collection principles. 

Section 9 reinforces the importance placed by the Privacy Act upon individual authorisation, particularly in relation to the use of personal information by direct marketers. 

Principle 3: Collection of information from subject

Principle 3(1) provides that where an agency collects personal information directly from the individual concerned, it must take reasonable steps in the circumstances to ensure that the individual is aware of a number of matters:

· the fact that the information is being collected; 

· the purpose for which it is being collected; 

· its intended recipients; 

· the name and address of the agency that is collecting and holding the information; 

· if the collection of the information is authorised by law, which law authorises it and whether or not the supply of the information is voluntary or mandatory;

· the consequences of not providing the information; 

· and the rights of access to, and correction of, the information pursuant to Principles 6 and 7. 

The steps to make individuals aware of the above matters must be taken before personal information is collected, but if they are not, the steps must be taken “as soon as practicable after the information is collected” (principle 3(2)). 

The principle 3(2) exception is not applicable to the survey, since there is no indication that the required principle 3(1) information will be provided by New Zealand Post on its own volition subsequent to the initial collection of personal information. Moreover, in Boyle v Manurewa RSA Incorporated (Decision No 16/03, HRT 29/02, 12 June 2003), the Human Rights Review Tribunal held that an agency cannot rely upon principle 3(2) to retrospectively justify a new recipient of personal information. The Tribunal stated that “we regard it as wrong to suggest that an agency might be able to comply with Principle 3 by simply informing an individual after collecting personal information that the information is going to be used for a purpose that was not identified at the time of collection” (para 44). Authorisation for the change would be required.

The survey appears to breach principle 3(1) in two respects. 

Firstly, assuming that the purpose for which the information is being collected is even permissible under principle 1 (see discussion of principle 1, above), the notified purpose (principle 3(1)(b)) is expressed in overly general (again, see the discussion of principle 1, above), and vague and misleading terms (see discussion of principle 4, below). Indeed, there is some doubt as to whether individuals can in fact even be made aware of the purpose(s) for which the information is being collected when the whole exercise is presented as a competition, and the actual recipients and uses of the collected information are as yet unknown at the time of the collection. As the Tribunal observed in Boyle v Manurewa RSA Incorporated (above), “a fundamental restriction on what an agency can do with personal information is to be found in the identification of the purpose or purposes for which the information is to be obtained” (para 43). 

Even if the purpose for the collection of personal information could be simply described as “for use in future direct marketing activities”, this is not entirely clear from the survey form, which obfuscates the purpose. Accordingly, New Zealand Post is unlikely to be found to have taken “reasonable steps in the circumstances” to make individuals aware of the purpose for the collection of personal information. New Zealand Post has taken steps to entice respondents to complete the survey form, but not to make them aware of the matters required under principle 3(1).

Secondly, the intended recipients of the information (principle 3(1)(c)) are not specifically known at the time of the collection, and are referred to in the survey’s Guidance notes merely as “companies and other organisations from New Zealand and overseas”. 

Even if this general description were sufficient for the purposes of principle 3(1)(c) – the degree of specificity required to satisfy principle 3(1)(c) is not spelled out in the Privacy Act – principle 3(1)(d)(ii) goes on to explicitly require that individuals are informed of the name and address of the agency that will hold the information. This would, of course, be consistent with the ability of individuals to exercise their principle 6 and 7 rights to access to and correction of their personal information, about which individuals are also required to made aware (principle 3(1)(g)). However, New Zealand Post would be unaware of the agencies that will hold the personal information that it collects via the survey at the time that the survey is being administered.
There are a number of exceptions to the principle 3(1) notification requirements, several of which may be relevant to the present circumstances, but upon closer examination, it is doubtful whether they would apply. Non-compliance with principle 3(1) is permitted where the agency believes, on reasonable grounds, that: 

· Non-compliance is authorised by the individual concerned (principle 3(4)(a)). The problem with applying this ground is that there is nothing in the survey or the circumstances of its completion to suggest that a respondent is expressly or implicitly authorising departure from the requirement of notification in terms of principle 3(1). This is particularly the case when respondents are likely to be unaware of their principle 3(1) rights to notification in the first place. 

· Non-compliance would not prejudice the interests of the individual concerned (principle 3(4)(b)). The problem with applying this ground is that non-compliance could very much affect the interests of the individual concerned if they do not wish to receive junk mail, spam, and telemarketing phone calls, or if they do not wish to take the risk that their sensitive information may be disclosed to agencies they may not anticipate or wish to hold it (such as agencies that employ former partners). 

Moreover, application of this ground would involve the circularity of assuming that respondents would not be prejudiced by not being informed of matters of which they have a right to be informed and which might affect their willingness to participate in the survey. As the Tribunal observed in Boyle v Manurewa RSA Incorporated (above):

Principle 3 sets the standard which agencies that collect personal information must meet when they are collecting information directly from an individual. A significant purpose of setting that standard is to protect the autonomy of individuals who are asked to give personal information…. The obvious reason for these [principle 3(1) notification] obligations is to give the individual concerned some ability to make an informed choice about whether or not to provide the information. (para 42).

· Compliance is not reasonably practicable in the circumstances of the particular case (principle 3(4)(e)). The problem with applying this exception is that it refers to reasonable practicability “in the circumstances of the particular case.” Here, however, one is not dealing with a particular, one-off case, but systematic large-scale non-compliance. It is unlikely that the Privacy Act would have intended to excuse non-compliance to such an extent. 

Moreover, it would not seem to be impracticable to first determine what agencies will buy which information, and then collect from individuals only the amount reasonably necessary for those purposes (principle 1). New Zealand Post would then be in a position to make individuals aware of the information required under principle 3(1).

Principle 4: Manner of collection of personal information

Principle 4 provides that an agency may not collect personal information “By means that, in the circumstances of the case … (i) are unfair; or (ii) intrude to an unreasonable extent upon the personal affairs of the individual concerned.” 

Since principle 4 refers to the means of collection, rather than the level of detail of the information itself, only the “unfair means” ground is squarely relevant to an assessment of the survey in terms of principle 4 (unless the asking of an intrusive question can be construed as a “means” of collection, but then it could be argued that while the asking of a question is the “means” of collection, the actual information sought by the question is not).

Principle 4 is based in part on para 7 of the OECD Guidelines, the Collection Limitation Principle, which provides, inter alia, that data “should be obtained by … fair means and, where appropriate, with the knowledge of the data subject.” 

The Appendix to the OECD Guidelines: Explanatory Memorandum (Paris, 1980), para 52, elucidates that portion of the Collection Limitation Principle that deals with the manner of collection of personal information as follows:

The second part of Paragraph 7 (data collection methods) is directed against practices which involve, for instance, the use of hidden data registration devices such as tape recorders, or deceiving data subjects to make them supply information. The knowledge or consent of the data subject is as a rule essential, knowledge being the minimum requirement. On the other hand, consent cannot always be imposed, for practical reasons. In addition, Paragraph 7 contains a reminder (‘where appropriate’) that there are situations where for practical or policy reasons the data subject’s knowledge or consent cannot be considered necessary. Criminal investigation activities and the routine up-dating of mailing lists may be mentioned as examples.

Accordingly, the concept of fairness in Principle 4(b)(i) of the Privacy Act overlaps with the requirements of knowledge of, and consent to, the collection of personal information, which fall under Principles 2 and 3.

In Part 1 of this report, Linda Hollebeek highlighted a number of aspects of the survey’s collection of personal information that, alone or in combination with others, were unfair in terms of the MRSNMZ Code of Practice (2008) and other industry standards. In particular:

· The hard copy of the survey does not expressly disclose that the information obtained from the survey will be on-sold to businesses; this information must be deduced by implication, in combination with the online version that is ostensibly aimed at businesses. The survey was therefore not designed or administered in a forthright and transparent manner. 

· The survey form is misleading, as it conceals its true purpose, which is to compile a database for future targeted direct marketing activity. The survey disguises this purpose in part as a prize draw, and in part as a service to consumers empowering them to receive “messages” that are “customised” and “more relevant”. The survey therefore does not clearly state what individuals are really giving their authorisation for by completing the form. 

· The voluntary nature of the survey, and the fact that personal information would be passed on to other agencies for direct marketing purposes, was not prominently displayed, but put in the difficult to read fine print (the Guidance notes), which respondents were less likely to read.

· There was no clear “opt in” or “opt out” choice offered to respondents so as to clearly indicate that the survey was voluntary and that the individual filling out the survey authorised the use of his or her information for direct marketing purposes. Accordingly, the current authorisation for use of the personal information for direct marketing purposes is only implied.

· The survey mimicked the New Zealand census form (which is compulsory), and it was distributed by New Zealand Post and had the New Zealand Post logo on it, giving the impression that it was an “official” document. 

· Moreover, most recipients of the survey would not be aware that New Zealand Post is engaged in compiling databases for commercial on-selling to direct marketers. Thus, there was a further element that would have been misleading to recipients of the survey, who might have trusted New Zealand Post to be acting in their interests as a government agency whose core business was the delivery of mail.

In Proceedings Commissioner v Harder (Decision No 14/99, CRT 2/99, 28 May 1999), the Complaints Review Tribunal accepted the plaintiff’s submission that “non compliance with IPP 3 may itself be sufficient to give rise to an unfair collection” in terms of Principle 4 (p 5, a comment that was not contradicted on appeal). In Harder v Proceedings Commissioner [2000] 3 NZLR 80, the Court of Appeal observed that:  

Collection of personal information must not be achieved by unfair means. The primary purpose of this provision [principle 4] is to prevent people from being induced by unfair means into supplying personal information which they would not otherwise have supplied. (para 32) 

In Lehmann v CanWest Radioworks Limited (Decision No. 35 /06, HRRT 8/04, 21 September 2006), the Human Rights Review Tribunal commented: 

….unfairness might just as well lie in (say) an improper promise of a benefit in exchange for the information, or an assurance of confidentiality that cannot in fact be assured. The possibilities are as varied as human conduct itself. (para 73).

In Harder v Proceedings Commissioner [2000] 3 NZLR 80, the Court of Appeal adopted an approach whereby unfairness under principle 4 will depend on the context and an examination of the particular circumstances. On balance, there are a number of factors that make it seem likely that the means of collecting personal information in this case would be found to be “unfair” in terms of principle 4, whether one uses an objective standard, or industry standards that apply to market research and direct marketing.

Moreover, because the collection of information was flawed by the various forms of unfairness described above, there is also some doubt as to whether New Zealand Post could “reasonably believe” that the individuals who completed the survey actually “authorised” the subsequent use and disclosure of their personal information for on-selling by New Zealand Post for direct marketing purposes in terms of principles 10 and 11. This is particularly the case because the survey nowhere explicitly states that the information will be used for such purposes. 

It should be noted that the concept of authorisation is stronger than that of consent. The verb “authorise” denotes a positive and conscious act by individuals. In legal contexts, the term “consent” is commonly employed in the expressions “implied consent” and “informed consent”, suggesting that consent need be neither express nor informed. The idea of authorisation, however, is free of such associations, and thus more clearly denotes a deliberate or positive act. This connotation has been adopted by the Privacy Commissioner in a number of case notes: see, for example, Case No 2976 [1996] NZPrivCmr 1. Moreover, authorisation does require some degree of awareness of the purpose for which information will be used or disclosed, as well as of the recipient(s) of one’s personal information. The matters enumerated in principle 3(1) should be taken as comprising the minimum information that an individual is entitled to as a basis for his or her authorisation in terms of principles 10 and 11. As already noted (see discussion of principle 3, above), individuals’ level of awareness in the present case is deficient.

Section 66: Requisite harm or loss?

The Privacy Act provides for a complaints jurisdiction where an individual has suffered some harm or loss in terms of s 66. The Act does not otherwise have a process whereby information handling processes that systematically breach the information privacy principles can be regulated, even when the breach is high-profile and made on a large scale. The only available remedy is that the Privacy Commissioner could make a public statement on the matter in terms of s 13(1)(h), or could undertake an inquiry into the matter in terms of s 13(1)(m). These actions could exert some pressure, in the form of unfavourable publicity, upon New Zealand Post and other agencies that might be minded to undertake such surveys (such as The Great New Zealand Survey, at http://www.kiwisurveys.co.nz/privacy.html), and so could have some degree of effectiveness in addressing the issue.

In the absence of knowing to whom personal information will be disclosed, or specifically to what use it will be put and in what context, it is impossible to make an assessment of possible harm or loss in terms of s 66. In the abstract, it seems unlikely that an individual who completes the survey could suffer harm or loss in terms of s 66 unless there was a breach of reasonable security safeguards in terms of principle 5. Given that some of information concerned is quite sensitive, one would expect the information to be subject to stringent safeguards. 

New Zealand Post, however, would appear to be exposing itself to an appreciable risk where the collection of information about an individual’s partner is concerned, since there is no basis for believing that authorisation would have been obtained, leading to a breach of principle 2. Given the high rate of relationship breakdowns, there is a real risk that a disgruntled partner would be unhappy for his or her personal information to have been disclosed in completing the survey.

Conclusion 

The survey appears to have breached each of the four information privacy principles that relate to the collection of personal information. It would also consequently breach principles 10 and 11, which relate to the use and disclosure of personal information. 

As there is no sanction for breach of the principles on their own, the availability of any remedy is dependent on harm or loss occurring to the individual concerned in terms of s 66. It is unlikely that any harm or loss will occur, but this will be dependent on how the information concerned is used and safeguarded, and whether individuals have any subsequent control over the use and disclosure of their personal information, which is doubtful, particularly if the information is on-sold to overseas agencies. It is likely that the greatest area of risk lies in the proxy collection of information about householders’ partners, since there is no reasonable basis for believing that authorisation would have been obtained, and it is entirely unpredictable what harm or loss such individuals may sustain as a result of the use or disclosure of their personal information.

As a matter of policy, it seems undesirable that there should be such a systematic large-scale breach of the information privacy principles, whether or not this attracts any liability under the Privacy Act. It not only undermines and devalues the importance of protecting peoples’ personal information, which has been legislatively recognised through the enactment of the Privacy Act, but it brings the efficacy of the Act into question.

It may be that a change in the law might be necessary to deal with such surveys if they continue in their present form. In particular, there is at present no legal right for individuals to request removal from direct marketers’ lists, so legislation creating such a right might be desirable to enhance individual autonomy. However, even if there were such a right, it could not be easily enforced against direct marketers who are based overseas. 

Moreover, and arising from earlier consideration of the scope of principle 1, some law reform might be appropriate to clarify the position where an agency’s purpose in collecting personal information is merely to collect personal information for compiling profiles for subsequent sale, with more specific purposes, as well as the information’s users, to be determined only once the information has been collected and processed. In other words, a conceptual – and legal -- distinction probably needs to be made between situations where personal information is being collected for a specified purpose, and situations where, as is the case with the survey, the particular purpose actually is to collect personal information. As noted above, the concept of “purpose” within the scheme of the Privacy Act is supposed to operate as a limitation on the collection of personal information, not as a justification for the indiscriminate collection of personal information for specified purposes and users as yet undetermined and unknown at the time of the collection.
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