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1. Privacy Commissioner’s preferred approach when considering public access to registers

I recommend that departments and Parliament take certain simple steps when establishing or amending statutory registers, to ensure that privacy, as well as other public interests, are given proper consideration. 

As set out in my submission, these steps can be summarised as follows:

a. Identify the purposes of the register

b. Identify the purposes of allowing public access to the register. Public access falls into two types:

(i) allowing access because this falls within the purposes of the register itself (primary uses); and

(ii) allowing access to those who have a legitimate public interest in access, despite not being anticipated by the purposes of the register (secondary uses).

c. There may be a need for the registrar to retain a residual discretion to release information, to cover unexpected one-off situations (for example public safety concerns, such as recall of dangerously faulty goods).

The legislation that establishes the register should spell out these matters clearly.
1.1 Balancing the public interests

The legislators have the task of determining whether access provisions to public registers strike an effective balance between the competing public interests. Where a public register contains information about an identifiable individual, privacy will always be a consideration to be balanced.

1.2 Public attitudes towards protecting personal information 
New Zealanders are concerned about public access to their identity records. The Privacy Commissioner’s survey for 2006, conducted by UMR Research, found that:

· 54% of New Zealanders aged 18 yrs and above are very concerned or concerned about the availability of personal details on public registers. 
· 89% New Zealanders aged 18 yrs and above are concerned (including 75% very concerned) if a business they do not know acquires their personal information.

This indicates that the protection of personal information is essential for maintenance of the public trust in government.
The Unisys Security Index Survey, published in December 2006, found that:

· 52% of New Zealanders aged 18 yrs and above are very or extremely concerned about unauthorised access to or misuse of their personal information.

The 2006 fraud survey conducted by KPMG, of 2,146 of Australia and New Zealand’s largest organisations across the public and private sectors, reported that:
· 61% of respondents believed identity fraud was a major problem for business. 

· Respondents reported 546 cases of identity fraud with a total value of over $2.8 million.

1.3 Information held on the registers is sensitive 

It has been suggested that the information collected and held by Births, Deaths, and Marriages is not sensitive information, and therefore should not be protected. However, the information held on the registers may be particularly sensitive to an individual for a number of reasons. Some examples are:

1. A death certificate shows both primary and secondary causes of death. This could be sensitive if a death was caused by a hereditary condition, or pneumonia, with HIV as a secondary cause; or suicide, with mental illness as a secondary cause;

2. A death certificate shows current relationship at death and the three previous relationships of the deceased. The registration entry and print-out, show all of the deceased’s relationships;

3. A birth certificate shows any name changes. This could be sensitive if the name was changed to avoid attention, such as a rehabilitated criminal, or an individual avoiding an ex-partner;
4. A birth certificate shows details of parents. This could be sensitive where an individual has famous or infamous parent(s).

1.4 Registers contain more information, are more accessible, and are easier to search than when they were established

The New Zealand registers were officially established in 1848. At that time, the registers were held locally in paper form, and entries were manually recorded. Searching the register was a time-consuming, laborious and location-limited task. 

A range of information can now be obtained on any person who was born, married, entered into a civil union, or died in New Zealand, through an electronic search and for a nominal cost. 

Further, the information collected and stored now is more extensive than the information collected in 1848. Some examples are:

1. Death certificates now contain details of current relationship at death and the three relationships prior to death. The register entry contains information on all of the deceased’s relationships; 
2. Birth certificates now contain name change details. Birth registrations contain details of siblings born to the same parents.
1.5 The state requires the information, and has a corresponding duty to protect it

In New Zealand, the state requires this personal information to be collected and maintained on the registers held by the Department of Internal Affairs. Where the state requires individuals to supply personal information, the state has a corresponding duty to protect that information. State protection of personal information assists in ensuring trust, transparency of process, and accountability of government.

Robust State protection of sensitive personal information assists in maintaining public trust in government. State responsibility to protect personal information is recognised in the Official Information Act 1982. Section 9(2)(a) of the Act allows an agency to consider withholding requested official information to protect the privacy of natural persons, including deceased natural persons.

In the Privacy Commissioner’s survey for 2006, 93% of New Zealanders aged 18 yrs and over indicated that respect for and protection of personal information was important in the business context. This included 74% who considered that it was very important. Trust is just as important in government as it is in business.
Lack of robust protection of sensitive personal information may prejudice the supply of that information, for example, parents may be more reluctant to register births of their children.
1.6 Controlling register access fits the purpose for which register information is collected
Information Privacy Principle 10 states that personal information collected for one purpose should not be used for another purpose unless an exception applies.

Traditionally, the information collected by Births, Deaths and Marriages (BDM), was collected by the churches. This information was collected to assist in the administration of the churches – to enable ministers to know parishioners, collect tithes, and other such administrative tasks.

Today, this information is collected by Births, Deaths and Marriages for a similar purpose – to assist in the administration of the State. The purpose has been extended, for example, to include the production of demographic statistics. Individuals themselves may also require records of their life events. However, information is not collected for the purpose of providing a public record of events in an individual’s life to anyone who requests it.

Two downstream benefits of controlling register access that are unrelated to the register purpose, are that it provides another barrier to identity theft, and makes New Zealand a more privacy-respectful country.

1.7 Controlling access to the public registers is not unprecedented

Parliament has previously recognised that access to personal information held on public registers should be controlled in the public interest. Public access has been limited through a purpose statement and access provisions in:

· The public register of motor vehicle traders maintained under the Motor Vehicle Sales Act 2003;

· The public register of discharged and undischarged bankrupts and other public registers maintained under the Insolvency Act 2006.

1.8 Following international trends

The majority of common law jurisdictions have restricted access to State-held birth, death and marriage registers:

· 10 of 13 Canadian provinces and territories, 

· All Australian states and territories,

· 41 of the 51 (including District of Columbia as a state) states in the United States.

Almost all states, provinces and territories that do not have restricted access provisions restrict the general public’s access to certificates. 

Most states with access restrictions have taken the time-bar approach followed by New Zealand in the Births, Deaths, Marriages and Relationships Registration Amendment Bill, though some have barred access by the general public indefinitely.

The United Kingdom and Ireland do not restrict access to public records, and have made many of their indexes searchable on-line. However, much less personal information is contained on the public registers in these jurisdictions. Indexes, in the United Kingdom and Ireland, are indexes in the true sense of the word, and contain only the barest personal information and a reference to the office where the full record is held. 
Refer to the table in Appendix A for a break-down of access provisions in other common law jurisdictions.

1.9 Threat of identity theft

As previously mentioned, creating a further barrier to potential identity thieves is a consequence of the Bill, rather than its primary purpose.
A comprehensive analysis of the extent of identity theft in New Zealand has not been undertaken. Public reporting of attempted identity theft in New Zealand is not comprehensive, as it does not take into account the financial sector, who are a key target of identity theft. Often this theft is publicly unreported, as the institution involved absorbs the cost and does not wish to risk damaging its reputation.

The New Zealand Police record identity theft under the category of identity fraud, which encompasses a much larger range of identity-related crime. As such, the Police cannot provide statistics on incidences of identity theft.

However, international trends (Australia, United States, Canada and the United Kingdom) show that identity theft is a growing problem. While it may not be a major concern in New Zealand at this point, it is unlikely to stay that way. As documents become more secure, and therefore harder to forge, assuming the identity of another becomes the easiest method of changing one’s identity. Access to identity information assists in enabling identity theft.

The KPMG fraud survey of public and private business in Australia and New Zealand found 546 reported instances of identity fraud, with a total value of over $2.8 million.
A recent survey in Canada found that around 7% of Canadians are now victims of identity theft. Only five years ago, Pierre Julien, director of business development and marketing for Sigma Assistel reported, such crimes were treated as "isolated incidents" but in the last two years there has been a rash of cases involving thousands, if not millions of victims.
There is no reason to believe that New Zealand will not follow this trend. If this occurs in a jurisdiction where the registers are relatively inaccessible, the risks would seem to be higher for jurisdictions where they are more open. 
2. Mapping the preferred approach against the Births, Deaths, Marriages and Relationships Registration Amendment Bill 

The Select Committee has the task of determining whether the Bill strikes a reasonable and workable balance between the public interests in:

· Public access to records held by government; and 

· The need to maintain public trust through robust information handling practices to continue receiving accurate information on births, deaths, marriages and civil unions in New Zealand, plus the public interest in controlling access to your personal information, and respect for privacy as recognised in the Privacy Act 1993.

Consideration of the public interest in accessing the records held by government, as part of the balancing process, is evident in the access provisions of the Bill. The time-bar provisions enable access to records for historians, genealogists, and the general public, after a specified amount of time has passed. This varies depending on the record. The access provisions enable access for immediate family, including siblings, grandparents, and grandchildren, and those who require the records for official purposes, such as the executor of an estate.
2.1 The purpose clause
Section 1A of the Births, Deaths, Marriages and Relationships Registration Amendment Bill outlines the purpose of the Bill. The section states:

“The purposes of this Act are –

(a) to require the recording and verification of information relating to births, deaths, marriages, civil unions, name changes, adoptions, and sexual assignments and reassignments so as to provide –

(i) a source of demographic information, and information about health, mortality, and other matters important for government; and

(ii) an official record of births, deaths, marriages, civil unions, and name changes that can be used as evidence of those events and of age, identity, descent, whakapapa, and New Zealand citizenship; and

(b) to regulate access to, and disclosure of, information recorded in respect of these matters; and

(c) to regulate the provision and effect of certificates relating to information recorded in respect of births, deaths, marriages, civil unions, and name changes.”

This is the purpose statement for the Act, rather than for the registers. This leaves it unclear, on the face of the legislation, what the purpose of the registers is seen to be in 2007. Measuring what uses (primary or secondary) should be allowed, would be easier to determine with a purpose statement for the registers.
2.2 Analysis of international information-sharing provision

Proposed section 78D of the Bill allows the Registrar-General to share name-change and death information with the foreign registration authorities where that authority registered the birth of the individual concerned.

As it stands, this provision is not subject to agreement with the foreign registration authority or consultation with the Privacy Commissioner. Similar international information-sharing provisions can be found in section 281 of the Customs and Excise Act 1996 and section 141AA of the Immigration Act 1987. These provisions allow for international information-sharing, subject to written agreement with overseas authorities regarding what information can be shared, and subject to consultation with the Privacy Commissioner.

I recommend the Select Committee consider amending proposed section 78D to bring it in line with the international information-sharing provisions in the Customs and Excise Act 1996 and the Immigration Act 1987.

2.3 Analysis of amendments proposed some by other submitters
2.3.1 Amendment to allow information-matching between the Government Superannuation Fund and Births, Deaths and Marriages

The Government Superannuation Fund Authority (GSFA) and National Provident Fund (NPF) proposed an amendment allowing GSFA to enter into an authorised information-matching programme with Births, Deaths and Marriages (BDM).

In principle, I have no objection to GSFA and NPF accessing birth, death, marriage, civil union, and name change information pursuant to an approved information-matching programme for the purposes of:

i. Ceasing payment of pensions to deceased contributors;

ii. Locating missing contributors.

These proposals appear more privacy protective than the current process, whereby agencies purchase entire death indexes and match them against their client lists.

I recommend the Select Committee amend the Bill to allow for information-matching between Births, Deaths, and Marriages and the Government Superannuation Fund, and between Births, Deaths, and Marriages and the National Provident Fund.

To enable the agencies to enter into authorised information-matching agreements, both agencies will need to be added to the lists of specified agencies in Schedule 1A of the Births, Deaths, and Marriages Registration Act 1995 and section 97 of the Privacy Act 1993.
2.3.2 Amendment to allow Government Superannuation Fund Authority and the National Provident Fund access to Births, Deaths and Marriages records
The GSFA proposed an amendment to the Bill which would allow an administrator of a statutory scheme access to BDM records in the same manner as an executor of a will, or trustee of an estate or trust.

I consider that the amendment is not appropriate for the stated purpose. The GSFA and the NPF are likely to access a much larger number of records, much more regularly, than the others included in the proposed section. They cannot be considered analogous to the executor or a will or trustee of a trust or estate. The access proposed by GSFA and NPF will essentially be information-matching that is not subject to the protections of the Privacy Act 1993.

It is preferable that this should be conducted under an authorised information-matching programme, which is subject to my oversight.
Appendix A: Other jurisdictions current access table
The table below outlines the current access provisions for birth, death and marriage records in other common law jurisdictions. This information was gathered through information scanning of other foreign registration authorities’ websites.
	State
	Access
	Birth
	Marriage
	Death

	AU – Australian Capital Territory
	Time-bar
	100yrs
	75yrs
	30yrs

	AU – New South Wales
	Time-bar
	100yrs
	50yrs
	30yrs

	AU – Northern Territory
	Time-bar
	80yrs
	60yrs
	30yrs

	AU – Queensland
	Time-bar
	100yrs
	80yrs
	50yrs

	AU – South Australia
	Time-bar
	75yrs
	60yrs
	25yrs

	AU - Tasmania
	Time-bar
	75yrs
	75yrs
	25yrs

	AU – Victoria
	Time-bar
	100yrs
	60yrs
	10yrs

	AU – Western Australia
	Time-bar
	75yrs
	60yrs
	25yrs

	Canada – access restricted in 10/13 provinces / territories

	Time-bar
	95-120 yrs
	50-100 yrs
	20-100 yrs

	Ireland – much less detail than NZ in the registers
	Open
	-
	-
	-

	United Kingdom – indexes online, much less detail in the registers
	Open
	-
	-
	-

	United States – access restricted in 41 / 51  states (inc. District of Columbia)
	Time-bar or never
	35 states, 30-125yrs or never

	11 states

	31 states, 2-75yrs or never



� Of the 3 remaining provinces / territories, 2 restrict access to some aspects of the records, and all three require applicants to state their relationship to the applicant and reason for requesting the records.


� A further 10 states restrict the provision of certified copies of birth information.


� A further 7 states restrict the provision of certified copies of marriage or other relationship information.


However, in many states marriage or relationship information is held by county courts, which may impose restrictions on access to those records.


� A further 10 states restrict the provision of certified copies of death information.
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