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1.  INTRODUCTION
“Privacy, then, is not the trumpeting of the individual against
society’s interests but the protection of the individual based
on society’s own norms and practices. … It is not an external
restraint on society but is in fact an internal dimension of society.
Therefore privacy has a social value.
Even when it protects the individual, it does so for the sake
of society. It thus should not be weighted as an individual
right against the greater social good. Privacy issues
involve balancing society interests on both sides of the scale.”

1.1
The Immigration Bill gives rise to a range of privacy issues.  This is unsurprising given that the personal information of individuals lies at the core of immigration processes.  Indeed the measured movement of people across borders would not be possible without the collection and use of personal data by relevant officials.
1.2
Within that context, my primary interest is to ensure that the Bill strikes a reasonable and proportionate balance between:

a. privacy (including the ability of individuals to access their personal information held by officials); and 
b. necessary immigration processes (including consideration of national security).  

1.3
Concerningly, that appropriate balance has not yet been struck by the Bill.  Insufficient regard seems to have been given to respecting privacy within the necessary processes.
Focus of this submission

1.4
Over the past year my Office has consistently expressed serious concerns over:

a. the use of undisclosed classified personal information, in particular for refugee and protection decision–making;
b. the mandatory collection and widespread use of biometric information without explicit privacy safeguards; and 

c. the sharing of personal information across a potentially wide range of agencies.

1.5
These three privacy concerns are pressing and substantial within the Bill as introduced, and are therefore the focus of this submission.  The protections set out in the Privacy Act – for the fair handling of personal information and for bodily integrity– provide the framework for this submission.
2.  SUMMARY OF PRIVACY COMMISSIONER’S RECOMMENDATIONS
2.1
The Privacy Commissioner strongly recommends the following changes to the Immigration Bill:
A. Insert a clause in the Bill clarifying that the operation of the Privacy Act 1993 (and of the Official Information Act 1982 and the Ombudsmen Act 1975) as a check and balance is unaffected, in particular in relation to classified information.

B. Narrow the definition of classified information in clause 5, to appropriately focus on matters of security, intelligence and law enforcement.

C. Require a summary of the relevant classified personal information used in the decision-making to be provided to the affected individual in every instance.  This can be achieved by amending or removing from clauses 34, 35, 216 and 238 the limiting phrase: “except to the extent that providing a summary would itself prejudice the interests referred to in section 5(3)”. 
D. Amend Part 5 so that refugee and protection status decisions are not made on the basis of undisclosed classified information, in order to better accord with best practice for fair information handling, human rights, and the current practice of Canada, the United Kingdom, and Australia.

E. At a minimum, communications in clause 238 between a Special Advocate and the individual concerned should include the provision of a summary of the classified (personal) information at issue. 

F. Given the importance of biometric information to the scheme of the Bill, redraft clause 29 to include a clear framework for the handling of biometric information, including necessary privacy safeguards.  At a minimum, the framework will require agencies to complete an assessment of the impacts on privacy of the collection, use, security, accuracy, disclosure, and retention of biometric data.  
G. The reference to the Privacy Act in clause 92 must be made more specific, to include the purposes for which that biometric information may either be retained or “further dealt with”.
H. Narrow the definition of ‘publicly funded services’ in clause 267 to those services (such as health, education, and welfare) where the provision of the service is dependent on a person’s immigration status.

3.  CLASSIFIED INFORMATION 
“On the other hand stands the need to ensure that those legal tools 
do not undermine values that are fundamental to our democratic society 

- liberty, the rule of law, and the principles of fundamental justice - 
values that lie at the heart of the .. constitutional order and the international instruments that [have been] signed.  In the end, it would be a Pyrrhic victory if terrorism were defeated at the cost of sacrificing our commitment 
to those values.   Parliament’s challenge is to draft laws that effectively combat terrorism and conform to the requirements of our Constitution and our international commitments.”

Definition of classified information: impact on Privacy Act operation
3.1
Clause 5 allows the chief executive of any New Zealand government agency which holds, or is the source of, or is provided with classified information, to be the arbiter of what is ‘classified information’.  The chief executive can certify in writing that disclosure of such information can not occur because of the ‘kinds of information’ at issue, and the ‘kinds of disclosure’.
3.2
Surprisingly, the ‘kinds of information’ are broader than intelligence and crime related information gathered by security and law enforcement agencies.  They include, for example, any information about operations undertaken “in pursuance of any of the functions of the relevant agency”.  The ‘kinds of disclosure’ precisely mirror those already available – as withholding grounds – under the Privacy Act 1993 and the Official Information Act 1982.
  
3.3
In essence, the definition in clause 5 establishes a broad class of information that can be absolutely withheld but without the check and balance of being contained in either the framework of the Privacy Act or the Official Information Act.  

3.4
My statutory power – to review whether an agency has refused a person access to their personal information in accordance with the law – appears to be ousted by the Bill.  That role provides a necessary safeguard and public transparency, and has to date functioned without problem.  Nothing I am aware of necessitates its removal.

3.5
I recommend that:
A. A clause be inserted in the Bill clarifying that the operation of the Privacy Act 1993 (and of the Official Information Act 1982 and the Ombudsmen Act 1975) as a check and balance is unaffected, in particular in relation to classified information.

B. The definition of classified information in clause 5 be narrowed, to appropriately focus on matters of security, intelligence and law enforcement.

Use of classified information in decision making: the privacy interest
3.6
Clause 30 allows the use of classified information in decision making under:

a. Part 3 of the Bill: Visas;
b. Part 4: Arrivals and Departures;
c. Part 5: Refugee and Protection Status Determinations; and
d. Part 6: Deportation.
3.7
Under the Bill classified information used in decision-making cannot be disclosed (except as narrowly provided for under the Bill), and to do so is an offence. 

3.8
A fundamental tenet of privacy is an individual’s right to access the personal information an agency holds about that individual, and to seek correction of that information as necessary.  This legal right is provided in the Privacy Act.
  
3.9
In the immigration context the use of undisclosed classified personal information to make significant decisions about an individual, including detention and deportation, is in conflict with this tenet.  As my predecessor said in 1998:

Placing an individual in custody or taking significant and adverse decisions affecting that individual in reliance upon certain information, while at the same time withholding that information from the individual and thereby denying him or her the opportunity to challenge or explain it, is fundamentally at variance with normal fair information practices.

Use of classified information in visa or deportation decisions:  severely limited access to summaries 
3.10
Clauses 30 to 36 and Parts 3 and 4 allow decisions to be made using undisclosed classified personal information, on visa applications (where applications are made from onshore or for residence visas) and on liability for deportation.

3.11
Under the Bill, summaries of the ‘allegations’ contained in that classified information can in theory be provided to the individual concerned.  The provision of summaries of classified information – where the information in full can not be released – is a safeguard aimed at striking a reasonable balance between fair procedural and information practices and human rights, and legitimate state interests.  That balancing is significant, in light of the breadth of the definition of ‘classified information’ in clause 5. 
3.12
However, under the Bill summaries can be provided to individuals “except to the extent that a summary would itself involve disclosure that would be likely to prejudice the interests referred to in section 5(3)”.  In other words, an ‘allegation’ can not be included in a summary if its disclosure would be one of the kinds of disclosures that the information was certified as classified in the first place to prevent.  
3.13
I am concerned that in practice this exception to the provision of summaries will mean the effectiveness of this safeguard is diluted.  It appears highly likely that the exception will function as a practical roadblock.  Few summaries will be able to be provided, or to contain meaningful material.  An individual will be unlikely to gain an understanding about the personal information that formed the basis of the immigration decision.  

3.14
In addition, the difficulty that an individual may experience in seeking access to their personal information will be exacerbated by the Bill’s requirement that only summaries of ‘allegations’ are to be provided.  Previous legislation (and the earlier drafts of the Bill) required the provision of a summary of the relevant classified ‘information’. 

3.15
In essence, no balance has been struck in the Bill between the requirements of privacy and those of security.  To date, I am not aware of any evidence to justify this course of action as the only way forward.

3.16
It is, however, possible to strike a better balance.  I recommend that:
C. A summary of the relevant classified personal information used in the decision-making be provided to the affected individual in every instance.  This can be achieved by amending or removing from clauses 34, 35, 216 and 238 the limiting phrase: “except to the extent that providing a summary would itself prejudice the interests referred to in section 5(3)”. 

Use of classified information in refugee and protection status determinations:  lack of fair information handling
3.17
This is an issue of significant concern which I consider may attract international criticism. 

3.18
Part 5 provides that the Tribunal may make decisions on refugee and protection status using classified personal information that is not disclosed to the individual claimant.  As with other decision-making under the Bill involving classified information, clause 216 provides that the Tribunal may approve the provision of a summary of the allegations to the individual “except to the extent that a summary would itself involve disclosure that would be likely to prejudice the interests referred to in section 5(3)”.

3.19
Once again, therefore, this exception means the privacy safeguard provided by summaries may be effectively blocked.  

3.20
That is significant, given this is decision-making involving highly vulnerable people, alienated from their state or facing torture, and in need of support.  There is a real potential for the circulation of misinformation and false allegations when an individual is in conflict with foreign state powers.  Such information must be open to subject scrutiny.
3.21
The United Nations High Commissioner for Refugees submitted, in response to the New Zealand review of the Immigration Act, that:

UNHCR is of the view that classified information can be used in refugee status determination (RSD) only if the asylum-seeker is duly informed of it.  RSD should be a fair and transparent process which ensures that asylum claims are determined in accordance with natural justice principles i.e. an applicant should be informed of information being used against him and be given a reasonable opportunity to present his side and/or provide further information or evidence.  …  UNHCR urges the Government of New Zealand to maintain the status quo and not to adopt practices that allow asylum claims to be determined and rejected on the basis of classified information.
  [Emphasis added]
3.22
I recommend that: 
D. Part 5 be amended so that refugee and protection status decisions can not be made on the basis of undisclosed classified information, in order to better accord with best practice for fair information handling, human rights, and the current practice of Canada, the United Kingdom, and Australia.

Use of Special Advocates in relation to classified information:  a questionable safeguard in its current form 

3.23
Clauses 235 to 239 establish the role of special advocates, to be employed if classified information has been used in the decision-making.  While the purpose of this role is reasonable, to balance the inaccessibility of the classified personal information used in the decision making, as currently drafted it is insufficient.

3.24
A Special Advocate who has read the relevant classified information may only communicate with the subject via the court, and with the court’s approval, and then only if the communication does not “prejudice the interests referred to in section 5(3)” (that is, in the definition of classified information).
3.25
In a July 2007 report
 the UK Parliamentary committee on human rights disclosed serious shortcomings with this process.  The Committee’s report focused on several features of the special advocate process all of which are present in the Immigration Bill, including: 
a. the very limited disclosure of information to the individual; and

b. prohibitions on communication between the special advocate and the person whose interests they represent once the special advocate has seen the closed material.
3.26
The Committee concluded that: 

[T]he evidence of the Special Advocates has confirmed us in our previously expressed view that the Special Advocate system, as currently conducted, does not afford the individual the fair hearing, or the substantial measure of procedural justice, to which he or she is entitled under both the common law and human rights law.  
In short, as we heard in evidence, the system frustrates those who have been through it who do not feel they have had anything like a fair crack of the whip because they still do not really know the essence of the case against them.
 

3.27
The Committee recommended that, in order to command public confidence in the process, there be a clear statutory obligation on the Secretary of State always to provide a statement of the gist of the closed material.  It also recommended a relaxation of the current prohibition on communication between the special advocate and the person concerned or their legal representative after the special advocate has seen the closed material.

3.28
This is not a lone call from a Parliamentary committee.  Similar suggestions were made in February 2007 by the Canadian Parliament’s Special Senate Committee.
 
3.29
I recommend that: 

E. At a minimum, communications in clause 238 between a Special Advocate and the individual concerned should include the provision of a summary of the classified (personal) information at issue. 

4.  BIOMETRIC INFORMATION
“The argument that only the guilty have “something to hide” builds

on the flawed notion that privacy is about keeping unpalatable

secrets.  Yet scratch even the most ardent advocate of unfettered

technology, and you will find a topic that triggers some reserve ….

We all have “something to hide” and a right to hide it. … 

Those who have had the misfortune to live in states that treat the

individual’s information as their own understand how this builds

social control and weakens the individual.”

The mandatory collection of biometric information: no visible privacy safeguards 
4.1
Clause 29 allows biometric information (defined as a photograph, fingerprint or iris scan) to be used to establish or verify a person’s identity or assist in decision making.  
4.2
Under clauses 50 and 88, visa applicants and those boarding craft to travel to New Zealand must allow the collection of biometric information.  That requirement is made “subject to regulations” made under the Bill.  Under clauses 255 to 258, a person may be forced to allow the collection of biometric information through a compulsion order.

4.3
While I appreciate the benefits that biometric technology can bring to decision–makers, there is also a clear and strong privacy interest in the collection and use of biometric information.   Importantly biometrics have the potential to impact on both bodily privacy and data privacy.  
4.4
The provisions in the Bill set out a level of collection and potential use of biometric personal information not yet experienced in New Zealand.  Given the clauses of the Bill provide little further detail to the initial proposals set out in the Discussion Document, it has not been possible for informed public debate about this scale of biometric data usage to occur.
Protecting privacy in light of biometric technologies requires us to negotiate a swiftly changing landscape of interests, technological innovations, and, most importantly, public policy solutions which reside in understanding legal doctrine and our normative expectations of privacy and the common good.

4.5
It is therefore with considerable concern that I note the lack of transparency in the Bill about: 

a. the specific uses that will be made of the biometric information (for example, given biometric data relies on a pattern recognition system, what comparator databases of biometric information are to be employed or developed?);

b. how data accuracy will be ensured;

c. the security measures for storing this data (for example, on new databases);

d. the agencies (domestic and overseas) who will receive this personal data and the uses they can make of it and who they can disclose it to in turn; and
e. the retention periods for this information (for example, how long can New Zealand officials hold it on their database?). 

4.6
These are all factors which require consideration under the Information Privacy Principles of the Privacy Act, which cover the life cycle of personal information.  

4.7
I suggest that the Select Committee should assure itself of the justifications for such a widespread collection of biometric data and why this is necessary (as opposed to, for example, the collection of biometric data only once a specific threshold has been crossed).  The reasonableness of these provisions will depend on their transparency, and the careful inclusion of privacy safeguards on the face of the Bill.   
4.8
I recommend that: 

F. Given the importance of biometric information to the scheme of the Bill, clause 29 is redrafted to include a clear framework for the handling of biometric information, including necessary privacy safeguards.  At a minimum, the framework will require agencies to complete an assessment of the impacts on privacy of the collection, use, security, accuracy, disclosure, and retention of biometric data.  

Biometric information to be supplied by New Zealand citizens:  vague reference to the Privacy Act 
4.9
Clause 92 requires that, “subject to regulations” made under the Bill, New Zealand citizens arriving in New Zealand must provide a photograph.  That photograph will be compared to information held under Passports Act and if the person’s identity is confirmed, the photograph taken at the border will not be retained.
4.10
However, if the person’s identity is not confirmed the photograph “may be retained for the purposes of administering this Act or further dealt with as permitted under the Privacy Act”.  The latter portion of this phrase has no easily discernable meaning, given that in general the Privacy Act requires personal information to be collected for transparent purposes and not retained beyond that period necessary to achieve that stated purpose.  
4.11
I recommend that:

G. The reference to the Privacy Act in clause 92 be made more specific, to include the purposes for which that biometric information may either be retained or “further dealt with”.
5.  INFORMATION SHARING 

Sensible information sharing has clear benefits for individuals – in 
the form of more personalised services – and creates greater 
efficiencies for organisations.  But, as the public and private sectors 
collect and share more and more of our personal information, 
the risk of security breaches and privacy intrusion increases.  
Information must be shared in a secure, lawful and responsible way 
in order to maintain public trust and confidence.

Domestic inter-agency information sharing:  unclear boundaries for sharing personal information 

5.1
Clause 267 provides for the disclosure of immigration information to ‘providers of publicly funded services’, where the provision of the service is dependent on a person’s immigration status.  The clause anticipates the Privacy Commissioner being consulted on all information sharing agreements being created under it. 
5.2
However, the extremely broad definition of ‘publicly funded services’ means that it is not possible for a person to identify or even anticipate which agencies may receive their personal data.
5.3
I recommend that:

H. The definition of ‘publicly funded services’ in clause 267 be narrowed to those services (such as health, education, and welfare) where the provision of the service is dependent on a person’s immigration status.
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