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1. Introduction

1.1. The Border (Customs, Excise and Tariff) Bill provides for the use of automated electronic systems at the border ‘to make decisions, exercise powers, comply with obligations, and take related actions’.

1.2. Any automated decision making can affect an individual’s privacy, and needs to be deployed carefully to ensure privacy impacts are minimised. 

1.3. Our role is to consider whether the provisions in the Bill properly balance the wider public interest in protecting New Zealanders' privacy with other public interests such as border security. On the whole, the Bill successfully strikes this balance, but we believe a minor amendment is needed to ensure the legislation continues to protect privacy if or when the current systems change in the future.
2. Automated electronic systems (new sections 274A to 274D)
2.1. The scope of the automated electronic systems that this Bill provides for in clause 22 (proposed new sections 274A to 274D) is very wide. 
2.2. Systems that deliver automated decision making can have a significant effect on an individual’s privacy as they tend to remove common sense and human judgment from the decision making process. This can lead to incorrect decisions being made that are very difficult to challenge if there is no person to interact with, or if the computer cannot be overruled.
2.3. The requirement in subclause 274A(4) for the chief executive to consult with the Privacy Commissioner before deploying, varying or replacing an automated electronic system is an important safeguard to help ensure this provision is used appropriately.

2.4. However, that this needs to be accompanied by other safeguards to ensure that privacy impacts of automated decision making are minimised.

2.5. International examples of such safeguards
 include:

· having an alternative manual process available that people can choose to use; and 

· ensuring that the individual has an opportunity to present their point of view if they think the automated decision is wrong. 

It is our view that those safeguards are workable and would also be beneficial here. 

2.6. Our understanding is that this provision is expected to be used to deploy Smartgate, and that, in practice, the manual processing booths will still be available for passengers to choose to use, or to go to if they need to query a Smartgate decision. The safeguards are therefore present in the current system. 
2.7. Our concern is that the availability of manual booths may reduce (or even be eliminated) over time, and that these important safeguards will be eroded as a result.
2.8. We therefore recommend that the legislation should also include a requirement that manual processing always be available alongside automated electronic systems used for border processing.
2.9. If this is not considered to be practical in the long-term, we recommend as an alternative that the existing requirement for the chief executive to consult with the Privacy Commissioner should be extended to also require consultation with the Privacy Commissioner before removing or substantially reducing manual processing. This will ensure that, in the future, the privacy impacts of further automating the border processing system will receive proper consideration. 
3. Recommendation
Insert into new section 274A, either:

· a requirement that manual alternatives always be available alongside the automated electronic systems arranged under subsection (1);

or

· a requirement for the chief executive to consult with the Privacy Commissioner on any privacy implications before eliminating or substantially reducing manual alternatives to the automated electronic systems arranged under subsection (1).

� Such as in Article 15 of the EU directive on the protection of individuals with regard to the processing of personal data and on the free movement of such data (Directive 95/46/EC)
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