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1. SUMMARY

1.1. The Committee has invited me to provide a supplementary submission on the Criminal Investigation (Bodily Samples) Amendment Bill, addressing the following points:

1.1.1. What, if any, harms are likely to result from holding DNA profiles on the criminal DNA databank in connection with a much broader range of offences? 

1.1.2. What, if any, privacy benefits are likely to result from the Bill’s ‘clean slate’ provisions requiring destruction of samples after a specified time?

1.2. In relation to both the Committee’s questions, my view is that it is important to maintain the distinction between the detection of serious criminal offences, which warrants one level of intrusion on our rights and freedoms, and the detection of any lawbreaking at all, which warrants a different and lesser level of intrusion.  

1.3. Expansion of the databank to encompass potentially trivial lawbreaking is therefore not warranted. 

Harms resulting from wider collection of DNA
1.4. The change could result in a greater likelihood of incorrect identification of innocent individuals as being implicated in a crime where genetic material was found at a crime site; of mistaken identification of individuals as a result of error introduced by a greater demand on testing services; and a loss of general public faith in the integrity of Police practices if samples are taken for trivial (but imprisonable) offences.

1.5. These risks need to be carefully balanced against any potential benefits of further expanding the scheme, particularly as the scheme is already being significantly expanded by allowing Police to obtain DNA samples on charging.
1.6. Expanding the criminal DNA databank, beyond a point that represents a proportionate response to the balance between individual privacy and public safety, moves New Zealand closer towards a genetic surveillance state.  It risks the accuracy of information obtained from the scheme and may impair the smooth functioning of the database.

Benefits from ‘clean slate’ approach

1.7. To the second question, I would first note that I have no objection to the permanent retention of profile information about individuals convicted of a relevant offence, subject to the creation of an external oversight body as I proposed in my earlier submission.
1.8. That said, having a formal procedure for removing people’s information from criminal DNA databank, when an appropriate length of time has passed and the offence is not of a serious nature, is compatible with maintaining that databank as a repository of information intended to prevent serious criminal offending.
1.9. Rehabilitation is an important goal in our justice system.  Allowing for the removal of minor offenders’ information from the criminal DNA databank after a suitable length of time recognises this by providing a small but notable incentive towards law-abiding behaviour.  
2. HARM RESULTING FROM PROFILES ON DATABANK
Criminal DNA databank is for information about criminals

2.1. As set up by the Criminal Investigations (Bodily Samples) Act 1995 the criminal DNA databank is, currently, a state-run collection of intimately personal information taken from people to assist in the detection and prosecution of serious crime.  

2.2. The proposed expansion will allow the collection of DNA information from people charged with any imprisonable offence.  While an offence that carries a sentence of imprisonment is generally viewed as more serious than one that does not, imprisonable offences range in gravity from littering to murder.
2.3. The average person on the street would draw a distinction between committing a minor breach of the law and being a criminal.  This distinction may not have a legal basis, but I think it has merit, particularly in the context of a significant expansion of the criminal databank scheme.  By placing an individual’s profile on a central, national register of criminal information that individual is effectively deemed a criminal.
2.4. I acknowledge that taking more samples will probably lead to more criminal convictions.  However that is not the only factor the Committee should consider.   A programme of this nature can, if sufficiently expanded, amount to genetic surveillance.  
2.5. A line needs to be drawn somewhere, if we are not to require every citizen to keep their DNA on file with the Police.

2.6. In my view drawing that line at ‘all imprisonable offences’ is a step too far, as it effectively labels as criminals people charged with trivial lawbreaking.
2.7. I understand that the draft Police Operational Guidelines, made in anticipation of the Bill’s passage, already envisage that Police will generally restrict sample taking to situation where it is likely that the sample will reveal information about a serious crime.  This is an appropriately proportionate approach.  However, in my view it is Parliament that should decide where the line is to be drawn.
Increased potential for error

2.8. While DNA profiling is a relatively robust technology, there is increased potential for error as the quantity of information held on the database increases:

2.8.1. “There are dangers of deliberate or accidental contamination, misinterpretation of mixed samples (those originating from more than one person), mistaken interpretation of partial profiles and the misuse of statistics to establish the probability of a match”.

2.9. Adding a much wider range of samples to the database increases these risks.  While it is not yet possible to exactly quantify the scope of that risk, in my view it would be excessive to both expand the Police ability to obtain samples without requiring a Court order and to expand the variety of offences that might trigger the collection of a DNA sample.
2.10. For instance, where DNA can be collected for a trivial offence it greatly increases the likelihood that an innocent individual (or a relative) might both have been at a crime scene and have been charged with a  minor offence.  While this might not result in a mistaken conviction, the potential for being investigated as a result of an error exists, and would be a significant detriment to the individual involved.
3. BENEFITS FROM LIMITED RETENTION
3.1. As I note above, the scheme as it stands is a database of information about serious criminals.  This quality should be retained, both for reasons of operational efficiency and to preserve an appropriate limit on the State’s power to forcibly obtain genetic information from its citizens.

3.2. Where information is obtained about individuals in connection with minor offences, mandatory retention limits on how long that information may be held on the database are also appropriate.
3.3. The ability to be rehabilitated is a key component of the justice system and should not be lightly discarded.  By formally acknowledging this ability the scheme would provide an incentive for rehabilitation, particularly where young people are concerned.

I have attached some notes I prepared around associated relevant issues that were not touched upon in our discussion, in case the Committee finds them useful.
Another matter the Committee enquired about was the approach taken by my counterpart in the United Kingdom, Information Commissioner Richard Thomas.  As you will be aware, the UK has adopted an extremely wide-ranging approach to criminal DNA collection and is effectively an ‘outlier’ in international terms.
I have requested a comment from Mr Thomas but have not yet received a substantive reply.  I will pass on to the Committee any relevant information received.

Yours sincerely

Marie Shroff

Privacy Commissioner
List of associated relevant issues

For Criminal Investigations (Bodily Samples) Amendment Bill, J&E Committee, 14 May 2009

· The costs of the proposal have not yet been fully explored – the indications are that they will be considerable, both fiscally and in terms of privacy and human rights.

· Since the main benefits of the criminal DNA databank scheme have largely been attained, measured expansion rather than sweeping change is advisable.

· As the Attorney-General said in his report, Police internal guidelines and restrictive interpretations by Courts do not provide adequate protection for an invasive search procedure.  In my view at a minimum, we need an oversight body.

· A DNA sample is not like a fingerprint – a fingerprint is nothing but identity, while DNA can reveal the most intimate details of a person’s makeup.  

· “Unlike a fingerprint, a DNA sample is capable of revealing the most intimate details of a person’s biological makeup.  The taking and retention of a DNA sample is not a trivial matter, and absent a compelling public interest, would inherently constitute a grave intrusion on the subject’s right to personal and information privacy” – European Court of Human Rights (quoted in AG’s report, page 4)

· Questions have been raised about the accuracy of DNA profiling, even with skilled analysis.  No process is 100% perfect.  It seems inevitable that the vast expansion of the scheme that is proposed would raise the potential for misattribution of identity or other error.  

· The Police discretion to collect DNA could have potentially discriminatory applications – we need an independent oversight body to help combat this.

· The current criminal DNA databank is an effective and well-run system that does not need major change.  Also, even if the scheme is kept to serious offences police can always go to the Court for permission to obtain a DNA sample.

· The average person would not consider themselves a criminal simply because they dropped a piece of litter.  The proposed law change could effectively make them one.  The criminal DNA databank is currently a place for information about serious criminals – it should remain that way.   

· Some might say that people with nothing to hide have nothing to fear – I would turn that round.  If a person has done nothing seriously wrong, then the Police don’t need his or her DNA.  

�The Forensic Use of Bioinformation: Ethical Issues,  Nuffield Council on Bioethics, 2007, xiii
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