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Dear Rachel and Janet, 
Public registers: Review of the Law of Privacy: Stage 2 

Thank you for the short extension of time to file this submission my apologies for the lateness. 
This submission responds to the Law Commission’s issues paper on public registers
. 
The issues paper is a significant contribution to the limited literature on the privacy issues surrounding public registers.  The Office of the Privacy Commissioner has been involved in public register privacy issues since it was established in 1993 and was given, within its general functions and mandates, some special roles in relation to public registers.
  Issues with public registers have been a constant through the life of the office manifested through telephone enquiries and scrutiny of proposed legislation.  
The Privacy Commissioner has always sought to find practical solutions to the issues but some years ago concluded that more thorough law reform was required if the issues were to be addressed satisfactorily.  A chapter in the Commissioner’s 1998 report on the review of the operation of the Privacy Act was a first substantial contribution to proposed law reforms
. That report was based upon 5 years experience with public register issues at that time and a thorough consultation process involving the release of a 28 page discussion paper, analysis of 31 submissions and a specially convened consultation meeting in December 1997.  
The Office of the Privacy Commissioner has continued to offer guidance on how to resolve privacy and public register issues at international forums
, to government departments
, and in contributions to LAC resources
. 
I have been pleased to have the opportunity to discuss a variety of public register issues with the Commission prior to the publication of the issues paper.  The issues paper canvasses a number of the issues raised.  Given the limited time available to prepare this submission, I decided not to further rehearse the fundamental privacy and other privacy issues surrounding public registers.  Rather, it seemed more useful to concentrate upon the options presented in the issues papers and help draw out the strengths and weaknesses of the options to contribute to the Law Commission’s further deliberations.

The attached submission is built around a matrix that seeks to compare each option against ten issues.  These are not the sole issues that could have been considered, and other options or variants could have been devised, but this approach allowed in the time available, to highlight strengths and weaknesses in the options.  I trust that may be helpful in choosing or refining a final option.  

Yours sincerely 
Blair Stewart

Assistant Privacy Commissioner 

Submission on Law Commission Issues Paper on Public Registers

This submission seeks to compare the four options in the Law Commission’s public registers issues paper against a set of issues.  In the first part of the submission four issues are listed focusing upon practical challenges that the Office of the Privacy Commissioner suggest any law reform should address to improve the current law.  The second part of the submission identifies six principles, interests and issues that any regulatory regimes for public registers should be judged against.  The submission briefly discusses each option against those matters and tabulates the results. 
1.
Some particular issues with the current 
public register regime

In this part of the submission four matters are identified which should be addressed by any public register reform:

· bulk release of register information 

· direct marketing 

· risk to safety 

· accountability of government for handling of information. 

These are all areas were the current public register regime is open to improvement.  These are not the only issues that the options could have been evaluated against, but they represent important recurring concerns. 

Each of the four has a slightly different focus but like many aspects of privacy regulation, they are somewhat interconnected.  Bulk release from public registers raises significant privacy issues and can be a matter of serious public concern.  The second issue, direct marketing represents a particular use of information obtained from registers in bulk.  The safety issue is interconnected with the first two as illustrating another unwanted and unintended effect of registers.  Finally, a matter on which the current public register regime should be improved is accountability of government for handling of information and this in turn should lead to better outcomes in relation to the issues that concern the public. 
Bulk release of register information

By the time the Privacy Commissioner undertook the first periodic review of the operation of the Privacy Act in 1997/98 it was noted that ‘until quite recently, few public registers have been completely computerised.  This is becoming more usual now’.
 As will be clear from the discussion in Necessary and Desirable, the Commissioner was not satisfied that the Act or PRPP 3 had adequately addressed the challenges of automation.  By 2007, of course, it is rare for registers to be maintained otherwise than in electronic form. 

With information on registers held in electronic form there are many challenges which did not really exist for paper-based registers.  This submission does not attempt to fully discuss the ramifications.  Suffice to say that the limits on how information is accessed, manipulated, released, disseminated and used are now almost exclusively policy and legal questions rather than matters simply of technical capability – almost anything now is possible.  With paper-based registers one did not need to consider questions like ‘should we release 2 million records to this requester?’  With many registers placed on the internet the choice to disclose to the world at large means just that. 
One key issue associated with electronic registers issue is the bulk release of register information.  Take the motor vehicle register, one of the largest registers in the country.  Virtually all adult New Zealanders own a car and their name and address will be on this register with their vehicle information.  The address data is highly reliable given the legal sanctions for driving an unregistered car and annual updating.  Release from that register has grown from two to seven million records in just a few years. The largest single commercial customer obtained 2.2 million records last year.   That customer, a private company, now owns a replica of the government’s motor vehicle register.   And that company is by no means alone.  The implications for privacy?   This submission will canvas only a few.  We can see that the information if being released not on an individualised search basis, based upon a searcher wishing to find out information about an identified vehicle, but rather siphoning off vast amount of data which citizens have been compelled to provide to the State.  Once that ‘mirror’ database is out of the State’s control, who knows what it will be used for?  One thing we do know is that it will not be used to administer New Zealand’s roads. 

Obtaining large parts of registers in bulk can undermine other practical controls such as those relating to verification of access, alignment or purpose, search references, correction etc since the mirror databases are without control.

Any privacy analysis of government information holdings will recognise a legitimate case to have a motor vehicle register.  The legitimacy of using that for the purposes it is set up for and for which there is a public utility is hardly an issue for anybody.  However, the release of personal information compulsory acquired by the State for uses which are not required in the public interest and which are unwelcome to the individuals concerned must be an issue worth addressing and if possible solving.  
For this reason, this submission identifies the bulk release of personal information from registers as an issue which needs to be directly faced up to and addressed in law reform.   The status quo does not handle the issue very well.  
Does each option provide a practical mechanism for controlling bulk disclosures and the issues associated with them? 
Direct marketing 
Direct marketing is identified in the issues paper as a use of personal information from public registers that annoys many New Zealanders. 
The Privacy Commissioner’s 2006 UMR Survey found that 89% of individuals are very concerned or concerned if a business that they do not know obtains their personal information. 
A direct marketing use which may be considered a small matter in an individual case can cumulatively become a large public nuisance.  Further, significant use of public register information by private companies for unwanted marketing purposes undermines public confidence in public entities entrusted with the information in the first place. 
The submission considers this to be an issue that needs to be squarely addressed in reform options.
The status quo does not handle the issue very well.  Clearly some marketing use of some registers has caused public concern (examples include cross border marketing of financial services using valuation data, persistent direct marketing of investment products using the motor vehicle register, and marketing use of building consent application information).  Where loud public concern has been heard, officials have often been at a loss to do anything – in effect, saying they are not responsible.  
Does each option provide a practical mechanism to address public concerns related to direct marketing use of public registers? 

Risk to safety

The existence of public registers can represent a risk to the safety of individuals.

The typical scenario is the use of registers as a tool to trace vulnerable people whose safety is known to be at risk.  People who know they are at risk often go to some lengths to control the release of personal information about them.  People who have escaped domestic violence and moved somewhere unknown to their abusive partner will take steps to keep their home address confidential.  Society will generally wish to support these self-help steps but public registers can undermine them.

Vulnerable individuals must still live normal functioning lives and will wish to own property, drive a motor vehicle, vote in elections and so forth.  A number of transactions with the State require one’s personal details to be provided and placed on a public register.  The personal safety issues have been understood for some time.  Solutions have been devised but not yet comprehensively implemented.  Some registers do not display information about an individual’s whereabouts and therefore do not cause this particular risk.  Others may have suppression mechanisms.  The use of pseudonyms may be another way to tackle the issue in appropriate circumstances (sometimes this can raise issues for the proper administration of a register, the motor vehicle register outlawed the use of fictitious names some years back for ordinary individuals although a different stance may be taken for undercover government operatives).
The Domestic Violence Act 1995, at the recommendation of the Privacy Commissioner, created a generic suppression regime for for victims of domestic violence.   However, domestic violence is not the only risk.  Risk may also exist for victims of non-domestic violence and people with certain occupations or notoriety.   Examples include officials in the criminal justice and mental health systems and public figures such as cabinet ministers. Celebrities also attract unwanted attention.

Another area of risk is in relation to harassment.  This need not involve risk to personal safety.  Nonetheless, control of the release of personal information can provide relief to a victim.  An example is where a victim moves to a new home.  They may be harassed by an unknown person, and thus unable to pursue legal remedies, but if they can keep their new whereabouts secret they may obtain respite.  This submission takes the view that risk to safety is an issue that any reform proposal needs to address directly and offer practical solutions. 

Does each option provide a practical mechanism for addressing personal safety risks? 

Accountability to individuals 
The state requests for requires individuals to supply personal information to carry out certain state functions. The state is responsible to respect and protect that information. Proper handling of personal information assists in ensuring trust in government and transparency of processes. Improper use of information may jeopardise cooperation and prejudice the willing supply of reliable information.
The Privacy Act generally is binding on the government and an important means to provide accountability in relation to information handling.  Outside the area of public registers, if the government promises to handle personal information in a certain way and fails to do so to the detriment of an individual then this can be taken up by complaint under the Privacy Act and might lead to proceedings the Human Rights Review Tribunal.   However, public registers are an anomaly.  This part of the Act is unenforceable.  From an individual’s perspective where is the accountability if information compelled from them is being released through a register for purposes that then harm the individual?  Why is the government bound in another context where it disclosed one item of information but unaccountable for disclosing 7 million off a register?  Where is the accountability if the law says that information is to be made available in a certain way, or withheld, and the law is not obeyed? 
Does each option increase State accountability to the individuals for the handling of personal information? 

2.
Objectives in reforming public register privacy law
In this part of the submission I outline six matters that I suggest be considered in assessing the options.  These include: 

· protection of privacy

· free flow of information 

· government accountability for fair handling of information 

· transparency 

· feasibility 

· effective functioning of public authorities

Some of these items are taken from the issues papers.  Top of the list is protection of privacy since it has appeared to successive privacy commissioners that the public expects public register privacy issues to be better addressed than they are at the moment and law reform will make a successful outcome much more likely.  It is really important that the privacy issues be directly addressed and that we achieve improvements, not merely change, through law reform.
Protection of privacy

In the Privacy Commissioner’s 2006 survey, conducted by UMR Research, 54% of people indicated that they are very concerned or concerned about the availability of personal details on public registers.

Parliament went to some effort to devise special privacy protections for public registers.  They had clearly understood some of the dilemmas inherent in large publicly accessible government databases and wished there to be an effective crafted privacy regime.  Their efforts were innovative and drew heavily on the international approach, particularly Council of Europe recommendations.  However, they had limited experience to draw on.  A fundamental objective in reforming public register privacy law should be the more effective protection of privacy.
Does each option provide practical improvements to better protect privacy? 

Free flow of information
Everyone understands that there is a need to reconcile the public interest in protecting privacy and other competing public and private interests.  This is obviously the case in relation to public registers.  Indeed, all public registers are set up in relation to some public law or other and therefore represent some aspect of public interest.  The need for a searchable register certainly implies an existing public interest that is bound in some sense to prevail to some degree over individual interests.  Having said that, there is good privacy practice and poor practice and this applies to registers as with any other kind of government information handling.  Done in a transparent manner and in accordance with fair handling practices, many privacy dilemmas can be resolved while achieving their important public objectives.   
Underlying each public register will be an important public interest.  As each public register has been established by a statute, it represents the will of the people’s representative, Parliament.  It is essential that the important public interests underlying each register be given effect to and that the scheme of privacy protection devised not make achieving such objectives impossible or near possible.  The challenge is to provide reasonable privacy protection so far as that it can be reconciled with achieving the objectives underlying the register law.  This essentially means allowing the information on the register to get those people with a legitimate need to have the information for the purposes for which the register was established. 

If we imagine a continuum of public register regulation we might see at the two extremes: 

· a form of regulation that is very restrictive and that might protect privacy but also impedes the free flow of information to those that have a proper interest in it (and impeding that free flow will impose a greater cost than is necessary and may even damage interests of individuals concerned) 

· a completely unfettered arrangement which allows those that need the information to get it without difficulty but also allows others who act contrary to the interests of individuals concerned to obtain it (and perhaps contrary also to the public interest). 
Neither is optimal.  Ideally, there will be a point along the continuum which will provide at reasonable cost an option that facilitates providing information to those that properly require it to achieve the objective of the act establishing the register while providing reasonable protections against privacy risks and other unwanted consequences.

In looking at this matter, this submission identifies features in the options that facilitate the free flow of information to those that need the information for the purpose that the register was established.  
Does each option contain features to facilitate the free flow of information to those that need the register information to achieve the objectives for which the register was established? 
Government accountability for fair handling of information
Government needs to be accountable for the information it collects and holds.
The government owes accountability in two senses: 
· to the individuals who are asked or compelled to provide information under statute to be placed on a register – this accountability includes to tell the individual what is required and of the consequences and choices and to act consistently with what they tell those individuals (sometimes known as ‘say what you do and do what you say’)

· to the community to fulfil the public interest underpinning the public register law –to provide an effective system for transfer of ownership of land or for the control of dangerous dogs, etc.
There may be third parties who use registers whose private interests can be reconciled with these accountabilities.  However, these two direct accountabilities should take precedence over accommodating third party interests. In any circumstances where such third party interests are to prevail over privacy interests of individuals, then someone should be accountable for taking and justifying such decisions. Someone needs to step forward and say ‘hold me responsible for the decision to sell 7 million records of motor vehicle owners’.

Accountability may also involve review or appeal procedures for decisions that affect or are unwelcomed by the individuals who are compelled to provide their data.  Reasonable accommodation of reasonable needs maybe another aspect (such as suppression mechanisms for vulnerable people).

The status quo falls short in some respects on accountability in that unlike public bodies’ responsibilities in the balance of the Act, obligations in respect of public registers are not subject to the same enforcement regime.  Furthermore, some decisions taken by officials which may affect a large number of individuals (such as releasing vast amounts of data from registers) are not subject to any kind of meaningful review mechanism.  
Does each option provide mechanisms to strengthen public accountability to individuals and the community in relation to register decisions in relation that affect individuals? 
Transparency 
Transparency is a core value in information privacy law.  It is a concept that has particular importance in relation to public registers because: 
· information has been compelled from individuals under law
· the information is not merely used by the State but also made available for others to see – for compulsion and potential wide dissemination emphasise the need for transparency towards the individual as to what is required, why, and how the individual’s interests are protected

· public registers are an exception to the controls in the information privacy principles –see the exceptions to information privacy principles 2, 10 and 11 whereby information sourced from public registers is not subject to usual constraints on later use and disclosure 

· Public registers represent an area were important public interests are at stake and these interests frequently must prevail over an individual’s interests -  therefore these public interests needed to be clearly articulated and be made known so that citizens know where they stand and can participate in debate about the proper limits of public interest.

The current law does contain a degree of transparency.  Each public register is established by a statutory provision listed in the Privacy Act.  Agencies maintaining public registers are also required, as far as reasonably practical to comply with the information privacy.  Any reform option should feature proper transparency for the benefit of both individuals and the community and to underpin public accountability. 
Does each option promote transparency towards the individual and in relation to underlying public processes? 

Feasibility

In assessing the options, account should be given to each’s feasibility.  It might, for example, be possible to devise elaborate solutions involving sophisticated processes which might deliver some benefits but involve a lot of work and money to implement.  On the other hand, there may be ‘quick fixes’ that might deliver limited but significant benefits that could be extremely simple to implement.
There is no finite list of considerations but some might be: 

· Do we have any experience of a proposed change and how it might work?
· Will a law change require amendment to one statute or many? 

· Will a large effort by many people be required all at once? 
· Does option offer flexibility, providing a framework whereby efforts can be prioritised in problem areas without first having to deal with all registers in non-problem areas? 

· Are the predicted benefits dependent upon factors that cannot be guaranteed? 

Regard should also be had to the likelihood of a reform option delivering the benefits hoped for.  Are those benefits reasonably certain or are they something of a gamble?  Might the option throw up new problems in the area of administration of public registers that are potentially more problematic than the status quo? 

There is no single right answer to the issues of feasibility.  A simple reform that is guaranteed to bring a few benefits might be the right answer.  Perhaps a more elaborate reform which will deliver even more benefits will be a better choice even though the effort will be greater. An option that is truly not  feasible should of course be avoided.  

Is each option feasible? 

Effective functioning of public authorities

Under feasibility this submission focuses upon the process of moving from the existing system to a new model.  Once up and running, there may be ongoing issues for the agencies that maintain public registers.  To date, those authorities have obligations to comply with the information privacy principles generally but can take the benefit of exceptions to the principles in their administration of public registers.  With respect specifically to public registers they have some additional responsibilities under the PRPPs and the Domestic Violence Act as well, of course, as their own public register laws. 

Each reform options should be considered in relation to the continuing effective operations of these agencies.  How will an option affect the functioning of these agencies?  Will it diminish their effectiveness? 

One consideration might be how far the reform represents an evolution of the current approach building upon the last 14 years and how much represents substantial change.  A particular consideration is how individual searches are conducted.  How does the option affect a registrar’s responsibilities in that regard?  Does this fundamentally alter the functioning of the public authority? 

Does each option take account of the needs of public authorities to continue functioning effectively? 

3. Options for reform

Option 1: Status quo with amendments to the Privacy Act

This option reforms the current public register regime in the Privacy Act to: 
1. Amend Schedule 2 to include any missing public register provisions
2. Include purpose statements as public register provisions are enacted or consolidated
3. Amend the PRPPs in various ways to make them more effective 
4. Enact a new PRPP stating that contact information should not be disclosed from a public register on a bulk basis unless that disclosure is consistent with the purpose of the register
5. Enact a new PRPP dealing with personal safety and harassment and establish a single, generic suppression regime in the Privacy Act to replace the Domestic Violence Act 1995, covering a wider range of personal safety and harassment
6. Make the public register regime enforceable.

For convenience, I mention the two proposed new principles: 
PRINCIPLE 5

Bulk disclosures of information from public register

Personal information containing an individual’s name together with the individual’s address or telephone number, is not to be made available from a public register on a volume or bulk basis unless this is consistent with the purpose for which the register is maintained.

PRINCIPLE 6

Personal safety or harassment

(1) Where practicable, personal information revealing an individual’s whereabouts should not be stored in part of a register generally accessible to the public, where it is shown, on an application by the individuals to the agency maintaining the register, that the individual’s safety or that of the individual’s family, would be put at risk through the disclosure of the information.

(2) An agency maintaining a public register shall have reasonable procedures to invite, evaluate, and determine applications by individuals whose personal safety may be put at risk by disclosure.

(3) It is an exception to clause (1) where other appropriate safeguards are taken to ensure that the information is not disclosed to the public for purposes unrelated to the purpose for which the information was collected or obtained.
Mapping option 1 against the issues with the current regime
Bulk release of register information
Option 1 provides a mechanism to constrain bulk disclosure of contact information on a bulk or volume basis.  The proposal allows for bulk disclosure where that is consistent with the purposes of the register.
Direct marketing 

Option 1 provides a very practical solution for direct marketing though controls on bulk disclosure of contact information from registers.  It is anticipated that this will largely address the matter without the need for more elaborate approaches.
 However, for the sake of completeness, it should be noted that bulk release of information will be permitted where that is consistent with the purposes of the register which may well include direct marketing in a few cases.  There are for example, some occupational registration schemes for which compulsory continuing training obligations are delivered by competing private sector education providers.  This would be the case were a registrar might well provide bulk release of contact details to a recognised training provider for marketing purposes.   
Risk to safety

This option provides specific mechanisms to address risk to personal safety.  This is achieved by the suppression regimes proposed to be mandated by a new principle 5 and a comprehensive suppression regime.  It should be noted, in passing, that this personal safety principle also obliges an agency maintaining public registers to have ‘reasonable procedures to invite’ applications for suppression.  There are certainly New Zealand agencies maintaining public registers that make no real effort to tell people who could potentially benefit of the existing suppression regimes.  This should enhance transparency of the rights and choices that individuals possess already or any new rights that may arise out of the reforms.  

There may be some incidental relevant benefits from other aspects of the option.  For example, controlling bulk disclosures will as an incidental benefit provide some constraint on the further dissemination of contact lists compiled from public registers, including details of vulnerable people. 
Accountability to individual 
This option increases accountability of the government to individuals who supply information in a variety of ways.  Some of the main ones include: 

· aligning the administration of public registers more closely with the purposes for which registers were established

· requiring the State more seriously to face up to the personal safety risks created through the registers it maintains and to act on the risks 

· making the law enforceable in the normal way through the Privacy Act. 
Mapping option 1 against the objectives of reform

Protection of privacy
These reforms will provide practical enhancements to the protection of privacy.  Some of the recommended changes are small and will of themselves make little difference.  However, making the entire regime enforceable will undoubtedly provide a much greater impetus for compliance than has been the case to date.  The new principle on bulk releases of information will address an issue that concerns a number of New Zealanders in terms of protection of their information and some particular secondary uses. 
Free flow of information
The option focuses squarely on the desirability of facilitating the free flow of information from the register to those persons having a proper interest in having that information.  It does this by aligning controls, both the existing ones on search references and the proposed new one on bulk release, to the purposes for which a register has been established.  Thus the new controls should not interfere with the information flowing to the people who are entitled to have it. 
It is also understood any statute can override the Privacy Act and in this context the public register provisions will prevail over anything inconsistent in the IPPs and PRPPs.  Thus it is always open to Parliament (or the Executive through regulation) to explicitly provide that a particular purpose is deemed to be a purpose of the register or that some disclosure is allowed notwithstanding the new principle.
The bulk release controls do represent a constraint to flow of information from registers.  However, as already mentioned, the option has taken care in its drafting to explicitly provide that bulk disclosures for the purposes for which a register exists are not affected by those controls.  Furthermore, it is possible to set the threshold high enough to ensure it will not interfere with any ordinary and proper use of the register. 
As with any option, implementation of the new policies might lead to unnecessary administrative impediments to the free flow of information.  This option is no different to others in that respect and care will need to be taken. However this option does represent an evolution of an existing set of controls and therefore behaviours might be slightly more predictable and hopefully less prone to rash or poorly thought through implementing measures that unduly impede the flow of information.  
The proposed amendment to principle 3 constraining disclosure of public register information electronically outside of New Zealand might potentially impede the flow of information. However, this recommendation is more of a spur to address issues associated with placing registers on the Internet rather than providing a complete answer in itself.  The Commission will need to consider the issues in a more general sense in the terms of its privacy reference any case, as this is not simply a register issue, as it touches upon the big questions of technology (in this case the Internet) and trans-border data flows.  
Government accountability and fair handling of information
This option provides greater government accountability by: 

· encouraging greater transparency through gradual introduction of explicit purpose statements  
· making the government accountable for compliance in an enforceable way. 
Transparency 
This option promotes transparency through: 

· encouraging the development of transparent purpose statements 

· requiring government practice to align with the purpose of registers and thus provide greater certainty for individuals 

· constraining secondary purposes through bulk release controls and thus individuals should be less likely to be exposed to unexpected and unwanted uses unconnected with the purpose of the register. 
Feasibility
Option 1 probably represents the most feasible of the four options for several reasons:

· it has been through a thorough process of research and consultation before been recommended  after five years experience of the public register regime. 

· each of the components of the proposal are fully elaborated in a 35 page chapter in Necessary and Desirable
· it is incremental, building upon a framework that has now operated for 14 years and thus the effect of changes may be more predicable than starting afresh 
· it involves substantively amending only one statute, the Privacy Act, with another statute, the Domestic Violence Act, having a relevant part consolidated into the Privacy Act compared with options that depend for their success upon amending many statutes 
· it anticipates a role for secondary legislation as a practical option for purpose statements to avoid use of Parliamentary time 

· on the key issue of secondary use it favours the simplest of all solutions, bulk limits 

· it accepts a gradualist approach with respect to reforming the scores of public register provisions. 

With nearly 10 year’s experience since Necessary and Desirable it is possible to improve upon the detail of the recommendations and to supplement them with good ideas that have come up since (including in the issues paper).  The evolutionary  approach, involving simply amending Part 7 of the Privacy Act, lends itself very well to incorporating new ideas and rejecting some of the less central components in Necessary and Desirable itself.  For example, he recommendation to amend PRPP 3 to try to meet the challenges of electronic records and the Internet could no doubt be improved upon with today’s knowledge.

The proposal that purpose statements could be introduced by regulation is directed towards ensuing the proposal remains feasible.  That is not, of course, to say that purpose provisions could not otherwise be introduced by statute where opportunity exists.  It is also possible to operate the purpose-orientated aspects proposed for the search reference and bulk release principles without having a purpose provision contained in an enactment at all as purposes can be inferred from the circumstances and the legislation.  This provides a feasible way forward pending the development of purpose statements introduced in enactments.  It may even be that trialling administrative purpose statements may improve any subsequent purposes recorded in statute since experience to date suggests that very poorly drafted purpose provisions  may easily be introduced into statutes despite Parliamentary scrutiny.  
Effective functioning of public authorities

This option does require agencies maintaining public registers to be more accountable for their actions.  This is not anticipated to be problematic in itself since those agencies have since 1993 been accountable under the Privacy Act for their actions outside the public register sphere.  There are also any aspects of the enforceability mechanisms in the Privacy Act that ensure that complaints that may eventuate are, if possible, resolved at a low level focusing upon resolution where possible rather than, for example, taking a punitive approach.
One challenge will be for the agencies to become attuned to the purpose for which the registers are established.  There has not been a tradition of that in the past and sometimes there is a disconnect between officials who might, for example, see a large purchaser of register records (such as a direct marketer) as the primary customer’ rather than individuals who entrust the information to the agency.  This may require some cultural adjustment but will probably not involve a substantial change in the functioning of these authorities.  This option will still allow searches to the register on a traditional search basis.  It does not re-orientate public registers to require searches only for stated purposes (although such an approach might be introduced for a particular register where warranted and the framework of this option can cope with that approach). 
Conclusion

This option builds on the status quo and offers some important improvements. The public register privacy principles continue to regulate public registers, though they are made enforceable.

The reforms suggested in Necessary and Desirable address all of the identified issues with the public register regime, and appear to meet the objectives of reform.

Option 2: Rebuttable presumption of access
This option anticipates a three step approach to reviewing public registers:

1. Is there is still a legitimate reason for the information held on the public register to be freely available to the public? If not, remove the public register provision and leave access requests subject to the Official Information Act (OIA) on a case by case basis. If yes, continue to the next step.

2. Consider whether provision should be made for the recognition of privacy. If no, continue with unfettered access to the register. If yes, continue to the next step.

3. The information is established with a rebuttable right of public access but an individual may request that their personal information is suppressed on privacy grounds. The information will remain accessible, but for a limited number of reasons. Other access would be governed by the OIA.
This particular option is not fleshed out in detail.  Understandably so, as it is not based on an official report but on a ‘think piece’ that sought to promote new thinking on public register privacy issues.
 

Some aspects of this option are perplexing and it is difficult to take the matter much further without elaboration.  
For instance, a key is the phrase ‘freely available to the public’.  What does it mean?  If it is intended to equate to a near unfettered right to access then option 2 would represent a refocusing of the public register regime upon a subset of the registers currently identified as public registers.  If that is intended, it might be assessed for advantages (and disadvantages) but it would leave many questions unanswered.  For example, how are the registers excluded form the regime to be handled?  However, an alternative view of the phrase ‘freely available to the public’ may simply reflect current understanding of the public registers in schedule 2: a statutory register with a statutory right of search.  If this second approach is intended, then step one does not represent anything new and may not take things any further forward from the status quo.  H
Another aspect of this option which is slightly perplexing is that for registers that are not ‘freely available’ the public register provision is to be ‘removed’.  At the very least this anticipates removal from Schedule 2. However, it appears that the proposal might be that the provision itself might be repealed since it anticipates the question of access to such registers then being governed by OIA.  This may or may not make sense in some cases and there are examples of statutory registers which are not listed as public registers.  But does that make sense in all cases? What will be the effect of repealing such provisions?  Does this move from the realm of reforming privacy law into unchartered territory? Also, how far would such a change move the typical public register search from a fairly straightforward and in many cases almost mechanical access-within-set-parameters into a discretionary case by case exercise of judgement? 
Although not really clear it might be intended to anticipate amending public register provisions to remove the explicit search provision contained within them so that access to the register is governed simply the OIA.   If that is intended, then the description of the option does not really explain why that would be useful.  If the register provision’s search provision is not repealed, then it is difficult to see that access could simply be governed by the OIA which would presumably defer to the more specific statutory acts access provision. If the search provision remained, but the section was removed the Schedule 2 list, it would cease to be enjoy the benefit of the public register exception to IPP 2, 10 and 11. 

Step 2 asks whether provision should be made ‘for the recognition of privacy’.  Again, the shorthand is alive with many unanswered questions.  It appears to assume that an individual could only expect ‘recognition of privacy’ if there is some special claim, perhaps involving especially sensitive information.  However,  shouldn’t everyone dealing with the government who is required to provide information expect to be told the purpose for which it is to be used and to have that indication of use respected?

In step 2 if there are no reasons for ‘the recognition of privacy’ then the proposal is to continue with ‘unfettered access to the register’.  Again, this is not fleshed out.  The current public register regime provides a mix of mechanisms to ultimately offer some level of privacy protection.  To take one example, there are controls on search references.  A search of the motor vehicle register by reference to a vehicle licence plate number has a very different character to a search of the same register by name or a person’s home.  The search by licence plate number suggests some knowledge of a vehicle and some connection with it.  A search by name (were that to be permitted) would reveal all the vehicles someone owns.  A search by home address would reveal all the vehicle owners living in those premises and the vehicles that they own.  These latter two searches would not be legitimate with search reference controls.  Accordingly, is ‘unfettered’ access intended to mean repeal of the existing public register controls?  The tenor of the article on which this option is based tends to suggest so but is not entirely clear. 

The third step sets out what is to be done when there is a case for ‘the recognition of privacy’.  In this case, the solution offered appears to rely upon just one mechanism rather than the larger range of public register protective mechanisms normally thought of.  This is simply an opt-off by an individual (subject to a requester’s right to pursue access to the Ombudsmen).  Where an individual does not exercise the opt-out there would be unfettered access.  
Mapping option 2 against the issues with the current regime

Bulk release of register information
This option is the least restrictive of bulk release of information from public registers.  Where controls are warranted, the option essentially may allow an individual to opt-off with denial of access to be reviewable as an OIA request.  In that environment, almost certainly bulk information will be freely released in almost all cases although it is not straightforward to predict the approach that the Ombudsmen will take to information about individuals who have opted off. 

If an opt-out is made available, the individuals who know of this right and choose to exercise it may be able to avoid any perceived downsides of bulk release – although their opt-out may turn out to be ineffective on an OIA review. 
The possibility of giving individuals the choice of an opt in or opt out arrangement for secondary purposes is certainly worth considering in the right circumstances.  The Privacy Commissioner has in the past supported in one case an opt in arrangement for secondary disclosures in relation to the register of radio licence holders (which was later changed by the select committee into an opt out arrangement).  That was supportable from a privacy perspective as the use being opted into offered some advantages to many individuals though was not a use welcomed by all.  In relation to marketing use of drivers licence data from registers in the USA, opt out is a technique that is used by the few states in the USA that continue to allow marketing use.  However, it may be expected that very few of these ‘freely available’ registers will be thought appropriate for opt out arrangements based on privacy and thus the opt-out choice may turn out to be a mirage with the option largely delivering unfettered bulk release of data.

Direct marketing 
This option will not prevent direct marketing and indeed seems expressly designed to legitimise it.  Those annoyed or concerned with marketing use can opt out where that is permitted.  So long as there was wide availability of that option, and choices were respected on OIA review, this may provide a reasonable direct marketing solution. 
Risk to safety 

This option does not develop a personal safety regime itself but does explicitly note that its proposed unrestricted access regime could nonetheless allow for ‘removal of names from a register for reasons of personal safety’.  
Accountability to individuals 
This option will provide an element of accountability to individuals, in that individuals may be able to suppress their records from some secondary uses if they wish to, though this is not absolute. 
However, for those who do not request suppression, or where privacy is not recognised, the option does not enhance accountability. 
Mapping option 2 against the objectives of reform

Protection of privacy
The option offers one possible benefit to privacy, being the introduction of an opt-out regime from unwanted secondary use. However, that particular initiative comes at the cost of losing existing protections contained in the PRPPs which the author of the option finds to be ineffective and not worth reforming.  In appropriate circumstances, which may be limited in the public register area, an opt-out arrangement might have some value.  However, opt-out is not a very good solution for privacy for several reasons:
· opt-out is generally discredited as being the weakest solution to direct marketing privacy issues – it basically accepts the premise that information provided for one purpose should be available for third party direct marketers notwithstanding the lack of consent by individuals 
· public registers represent information obtained by the State under power of law and the proposed opt-out approach assumes the legitimacy of the State compelling such information and then making it available to third parties for secondary uses that are not essential in the public interest and which are unwanted by individuals – establishing an opt-out approach is not an ethical position for public authorities as stewards of information to take
· the option relies solely on the one solution, opt-out, and other solutions may be better in some circumstances 

· opt-out is notorious for favouring direct marketers because of the ‘inertia effect’ and requires exceptionally good practice in terms of transparency and ease of individuals to exercise the choice to work well as a protective mechanism. 

Free flow of information
This option clearly allows for an unconstrained flow of information for the most part.  It allows for the free flow of information to those having a legitimate need for the information and does not effectively constrain the flow to others as well.

The proposal slightly inhibits the flow of information in cases were an unfettered right of access is modified by the provision of an opt-out arrangement.  Many secondary users may be quite happy to work with register information from which some individuals have opted out, others may not.   Where requesters wish to have a complete set of information they will need to make a request to the department which may release it to them.  Otherwise they can go on review to the Ombudsman. 
Government accountability and fair handling of information
This option provides some government accountability as individuals may be able to request their information be suppressed. Assuming individuals are informed of this option, this would be a fairer information handling practice than the current regime and is subject to an oversight by the Ombudsmen.  However, suppression may not be offered by an agency, or suppressed information may still be released under the OIA. 

The option is not clear as to processes to be adopted for deciding such things as which registers warrant provision being made for the recognition of privacy, which registers are suitable for providing an opt-out arrangement, which are the purposes for which access will be permitted notwithstanding an opt-out, etc.  Those are all deceptively simply sounding matters which can be done in a more or a less transparent and accountable way. 
Transparency 
This option will not provide any further transparency regarding the sharing of personal information. Individuals may request their information be suppressed, but this is not a guarantee that it will not be released under the Official Information Act.
Feasibility
There is insufficient detail in the description of the option to fully work through issues of feasibility.  However, a few matters should be noted: 

· the approach marks a complete departure from that taken so far, it may be a leap into the unknown

· the proposal may involve repealing or amending a variety of public register provisions to change their status with respect to the OIA (step 1), and it is unclear how that will be achieved or what the point will be
· it does appear to anticipate a ‘big bang’ approach whereby a set of purpose provisions will need to be readied for all registers, which will be a call on a time of officials and many agencies from a policy and administrative perspective
· it may involve some change in regulatory responsibilities for both the Privacy Commissioner and the Ombudsmen.   

Effective functioning of public authorities
Depending upon how extensive the opt out rights are there could be some significant new administrative responsibilities. If, for example, all registers offer the opt out right, then every agency will have a new administrative role. (If the opt out is not made available in very many registers then the main feature of the scheme will not actually provide any useful benefits for resolving public register issues).  Administering opt out requirements could be a significant administrative task for a department, although it could be automated up to a point.  Where opt-outs are provided, there is the possibility of challenges by requesters to seek access.  The extent of the administrative burden will depend on how extensive the opt-out rights are whether third parties wish to obtain that information.  However, each such challenge will require manual resources in departments to review.  Presumably some proportion will result in complaints.  The option clearly anticipates requesters being able to take a complaint to the Ombudsman for refusal of access.  Though not stated, one might presume that a departmental disclosure notwithstanding an opt-out would also be suitable matter for complaint to the Privacy Commissioner. 
It is anticipated that a number of agencies would cope well with a small number of opt-outs.  Some will struggle with substantial numbers.  If information is released on review not withstanding an opt-out, public confidence could be eroded and this may be visited on the functioning of public authorities charges with maintaining registers. 
Conclusion

This option presents a substantial change from the current public register regime. It will remove the existing controls of the public register regime from the Privacy Act.  The privacy benefits are likely to be slim or even detrimental.
This option may not be feasible if there are widespread opt-out rights and these turn out to be burdensome to administer. 
Option 3: A public register act
Option 3 would create a specific Public Register Act to deal with all public registers.  The act could contain principles to apply to all public registers or could specify prohibited and permitted uses.  Such a stand alone statute could take many forms and the discussion paper outlines one proposed by Veda Advantage, a company having an interest in access to public register information. 

The proposed act would contain principles and would outline key permitted uses for public registers in a schedule. The purpose of the register, and stated permissible secondary uses, would be included in the access principles. A separate, opt-in tick-box register, to allow for non-scheduled uses of registers such as direct marketing could be established.

This option recommends disclosure of personal information held on public registers based on a set and finite list of purposes, including commercial uses. Protective mechanisms would be included to enable records to be suppressed where certain criteria are met.

Information was not provided on what principles would be included in the statute.
Mapping option 3 against issues with the current regime

Bulk release of register information
There is limited detail as to how the public register act would look.  However, it does not appear to propose an explicit control on bulk release (although there may be no reason in principle why that could not be part of the scheme).  Some of the discussion of option 3 suggests that access to registers might be only for permitted purposes, and in particular, it anticipates that a use such as direct marketing might be only on an opt-in basis.  If such an approach were taken it would appear that bulk releases would not generally be the problem that they can be today although that may be dependent on the approach to drafting this act and what actually ends up being in the permitted and prohibited behaviours. 
Direct marketing
There is limited detail on this option but it does mention key permitted purposes for registers would be listed and that non-permitted uses - and direct marketing is explicitly mentioned – could be allowed for with an opt-in tick box.   Accordingly, although detail is somewhat lacking, this option does directly address direct marketing with a possible solution. (An opt-in approach does not have the privacy downside of the opt-out proposal ion option 2).
Risk to safety
Although there is limited detail in the discussion, option 3 does explicitly mention that protective mechanisms would include name suppression if certain criteria are meet. 
Accountability to individuals 
With the limited details on this option contained in the issues paper it is difficult to say very much. Placing all public register law in a single statue may enhance transparency for those who would wish to have a coherent and more complete view of such things.  Further, including these in a statue – as against some administrative option – does anticipate the high level of accountability of Parliament enacting the permitted and prohibited behaviours etc.  
On the other hand, whether this will make a big difference to individuals is difficult to know.  The possibility of an opt-in for direct marketing is certainly a reasonable compromise between stopping that kind if behaviour and giving it entirely free rein. 
Mapping option 3 against the objectives of reform

Protection of privacy
Option 3 might be at least equal in privacy protection as the current regime depending upon final details. On the other hand, it might miss features of the current regime or not include others such as those proposed in option 1.  Drafting such a statute would be an extremely challenging task which if successfully accomplished could be a positive outcome, but this is not guaranteed.  If the exercise was poorly executed it could be detrimental for privacy. 
Free flow of information
The option seems geared to promote the free flow of information for legitimate users.  It does appear to be framed in such a way as to also attempt to ensure there are limits so that the information does not go substantially wider than is intended.  The free flow of information appears to be a central concept in its design although, as with the other matters, it is difficult to take the analysis very far without more substantive details. 
Government accountability and fair handling of information
The option does appear to promote accountability. It does this by trying to bring order to the diversity of approaches to registers and make them transparent in a single place.  It also promotes accountability by proposing that the key decisions about permitted and prohibited uses be centred in a statute and thus have Parliament take the key decisions.

The option does not make clear if individuals will be able to directly enforce their rights under the scheme nor whether they can complain etc.   However, it is noted substantial penalties for no-permitted use of register information is anticipated.  There is nothing inherent in the option that would be inconsistent with, for example, providing for complaint mechanisms if suppression requests are confused or not honoured etc but is not laid out part of the proposal. Penalties for non-permitted use is certainly worth exploring as it may be more effective in achieving compliance in this area than individual complaints.  However, penalties do not substitute for devising means to ensure that individuals who are harmed by non-compliant behaviour are able to be compensated.  
Transparency
Potentially, this option could provide some transparency by modernising and standardising material in relation to public registers and placing it one place.  The task may be more challenging than the promoters of the option realise but if done successfully may have merit.  However, one risk in the attempt to undertake such a challenging task could be specificity of purpose which may give way to generality.  The discussion of option 3 for example anticipates recognising certain ‘commercial uses’.  Certainly appropriate commercial uses must be allowed for but one could not usefully talk at such a high level of generality as ‘commercial use’.  However, the more specific one gets the more push-back may be felt for including such detail in statute.  Individuals should expect to have reasonably specific explanations about purposes.
Feasibility
It is difficult to be precise about feasibility when so little detail is provided.  The especially challenging part is to tabulate all the permitted purposes of all the public register laws.  The size of this task and the challenge of doing it successfully should not be underestimated.  Sufficient resource would need to be available to undertake the task.  
There would  be a number of challenges to feasibility including:

· getting the whole task all done at one time – needing to draw on the policy and operational expertise from a variety of departments and consulting with stakeholders
· developing a coherent drafting approach that is sufficiently standardised without losing the statutory language and subtlety of individual register statutes or thereby creating unintended side effects 

· providing sufficient detail for it to be useful as a template for managing information and privacy issues since anything overly general will be of limited help
· in addition to the Privacy Act, every public register statute will need to be amended. 

It is not entirely clear if this is intended as complete break from the past or an evolution combined with a change in statutory vehicle.  This depends partly on how the proposal shapes up.  Given this uncertainty, there is some risk that it might not prove feasible to achieve what is hoped of it due to the lack of detailed consideration given thus far.  The amount of work involved would seem to be comparable to option 4. 
Effective functioning of public authorities

At the moment, agencies maintaining public registers tend to work principally with their own legislation and have general regard to part 7 of the Privacy Act. This proposal will largely turn the attention away from the departmental statute and Privacy Act towards the Public Register Act.  It will become a far more important statute to them for their day to day operations than part 7 of the Privacy Act has been under the current arrangements.  This might be slightly unsettling for officials initially but need not ultimately matter a lot.  
Disclosure on a statutory purpose-based approach may require quite a new sophisticated approach in register management.  It may require more resource expended in ensuring individual searches are compliant. 
Conclusion

This option removes the public register regime from the Privacy Act and creates stand-alone public register legislation. It would be challenging to implement but has the potential to bring notable privacy benefits. 
Option 4: Statute by statute approach
This approach anticipates all registers being regulated through their governing statute.
This approach involves the following key steps:
1. Create a template of guidelines for public registers, to ensure the all relevant matters are considered in reviewing the registers.

2. Require agencies to review the public registers they administer to:

a. Determine what personal information should be collected, and whether there are reasons for the information on the register to be available to the public
b. Identify as clearly as possible who should be entitled to search the register, and for what purposes. These may include both primary and secondary purposes
c. Identify whether changes are needed by way of the addition of protective mechanisms to protect personal information held on the register.
3. Each agency would be responsible to review its own but they would all be amended by a single Act (i.e.all  at one time). 
Each enactment should state that the IPPs apply unless otherwise provided. This would bring the registers within the jurisdiction of the Privacy Commissioner’s complaints process. Where specific access restrictions apply to a register, the establishing statute should state those restrictions, and the penalties for breaching the statute. The PRPPs may remain but set at a more general level. 
Mapping option 4 against issues with the current regime

Bulk release register information
This option could require agencies to consider whether bulk release is appropriate, on a register by register basis, if it is included in the guidelines. Depending on the outcome of the reviews, bulk disclosure can be assessed and, if appropriate, controlled.  However, bulk release controls are not explicitly said to be part of the option. 
Direct marketing 
This option could require agencies to consider whether the use of personal information from their register for the purpose of direct marketing is appropriate, if it is included in the guidelines. Depending on the outcome of the reviews, the use of register information by direct marketers and the resulting annoyance may be prevented or minimised.
Risk to safety
Discussion of option 4 does not explicitly outline the approach to be taken to risks to safety.  However, the material that follows, which clearly could be incorporated into the approach to option 4, anticipates the development of appropriate mechanisms.  The discussion recognises the variety of approaches and potential flexibility in approaching the issue. 
Accountability to individuals 
Depending upon the final details – only an outline is yet available and the detail of the approach ultimately to be taken could make a big difference – the option may improve accountability.  It has the potential to enhance transparency and seems to anticipate enforceability by way of complaint as well as a new compliance mechanism in terms of penalties for breaching statutes.  

Careful consideration should be given to the issue of who performs what functions under the statutes.  The Domestic Violence Act for example allows for complaint to the Privacy Commissioner for refusing a suppression request.  This has credibility in terms of independence and expertise.  By contrast, the issues paper describes how the decisions on requests for suppression for reasons of privacy on the motor vehicle register are decided by the Attorney General.

Mapping option 4 against the objectives of reform
Protection of privacy
The option offers some prospect for improving the protection of privacy through its thorough and systemic review of public register provisions and the  modernisation.  The process anticipated has rigour in terms of the issues to be considered.  As yet there is limited detail on the option to be entirely sure of the extent of benefits to privacy since, for example, the protective mechanisms that are anticipated to possibly feature in the regime are themselves still a matter of consultation within the issues paper. 
Free flow of information
The option does not introduce barriers to the free flow of information for those users having a proper need for access to register information.  Whether the regime is effective in addressing the wider flow to those that have no proper purpose would depend in part on the final shape of the option.  However, there seems to be a reasonable prospect that a good balance would be struck. 
Government accountability and fair handling of information
If reviews are carried out thoroughly and the guidance material requires agencies to consider all relevant public interests, individuals can have confidence that their personal information is handled fairly. 

Some agencies maintaining registers have frequent contact with users of information from the register but are remote from individuals whose information actually appears on the register.  As a result they can sometimes become unduly identified with those they identify as ‘customers’.  While a good customer focus is to be encouraged for many aspects of public administration, officials involved in arranging reviews may need guidance from a coordinating authority – the Law Commission or Ministry of Justice or whoever – as to mechanisms to better understand the interests of constituencies other than users (such as by using consumer representatives or focus groups etc).

Accountability is also improved in this option through proposals for enforceable complaints processes and penalties for breaching statutes. 
One feature of option 4 is the suggestion that the IPPs will be stated to apply to the registers.  That appears to be a fundamental aspect of this option as a response to the protection of privacy.  However, it is an exception to the key information privacy principles that information is sourced from a public register. If enforceable IPPs are intended to be a key part of this option then this is an issue that needs to be considered. 

Transparency 
Option 4 is promoted as being one that will deliver greater legislative clarity and certainty through the review of individual register provisions and deemphasising the central PRPPs.  This might contribute to clarity but would need work by agencies to ensure that individuals were more clearly informed of the uses of their information and their rights.  The option may make the process of doing that more straight-forward for agencies perhaps.  
Feasibility
This option faces several challenges to be considered feasible.
Once the guidelines are developed, agencies need to commit sufficient resources to reviewing their register(s).  This will require significant input from policy and operational officials and a central coordinating agency.  The task is a reasonably big and challenging one.

Doing all this at one time may be a problem.  A comparable – though admittedly larger – task was the Compliance 2001 project which required agencies to review legislation they administered to ensure compliance with the Human Rights Act. Many agencies did not have sufficient resources to carry out this review properly or in a timely manner.
It is unclear from the issues paper who will oversee the review to ensure compliance.

The option only requires one legislative tool to amend public registers. However, this relies on agencies completing reviews in similar time frames.

As a small point of clarification, I draw attention to paragraph 298 of the issues paper.  That paragraph acknowledges that the size and likely cost of the task is a significant factor.  That is certainly the case.  However, the paragraph suggests, that ‘similar costs would be involved if the 1998 recommendation of a systematic review of all public registers and their statutes were to be implemented’.  In fact, the 1998 recommendations anticipated no such review but simply anticipated the Ministry of Justice doing a simple scan of the statute book to identify register provisions that should be listed in schedule 2 (recommendation 96). Other than that, the 1998 recommendation simply anticipated the general privacy issues arising from public register provisions being reviewed as  new provisions were enacted or amended (recommendation 85). 

Effective functioning of public authorities

The option should not create any significant ongoing issues for the effective functioning of public authorities.  They will continue to work with their own departmental statutes as the principal applicable law.  The departments will be driving the reviews of those statutes. If there are significant issues, the departments will largely  be masters of their own destiny.

Departments will apparently be subject to enforceable IPPs and PRPPs but neither of these should cause those public authorities any great difficulty as they are already subject to the IPPs in the rest of their operations and the PRPPs will be set at a higher level that currently is the case.  The statutes they administer will presumably now have public register provisions that are more detailed in how they address privacy issues.  However, that will be set at a level of detail that departments are quite used to implementing. 
Conclusion

This option appears at first to be significant change from the status quo. However, the reforms anticipated appear to be somewhat guided by the existing law and experience in relation to public registers and in that sense may be evolutionary.  The option will be exceptionally challenging to implement but may deliver high quality and tailored results. 
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� The Privacy Act applies, but due to exceptions to IPPs 10 and 11, there is no constraint on the use of information sourced from a public register. 


� For simplicity in analysis and comparison and to avoid doubt I have explicitly assumed that this option is intended to capture all the Necessary and Desirable public register recommendations. The material above is just a brief summary.
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� This option does so by requiring the global administrative questions on search references and bulk limits to take account of a register’s purposes.
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