1
2

Customs and Excise (Joint Border Management Information Sharing and Other Matters) Amendment Bill
                                                                           _____________________________

Supplementary Submission by the Office of the Privacy Commissioner 

to the Justice and Electoral Committee

                                                                      ____________________________






26 October 2010




[image: image1.jpg]Privacy Commissioner
Te Mana Matapono Matatapu





1. Introduction

1.1. This supplementary submission has been prepared in response to your letter requesting further advice on new sections 282B and 286A of the Customs and Excise (Joint Border Management Information Sharing and Other Matters) Amendment Bill.  
1.2. We have considered the comments of the Regulations Review Committee (RRC) on this Bill and agree with the concerns they have raised.  
1.3. We support the recommendation made by the RRC in paragraph 38(2) of their letter, that the regulation making powers in proposed section 286A(1) are removed, and are replaced with more detailed provisions in the Bill itself which provide for sharing of law enforcement information at the border.
1.4. However, if the regulation making powers are included, we agree that further safeguards are necessary.  
1.5. The most effective safeguard is to limit the information that can be shared at the border, as described in recommendation B of our previous submission. 
1.6. The limits and controls suggested by the RRC in paragraph 37 of their letter are useful additional safeguards.  In our opinion, these controls should be used in conjunction with the limit on the information that can be shared at the border.
1.7. These recommendations are very similar to the points made in our previous written submission, which the Privacy Commissioner presented to the Select Committee on 14 October.  Therefore we do not feel we need to appear again, but are happy to appear and present this supplementary submission to the Committee if requested.

2. Preference for sharing to be managed by primary legislation

(For the convenience of the Committee, bold lettering indicates new or amended text).
Recommendation (i)
We recommend that the implementation of the information sharing regime, currently described in new sections 282B, 282C and 286A, should not proceed in its current form.  Instead, specific provisions should be added into the Bill to allow the actual information sharing arrangements the New Zealand Customs Service needs. 

2.1. In its current form, the regulation making power will allow a wide range of new information sharing arrangements to be made, involving sensitive personal information.  

2.2. We agree with the analysis of the RRC.  These new sharing arrangements are a matter of substantive policy, rather than an operational or administrative decision, and such policy decisions are more appropriately made by Parliament.
2.3. The Bill does not contain effective limits on the information that can be shared, or who the information may be shared with. The wide sharing powers go beyond the objectives of the Customs and Excise Act 1996.  
2.4. Officials have been unable to provide us with robust evidence that a regulation making power is justified by urgency or the need for flexibility in information sharing at the border.

3. Limits and controls on regulation making powers
(For the convenience of the Committee, bold lettering indicates new or amended text).
Recommendation (ii)

If recommendation (i) is not accepted, we recommend that:

· new sections 282B and 282D of the Customs and Excise Act 1996 be amended in the following ways:

· new section 282B(2) be amended to read:

“An accessing agency may, for the purpose of this section, access any border information (held by the Customs or the Ministry for a border protection purpose) if the access is authorised by regulations made under this Act.”

· the definitions of ‘border information’ and ‘holder agency’ in new section 282B(3) be deleted.

· the definitions in new section 282D be extended to apply to new sections 282B and 282C.

· new section 282C be amended to include a requirement for the assessment of the scope and necessity of each regulation made under section 286A.

· new section 286A be amended to read:
· “(2) The power to make regulations under this section and the regulations themselves will expire 7 years after the enactment of the Bill. 

· (3) Before recommending the making of regulations under sub-section (1), the Minister must – 

(a) consult the following:

(i) the Privacy Commissioner:

(ii) the agencies that may be affected by the proposed regulations:

(iii) those organisations considered by the Minister to be representative of interests likely to be substantially affected by the proposed regulations:

(iv) members of the public; and

(b) if personal information is to be shared, consider the following criteria as part of the consultation:

(i) the sensitivity of the personal information to be shared
(ii) what public interest will be served by the proposed regulation
(iii) whether the proposed sharing will result in the Privacy Act 1993 being overridden (especially principles 10 and 11)

(iv) the level of accuracy of the information to be shared

(v) whether the information will be held securely by the accessing agencies

(vi) whether there are alternative ways to achieve the desired outcome; and

(c) take the results of the consultation into account.

(4) Regulations made under this section must be confirmed by Parliament.”

3.1. If the Committee chooses to include the regulation making powers, the RRC recommends further limits or controls should be considered.  We agree with the RRC that that it is vitally important that the anticipated scope of the empowering provision is carefully considered, and limits are clearly specified.

3.2. We believe it is important to minimise the privacy impact of this regulation making power, and this can most effectively be achieved by using a range of safeguards which are complementary.

3.3. We cannot offer a comprehensive solution to ensure the regime operates without risk, as this can only be identified after greater analysis and testing.  However, if the Committee decides this must go ahead at this time, combining all of the proposed safeguards into one package may provide the most comprehensive solution available.

3.4. The overall privacy impact of this regulation making power can be minimised by limiting sharing to border information that the New Zealand Customs Service and the Ministry of Agriculture and Forestry hold for their border protection purposes, as outlined in recommendation B of our previous submission.  This brings information sharing into line with the objectives and purposes of the Customs and Excise Act 1996.
3.5. We recommend this be supported by retaining the current safeguards contained in new sections 282C and 286A of the Bill, which includes a requirement for the Minister to consult the Privacy Commissioner, affected agencies, interested organisations, and members of the public.
3.6. We also recommend that the safeguards which have been proposed by the RRC are added into the Bill.
3.7. These safeguards will include:

· the insertion of a list of criteria to consider during the consultation under new section 286A(2)

· the expiry of the regulation making power and the regulations made under that power 7 years after the enactment of the Bill.  As part of this review, the scope and necessity of each regulation must be assessed.

· a requirement that each regulation is confirmed by Parliament.
Insertion of a list of criteria
3.8. The RRC recommended that criteria be included that would be considered by the Minister before they recommend the making of regulations.

3.9. We suggest that the list of criteria should instead be added to the consultation described in new section 286A(2)(a).  This would allow the criteria to be considered by the Minister and anyone consulted on the regulation.  

3.10. To allow the privacy impacts to be fully considered, the criteria could include:

· whether personal information will be shared

· the sensitivity of the personal information to be shared

· what public interest will be served by the proposed regulation

· whether the proposed sharing will result in the Privacy Act 1993 being overridden (especially principles 10 and 11)

· the level of accuracy of the information to be shared

· whether the information will be held securely by the accessing agencies

· whether there are alternative ways to achieve the desired outcome.
Expiry of regulation making power
3.11. The RRC’s recommendation to provide fresh parliamentary consideration of this power after it has had time to be tested and reviewed is a useful safeguard.
3.12. However, there is a danger that a large number of information sharing arrangements will be made in the allowable period, to ensure that the maximum amount of information is shared. Our concern is that the emphasis will be on quantity not quality, and that hastily and poorly drafted regulations will impact on people’s privacy. 
3.13. Therefore, we think the regulation making power, and the regulations made under it, should expire after a maximum of 7 years and be reconsidered by Parliament.
Confirmation of regulations by Parliament
3.14. In paragraph 29 of their letter, the RRC noted that in some cases the empowering statute will require Parliament to confirm the regulations or they will lapse.  The RRC suggested that this may be appropriate in this situation, where the regulations deal with policy under the authority of broad empowering provisions.  

3.15. Requiring Parliament to confirm regulations would introduce a level of Parliamentary oversight to the proposed information sharing arrangements, and allow their merits to be debated.  This would be a useful safeguard.
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