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I. Background: 
Dark patterns

• Coined by User Experience 
(UX) designer Harry 
Brignull in 2013

• Dark patterns = interface 
design techniques that aim 
to trick or mislead Internet 
users (Mathur et al., 2019)

• Lots of different types

https://www.deceptive.design/ 

https://www.deceptive.design/


Obstruction or ‘Privacy Zuckering’



Forced action



Forced action



Preselection



Recap: Are Dark 
Patterns in Aotearoa 

NZ?



II. Dark patterns in Aotearoa NZ 

• Most research undertaken:
• in US or Europe
• by Human Computer Interaction 

(HCI) or User Experience (UX) 
Designers

• We were interested in the 
contexts where dark patterns 
emerge from

Lacey, C., Beattie, A. & Sparks, T. (2023). Clusters of Dark Patterns Across Popular Websites in New Zealand. International Journal of 
Communication, 17, Available at: https://ijoc.org/index.php/ijoc/article/view/18693/4164 

https://ijoc.org/index.php/ijoc/article/view/18693/4164


RQ1: Where are NZ Internet 
users most likely to encounter 
dark patterns?



RQ2: What are the most 
common types of dark 
patterns?



RQ3: What does the most common type of dark 
patterns and the websites that use them reveal 
about the (re-)production of dark patterns on the 
New Zealand Internet?



Mechanisms to drive sales







Disclosure of personal data



Reduce business costs



Imported and not homegrown?



III. Study: Do Dark 
Patterns work?



Research questions (Study B)

RQ1: Does the obstruction dark pattern increase the 
likelihood of a user undertaking the desired action?

RQ2: Does the preselection dark pattern increase the 
likelihood of a user undertaking the desired action?



Obstruction or ‘Privacy Zuckering’



Preselection



Methods: fake survey



Study detail

• 84 respondents

• Approved by the VUW Ethics 
Committee (#30069)

Age bracket n (%)

18-34 49 (58.3)

35-64 17 (20.2)

65+ 18 (21.4)

Participants were randomly 
assigned to one of two conditions:
• reading a survey which included dark 

patterns (Obstruction and Preselection 
elements; n = 45) 

• or reading a survey which included no 
dark patterns (Control; n = 39).



Dark pattern group – ‘Obstruction’



Control group – No ‘Obstruction’



Dark pattern group – ‘Preselection’



Dark pattern group – No ‘preselection’



RQ1: Does the 
obstruction dark 

pattern increase the 
likelihood of a user 

undertaking the desired 
action?



92% of participants in the 
dark pattern group 
accepted all cookies

Compared to…48% of 
participants in the control 
group accepted all cookies

Obstructing the user 
influences privacy 
disclosure behaviours



RQ2: Does the 
preselection dark 

pattern increase the 
likelihood of a user 

undertaking the desired 
action?



50% of participants in the 
dark pattern group ended 
up indicating that they 
wanted to receive Kiwi 
Shopper information 

Compared to…9% of 
participants in the control 
group opted into receiving 
Kiwi Shopper information

Pre-selection influences 
user behaviour



Conclusion

• Dark patterns are common across the Aotearoa NZ 
internet
• Users most likely to encounter them when arriving or 

purchasing an item on a website
• DPs are mechanisms to drive sales or reduce business 

costs
• Imported as opposed to homegrown

• We have empirical evidence that dark patterns 
work: 
• they undermine consent or encourage privacy 

disclosure behaviours
• they influence user behaviour when choice is 

preselected



What’s next?

• Publish Study B as an academic paper
• New Zealand Business Law Quarterly

• How do we regulate / govern dark patterns? Are they an 
issue of:
• illegal trading (currently captured under the Fair Trading Act, 1986, 

enforced by the Commerce Commission)
• privacy (Privacy Act, 1993, enforced by the Office of the Privacy 

Commissioner); or
• unsolicited communications (Unsolicited Electronic Messages Act, 

2007, enforced by the Department of Internal Affairs)?
• consumer protection?



Don’t we sometimes want dark 
patterns? 

Is the issue with dark patterns/gamification/persuasive design per se or how the 
technology is used? (Beattie, 2021)



Lessons from Artificial Intelligence

• Risk 
management 
approach?

• EU AI Act: 
inappropriate 
instances of using 
AI, high risk, 
medium risk, low 
risk



Thank you
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