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. Background:
Dark patterns

« Coined by User Experience
(UX) designer Harry
Brignull in 2013

« Dark patterns = interface
design technigues that aim
to trick or mislead Internet
users (Mathur et al,, 2019)

« Lots of different types

https://www.deceptive.design/
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~ Obstruction or ‘Privacy Zuckering’

You control whether we use data from
::b"': m:msm, 5P develol - Data from advertisers, app developers and
Required: Review your data publishers about your activity off Facebook
settings We care about protecting your privacy. We Company Products helps us show you
P | data laws are changing in the don't sell your data, and we've designed relevant and useful ads. It includes your use
. A our ad system so that we can show you of these partners’ websites and apps, and
European Union, and we want to make it relevant and useful ads without telling certain offline interactions with them, such
easy for you to view some of your data advertisers who you are. To show you as purchases.
settings. better ads, we use data that advertisers, This setting applies to ads that we show you
Please 1ake a few minutes to review these app developers and publishers provide us across Facebook Company Products,
updates and make choices about some about your activity off Facebook Company including Facebook and Instagram, as well
specific data settings. Products. This data includes your use of as on websites, apps and devices that use
these partners' websites and apps, and our advertising services.
. ) certain offline interactions with them, such
Here's what we'll ask you to review: as purchases. You control whether we use Adls baued on date fiem partnere:
*) How we use personal data from this data to show you ads. To confirm that
advenisers' app deve'opas and we can use this data to decide which ads Alowed
publishers to show you relevant ads to show you, select Accept and Continue.
. If you don't want us to use this data to Ads will be more relevant to you
(. An option for turning on face recognition decide which ads to show you, select
(©) Our updated Terms, Data Policy and Manage Data Settings. .
Cookie Policy
ACCEPT AND CONTINUE
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WE MADE HISTORY

We showed America the silent majority is no longer
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Recap: Are Dark
Patterns in Aotearoa
NZ?




Il. Dark patterns in Aotearoa NZ

o International Journal of Communication 17(2023), 3164-3188 1932-8036/20230005
« Most research undertaken:
® | n U S O r E u rO p e Clusters of Dark Patterns Across Popular Websites in

New Zealand

* by Human Computer Interaction CERIE LACEY
( H C | ) O r U Se r EX pe r i e n Ce ( U ><) Te Herenga-Waka, Victori‘:LE:ivBeEQ;;réleWellington, New Zealand
Designers e TISTAM SPARKS

Massey University, New Zealand

"Dark patterns” are interface design techniques that aim to trick or mislead Internet users.

[ ] \/\/ e \/\/e re | I‘ ] t e r e St e d | n t h e Most dark-patterns research has been undertaken in the United States and Europe and by

user experience or human computer interaction researchers. In this study, we adopt a
media and communication studies and science and technology studies approach to

con texts W h ere d ar k p ) tte rs investigate where dark patterns “cluster” in online environments. A walkthrough of the

top 100 New Zealand websites leads us to the following findings: (1) dark patterns cluster
around financial transactions; (2) the most common types of dark patterns constitute a

e I‘ T ] e rg e fro r I ] form of interface interference; and (3) dark patterns are often deployed as mechanisms

to drive revenue, facilitate customer surveillance, and reduce business operations costs,
and appear to be largely imported from overseas markets.

Keywords: dark patterns, e-commerce, walkthrough, interface design, user experience

Lacey, C, Beattie, A. & Sparks, T. (2023). Clusters of Dark Patterns Across Popular Welbsites in New Zealand. International Journal of
Communication, 17, Available at: https//ijoc.org/indexphp/ijoc/article/view/18693/4164
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RQI: Where are NZ Internet
users most likely to encounter
dark patterns?
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Figure 3. Clusters of dark patterns by user journey.
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RQ2: \What are the most
common types of dark
patterns?

m Nagging = Obstruction = Sneaking = Interface Interference = Forced Action

Figure 4. Percentage of dark-pattern strategies by type.



RQ3: What does the most common type of dark
patterns and the wepsites that use them reveal

about the (re-)production of dark patterns on the
New Zealand Internet?
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Figure 5. The Culture Kings website uses multiple instances of interface interference to guide
user behavior. Screenshot by the author.
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Figure 8. The New Zealand Herald requires users to phone a number and offer a reason to
cancel their subscription. Screenshot by the author.




Disclosure of personal data
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Figure 10. It is common for e-commerce sites to require customers to register before
completing a purchase. Screenshot by the author.



Reduce business costs
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Figure 11. An example of contact Zuckering from the Spark website. Screenshot by the author.



Imported and not homegrown?
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Figure 12. A comparison of four shopping cart processes to demonstrate similarities across
pattern libraries. Screenshots by the author.



l1l. Study: Do Dark
Patterns work?



Research questions (Study B)

RQ1: Does the obstruction dark pattern increase the
likelihood of g user undertaking the desired action?

RQ2: Does the preselection dark pattern increase the
liIkelihood of g user undertaking the desired action?
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P | data laws are changing in the don't sell your data, and we've designed relevant and useful ads. It includes your use
. A our ad system so that we can show you of these partners’ websites and apps, and
European Union, and we want to make it relevant and useful ads without telling certain offline interactions with them, such
easy for you to view some of your data advertisers who you are. To show you as purchases.
settings. better ads, we use data that advertisers, This setting applies to ads that we show you
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updates and make choices about some about your activity off Facebook Company including Facebook and Instagram, as well
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Methods: fake survey
& Kiwishopper Springload UY

Thank you for agreeing to take part in this study.

This project seeks to understand everyday experiences of the Internet and online shopping
in Aotearoa New Zealand. Put differently, we're interested in the kind of websites and

shopping experiences that New Zealanders enjoy and the others that you may find #/ Made in Webflow



Study detail

« 84 respondents o
Participants were randomly

Agebracket | n (%) assigned to one of two conditions:

* reading a survey which included dark
18-34 49 (58.3) patterns (Obstruction and Preselection
35-64 17 (20.2) elements; n = 45 _

« Orreading a survey which included no
o5+ 18 (21.4) dark patterns (Control: n = 39).

« Approved by the VUW Ethics
Committee (#30069)



Dark pattern group - ‘Obstruction’
Thank you for agreeing to take part in this study.

This project seeks to understand everyday experiences of the Internet and online shopping in Aotearoa New Zealand.
Put differently, we're interested in the kind of websites and shopping experiences that New Zealanders enjoy and the
others that you may find frustrating.

Please read this information before deciding_ whether or not to take part.

If you decide to participate, please complete the form and set of questions below.

1. Age

What is your age?
Cookie Settings

We use cookies on this website to show you relevant information and understand how you use the website.

Manage your cookie preferences

Accept all cookies



Control group - No ‘Obstruction’

Thank you for agreeing to take part in this study.

This project seeks to understand everyday experiences of the Internet and online shopping in Aotearoa
New Zealand. Put differently, we're interested in the kind of websites and shopping experiences that New
Zealanders enjoy and the others that you may find frustrating.

Please read this information before deciding whether or not to take part.

If you decide to participate, please complete the form and set of questions below.

Cookie Settings

We use cookies on this website to show you relevant information and understand how you use the website.

Accept necessary cookies only Accept all cookies



Dark pattern group - ‘Preselection’

5. Email and further information

™y

Please enter your email to enter the raffle to win $100.

Email

[he email will be used to contact you if you win

Your responses will still remain anonymous.

/ would like to receive Kiwi Shopper information



Dark pattern group - No ‘preselection’

5. Email and further information

Please enter your email to enter the raffle to win $100.

Email

[he email will be used to contact you if you win

Your responses will still remain anonymous

/ U I would like to receive Kiwi Shopper information



RQ1I: Does the
obstruction dark
pattern increase the
likelihood of a user
undertaking the desired

action?




100 A

Obstructing the user
influences privacy
disclosure behaviours

-~
(@)
L

92% of participants in the
dark pattern group
accepted all cookies

Compared to..48% of
participants in the control
group accepted all cookies

Accept all cookies (%)
o 3

No obsztruction Obstrluction
Condition



RQ2: Does the
preselection dark
pattern increase the
likelihood of a user
undertaking the desired
action?




Pre-selection influences
user behaviour

50% of participbants in the
dark pattern group ended
up indicating that they
wanted to receive Kiwi
Shopper information

Compared to..9% of
participants in the control
group opted into receiving
Kiwi Shopper information

60 -

20 -

Email sign up (%)

Oplt-i n

Condition

Optl-out



Conclusion

* Dark patterns are common across the Aotearoa NZ
INternet

« Users most likely to encounter them when arriving or
ourchasing an item on a website

e DPs are mechanisms to drive sales or reduce business
COSts

* IMmported as opposed to homegrown

« We LDave empirical evidence that dark patterns
WOrk:

« they undermine consent or encourage privacy
disClosure behaviours

» they influence user behaviour when choice is
oreselected



What’s next?

« Publish Study B as an academic paper
« New Zealand Business Law Quarterly

« How do we regulate / govern dark patterns? Are they an

Issue of:
* illegal trading (currently captured under the Fair Trading Act, 1986,
enforced by the Commerce Commission)
« privacy (Privacy Act, 1993, enforced by the Office of the Privacy
Commissioner); or
* unsolicited communications (Unsolicited Electronic Messages Act,
2007, enforced by the Department of Internal Affairs)?

¢ consumer protection?



Don’t we sometimes want dark
patterns?

&16,29)
\2
& 1603
‘ 5% WED 28

s the issue with dark patterns/gamification/persuasive design per se or how the
technology is used? (Beattie, 2021)



Lessons from Artificial Intelligence

o Risk
Management
approach?

« EU Al Act:
INappropriate
iNnstances of using
Al, high risk,
medium risk, low
risk

EU Artificial Intelligence Act: Risk levels

Social scoring, mass — - -
surveillance, manipulation of ble ® ILProhibited]
behaviour causing harm

Rt [
Access to employment, Ve Conformity
'd,,ﬁm",,’, ;"m::,f‘,,':h :,’:,m High risk WA | assessment

law enforcement, etc.

Aol ;
Impersonation, Chatbots, . h\e”.: Transpa rency
emotion recognition, SIS . ‘3}« 0‘ i 2
biometric categorization Limited risk \qxo?‘- 7 Q| obligation |
deep fake

:g: No
Remaining Minimal risk 210 4 < 38
@ |obligation




Thank you
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